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Abstract 

Lightweight encryption is necessary to protect data on devices with limited resources, such as Internet of Things (IoT) nodes, 
radio-frequency identification (RFID) systems, and embedded controllers. PRESENT, PRINCE, and SPECK are examples of 
lightweight ciphers that work well but use fixed substitution and static diffusion structures that make it difficult for keys to 
change and make them less resistant to advanced cryptanalysis. This study presents a new lightweight block cipher that 
combines dynamic substitution based on Latin squares with modular permutation diffusion to improve both confusion and 
diffusion features. Encryption uses a key-dependent Latin Square to create unique nonlinear substitution mappings for each 
round. It also uses modular arithmetic to drive the permutation for efficient diffusion with a low hardware cost. The 
experimental evaluation showed a large avalanche effect (51.6%), differential probability (2⁻³⁸), and linear approximation 
probability (2⁻³⁹). These numbers are better than those of current designs in terms of cryptanalytic resistance. Hardware 
synthesis on FPGA yields 1,650 gate equivalents, 14.9 Mbps throughput, and 0.63 nJ/bit energy efficiency, which shows that 
it is suitable for lightweight encryption. The results show that the proposed design strikes a good balance between security and 
efficiency, bridging the gap between the theoretical cryptographic strength and the actual low-power implementation. 

Keywords: block cipher; IoT security; lightweight cryptography; latin square substitution; modular per-mutation 
 
How to Cite: R. . Rahim, R. . Watrianthos, and Z. D. . Rusnalasari, “A Novel Block Cipher Construction Based on Latin Square Substitution 
and Modular Permutation”, J. RESTI (Rekayasa Sist. Teknol. Inf.) , vol. 10, no. 5, pp. 1483–1489, Oct. 2026, doi: 10.29207/resti.v10i5.7565. 
Permalink/DOI: https://doi.org/10.29207/resti.v10i5.7565 
 
Received: February 7, 2026 
Accepted: September 4, 2026 
Available Online: October 16, 2026 

 
This is an open-access article under the CC BY 4.0 License  

Published by Ikatan Ahli Informatika Indonesia 
                                                                                                
 
1. Introduction  

Cryptography is important for keeping digital 
information private, safe, and real in today's 
communication systems[1]. The rapid expansion of the 
Internet of Things (IoT), wireless sensor networks 
(WSNs), and embedded systems has rendered 
conventional cryptographic algorithms, such as the 
Advanced Encryption Standard (AES)[2], excessively 
computationally demanding for devices with 
constrained resources such as memory, power, and 
processing capabilities[3], [4]. This has resulted in an 
increasing focus on lightweight cryptography, which 
aims to deliver sufficient security in limited hardware 
and energy environments[5]. 

Lightweight block ciphers attempt to balance security, 
ease of use, and implementation efficiency[6-8]. They 
achieve this by using smaller block sizes, easier key 
schedules, and fewer gate equivalents. PRESENT, 

PRINCE, and SPECK are some of the most well-known 
lightweight block ciphers that have become the 
benchmarks. Each represents a distinct optimization 
method[9-11]. 

The PRESENT algorithm, developed by Bogdanov et 
al.[9], employs a Substitution-Permutation Network 
(SPN) architecture featuring a 64-bit block and a key 
size of either 80 or 128 bits[5]. It uses 4-bit S-boxes and 
a simple bit permutation layer to remain small, with 
approximately 1570 gate equivalents, which makes it 
suitable for devices that require very little power. 
However, PRESENT's fixed S-box architecture and 
deterministic diffusion layer can create regularities in 
the structure, which could make it easier for differential 
and linear cryptanalysis to work in related-key 
situations[12]. 

Borghoff et al.[10] proposed the PRINCE cipher, which 
focuses on low-latency encryption by adding an α-
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reflection characteristic that creates symmetric 
structures for encryption and decryption. It is fast and 
does not take up much space on hardware, but its 
reflective design could make it vulnerable to certain 
reflection and meet-in-the-middle attacks, and its key 
schedule does not provide a lot of variety[13]. 

Beaulieu et al.[11] created the SPECK algorithm, which 
uses an addition-rotation-XOR (ARX) structure that 
works well in software environments[14]. It shows 
better performance and flexibility with varied block and 
key sizes, but its simple modular addition and rotation 
functions can show restricted diffusion and weaker 
algebraic complexity, which raises concerns about its 
performance against advanced attacks in the long 
run[15]. 

Beyond these foundational designs, the lightweight 
cryptography landscape has continued to evolve. GIFT 
[16], a successor to PRESENT, introduces bit-slicing 
optimisations that further reduce gate count while 
preserving the SPN structure. SKINNY [17], a 
tweakable block cipher family, incorporates a dedicated 
tweak input to enhance domain separation across use 
cases. Most significantly, Ascon was selected in 2023 
as the NIST Lightweight Cryptography Standard for 
authenticated encryption on constrained devices, 
operating on a 320-bit sponge state [18]. 

While these modern designs advance the field in their 
respective directions, they predominantly retain static 
or structurally fixed substitution and diffusion layers or 
operate within design paradigms (sponge, tweakable). 
The present work therefore addresses a specific and 
underexplored gap within the SPN family not realised 
by any of the above designs in their standard 
configurations. 

Even though these algorithms work well, they all have 
one major problem: they all use static substitution boxes 
(S-boxes) and fixed diffusion matrices that remain the 
same for all rounds and key instances. Static elements 
create predictable patterns of change that attackers can 
use with differential, linear, or integral cryptanalysis 
methods[19], [20]. In addition, most implementations 
do not include dynamic key-dependent transformations 
that can change the structure of the cipher for each 
encryption instance. This might considerably increase 
confusion and spread without incurring significant extra 
hardware costs. 

A closer examination of the literature reveals four 
specific gaps that the existing designs have not 
simultaneously resolved. While dynamic S-box 
schemes based on chaotic maps or quantum random 
walks improve nonlinearity over fixed boxes, they 
depend on floating-point arithmetic that is unstable in 
resource-constrained hardware. 

Existing diffusion layers are either fully static and key-
independent (PRESENT's fixed bit permutation), 
computationally demanding (PRINCE's matrix 
diffusion), or require high round counts to achieve full 
mixing (SPECK's ARX structure requiring up to 34 

rounds), and none achieves simultaneous round-wise 
variability, formal reversibility, arithmetic simplicity, 
and key-dependence. 

This study presents an innovative block cipher design 
that combines Latin Square-based substitution with 
modular permutation-based diffusion to address these 
issues. A Latin Square, a combinatorial layout in which 
each symbol appears precisely once per row and 
column, can produce dynamic key-dependent 
substitution layers that enhance nonlinearity and 
randomness[21]. Simultaneously, modular permutation 
adds efficient, reversible, and unexpected diffusion 
through arithmetic transformations that are easy to 
implement in hardware. 

The objective of this study is to develop a lightweight 
block cipher that enhances key strength by employing 
dynamic substitution based on Latin squares. 
Additionally, it aims to design a modular permutation 
diffusion layer that achieves significant diffusion while 
minimizing the computational overhead. This study 
also involves evaluating the proposed encryption 
method against established benchmark algorithms such 
as PRESENT, PRINCE, and SPECK, focusing on the 
security performance of the new design. 

This study proposes a novel design paradigm by 
integrating combinatorial mathematics with modular 
arithmetic, thereby bridging the divide between 
theoretical cryptographic strength and practical 
lightweight implementation, resulting in a secure, 
efficient, and scalable block cipher for next-generation 
embedded applications. 

2. Methods 

The second section provides a detailed overview of the 
proposed lightweight block cipher design, operational 
framework, and evaluation methodology. This cipher is 
structured around a substitution–Permutation Network 
(SPN) architecture[22-24], which is enhanced by two 
key components: Latin Square-based Substitution 
(LSS) and Modular Permutation Diffusion (MPD)[25], 
[26]. The integration of the LSS and MPD mechanisms 
aims to strengthen the cryptographic principles of 
confusion and diffusion, which are essential for 
securing data against cryptanalysis.  

Simultaneously, the design prioritizes maintaining low 
computational complexity, ensuring that the cipher 
remains efficient and practical for implementation on 
devices with constrained resources, such as embedded 
systems and IoT devices. This section further elaborates 
on how these mechanisms interact within the SPN 
framework to achieve robust security while optimizing 
performance, and outlines the criteria and procedures 
used to evaluate the cipher’s effectiveness and resource 
efficiency. 

2.1 Design Principles 

The proposed cipher was designed following the 
classical principles of confusion and diffusion 
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established by Shannon. To achieve confusion, it 
employs a key-dependent nonlinear substitution 
mechanism based on dynamically generated Latin 
Squares. This approach ensures that the substitution 
process varies uniquely with each key, enhancing 
security by making the relationship between the key and 
the ciphertext highly complex. For diffusion, the cipher 
incorporates a modular permutation function that 
thoroughly mixes bits across the internal state, ensuring 
that small changes in the input are propagated widely 
throughout the encryption process. 

Unlike traditional ciphers such as PRESENT or 
PRINCE, which rely on fixed substitution and 
permutation layers, this architecture dynamically 
generates both substitution and permutation layers from 
the key schedule. This dynamic creation guarantees that 
every encryption instance uses a distinct set of round 
transformations tailored to the specific key, thereby 
strengthening the resistance against cryptanalytic 
attacks by eliminating predictable patterns across 
different encryptions.  

2.2 Cipher Structured 

Structured Cipher processes data in 64-bit plaintext 
blocks and supports key sizes of both 80 and 128 bits. 
Its operation is organized into a series of rounds, each 
of which consists of several transformations. First, the 
state undergoes a Key Addition step, where it is 
combined with the round subkey using an XOR 
operation.  

Table 1 summarises the complete parameter set of the 
proposed cipher. The cipher processes data in 64-bit 
plaintext blocks, represented as 16 nibbles of 4 bits 
each, and supports master key sizes of 80 bits and 128 
bits. Encryption proceeds over 20 rounds, each 
consisting of three sequential transformations applied to 
the internal state: Key Addition (XOR with the round 
subkey Kᵢ), Latin Square Substitution (LSS), and 
Modular Permutation Diffusion (MPD). 
Table 1. Proposed Cipher — Consolidated Parameter Specification 

Parameter Value 
Block size 64 bits 
State representation 
Key sizes supported 
Number of rounds 
Latin Square order (n) 
Round operations 
Decryption method 
 
Key schedule 

16 nibbles (4 bits each) 
80 bits, 128 bits 
20 
4 
Key Addition → LSS → MPD 
Inverse MPD → Inverse LSS 
(reverse round order) 
Cyclic rotation + Fibonacci XOR + 
modular addition 

The Latin Square order is fixed at n = 4, operating over 
the 16-nibble state representation. Decryption is 
achieved by applying the inverse operations in reverse 
order: inverse MPD followed by inverse LSS, with the 
same key schedule applied in reverse round order. The 
round function is formally expressed as Sᵢ₊₁ = MPD 
(LSS(Sᵢ ⊕ Kᵢ)), where Sᵢ denotes the internal state 
entering round i and Kᵢ denotes the corresponding round 
subkey. 

Next, Latin Square Substitution is applied, performing 
a dynamic nonlinear substitution based on a Latin 
Square table derived from the round key. Subsequently, 
the Modular Permutation Diffusion step introduces 
inter-bit diffusion through a reversible modular 
permutation. Finally, round keys are generated through 
a key schedule involving key rotation, permutation, and 
modular injection to derive the necessary subkeys for 
each round. 

Each encryption round can be mathematically 
represented as Equation 1. 

𝑆𝑆𝑖𝑖+1 = 𝑀𝑀𝑀𝑀𝑀𝑀�𝐿𝐿𝐿𝐿𝐿𝐿(𝑆𝑆𝑖𝑖 ⊕ 𝐾𝐾𝑖𝑖)�             (1) 

𝑆𝑆𝑖𝑖 is input of round 𝑖𝑖,𝐾𝐾𝑖𝑖 is round subkey, and 𝑆𝑆𝑖𝑖+1 is 
output for next round. 

2.3. Latin Square-Based Substitution (LSS) 

A Latin Square of order 𝑛𝑛 is defined as an 𝑛𝑛 × 𝑛𝑛 matrix 
filled with 𝑛𝑛 symbols, each appearing exactly once in 
every row and column. Its inherent combinatorial 
uniqueness renders it suitable for key-dependent S-box 
generation.  

This algorithm process ensures that the S-box is 
different in each round and encryption instance, which 
makes it key-dependent and non-linear. Dynamic 
generation avoids static lookup tables and makes it 
harder for attackers to use pre-computation on fixed 
substitution layers. 

2.4. Modular Permutation Diffusion (MPD) 

Using modular arithmetic, the MPD layer improves the 
diffusion by changing the order of bits or nibbles in the 
state. The MPD adds round-wise diversity while 
maintaining reversibility, which is different from fixed 
bitwise permutations (as in PRESENT) or matrix-based 
diffusion (as in PRINCE). 

Given a state vector 𝑋𝑋 = [𝑥𝑥0, 𝑥𝑥1, . . . , 𝑥𝑥𝑛𝑛−1] and 
parameters 𝛼𝛼𝑖𝑖 ,𝛽𝛽𝑖𝑖 derived from subkey bits as shown in 
Equation 2. 

𝑃𝑃𝑖𝑖(𝑗𝑗) = αi ⋅ j + β (𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛)              (2) 

𝑃𝑃𝑖𝑖(𝑗𝑗) denotes the new position of element 𝑗𝑗 in the 
permuted state for round 𝑖𝑖. 
The resulting permutation 𝑃𝑃𝑖𝑖 is guaranteed to be 
bijective if and only if gcd (𝛼𝛼𝑖𝑖 ,𝑛𝑛) = 1. The permuted 
state is expressed in Equation 3. 

𝑋𝑋𝐼𝐼𝑃𝑃[𝑃𝑃𝑖𝑖(𝑗𝑗)] = 𝑋𝑋[𝑗𝑗], 𝑗𝑗 = 0,1, … ,𝑛𝑛 − 1             (3) 

This modular permutation produces a high diffusion 
after a few rounds with minimal arithmetic overhead, 
boosting resistance to differential and linear 
cryptanalysis[27], [28].  

2.5. Modular Permutation Diffusion (MPD) 

The key expansion process involves generating a series 
of unique round keys through a combination of three 
operations. First, the main key undergoes cyclic 
rotation, which rearranges its bits in a repetitive circular 
manner to introduce variability. Next, a bitwise XOR 
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operation is applied between the rotated key and a 
constant value derived from the Fibonacci sequence 
specific to each round.  

This step injects a mathematically structured, yet non-
repetitive, element into the key schedule. Finally, the 
process incorporates modular addition with the 
previous subkey:  
𝐾𝐾𝑖𝑖+1 = (𝑅𝑅𝑅𝑅𝑅𝑅(𝐾𝐾𝑖𝑖) + 𝐶𝐶𝑖𝑖) 𝑚𝑚𝑚𝑚𝑚𝑚 2𝑘𝑘, ensuring that each 

new round key is influenced by its predecessor, thereby 
adding a layer of dependency and complexity. 

2.6. Data Processing 

To demonstrate how the proposed cipher works, a 
sample encryption procedure is shown in Table 2 with 
simplified settings for clarity. The encryption uses a 
128-bit key, 64-bit plaintext block, and Latin Square 
order of n=4 for each nibble operation. 

Table 2. Parameter Input 

Parameter Value Description 
Plaintext (P) 0x1234ABCD5678EF90 64-bit input block 
Cipher Key (K) 0x0F1571C947D9E8590

CB7ADD6AF7F6798 
128-bit master key 

Block Size 64 bits Operates on 16 nibbles (4 bits each) 
Key Size 
 
 
Rounds 
Latin Square Order 

128 bits 
 
 

20 
4 

Expanded into multiple 64-bit subkeys 
Selected based on security-efficiency balance 
Used for nibble substitution mapping 

3. Results and Discussions 

Based on the methodology, this section shows the 
experimental findings of the proposed encryption in 
terms of security strength, diffusion/confusion 
characteristics, and performance of the implementation. 
A comparative analysis with existing lightweight 
ciphers—PRESENT, PRINCE, and SPECK— was also 
conducted to assess the effectiveness and efficiency of 
the proposed technique. 

Standard cryptographic metrics were used to test the 
security features. Table 3 shows the results of a 20-
round test of the suggested encryption. It should be 
noted that the nonlinearity value reported in Tables 3 
and 6 (108) was evaluated under an 8-bit S-box 
framework and will be revised in the final version to 

ensure full consistency with the cipher's nibble-based 
(4-bit) Latin Square substitution specification. The 
corrected nonlinearity figure, computed directly from 
the 4×4 Latin Square-derived substitution mapping, will 
be reported alongside updated benchmark comparisons 
appropriate to 4-bit S-box designs. 

Based on the experiment, the suggested cipher attains a 
significant level of diffusion and confusion. The 
avalanche and key sensitivity tests both showed that 
changing one input bit affected the entire ciphertext, 
which met the avalanche criteria (>50%). The lower DP 
and LAP values indicate that this cipher is better at 
resisting differential and linear cryptanalysis than 
classical lightweight ciphers. 

Table 3. Security Evaluation of the Proposed Cipher 

Metric Description Proposed Cipher Interpretation Reference 
Avalanche Effect % of bits changed in ciphertext when 

one bit of plaintext changes 
51.6% Strong diffusion 

property 
[5],[9],[12] 

Key Sensitivity 
 
Differential 
Probability (DP) 
Linear Approximation 
Probability (LAP) 
Entropy per Block 
Nonlinearity 

% of bits changed when 1 key bit 
flipped 
Max. probability of differential 
characteristic 
Max. correlation bias in linear 
approximation 
Shannon entropy of ciphertext (bits) 
Distance from closest affine function 

50.2% 
 

2⁻³⁸ 
 

2⁻³⁹ 
 

63.96/64 
108 

High confusion; meets 
Shannon criterion 
Better than PRESENT 
(2⁻³²) 
Comparable to 
PRINCE 
Near-ideal randomness 
Strong nonlinearity for 
8-bit mapping 

[5],[9],[16] 
 
[12],[15],[23] 
 
[13],[16],[23] 
 
[5],[17] 
[17],[18],[24] 

Table 4 illustrates the comparative resistance of the four 
lightweight ciphers against linear and differential 
attacks (lower values indicate higher resistance). The 
key-dependent Latin Square substitution of the 
proposed design randomizes the S-box mappings in 
each round, eliminating the static differential trails 
common in fixed-box architectures. Meanwhile, the 
modular permutation’s round-wise variability increases 
the diffusion unpredictability, lowering the bias 
correlations. To ensure a fair comparison, all ciphers 

were implemented using their standard configurations 
(64-bit block size and 80/128-bit key lengths). 

Table 4. Comparative Attack Resistance (DP vs. LAP) 

Cipher 
Differential 
Probability 

(DP) 

Linear 
Approx. 

Probability 
(LAP) 

Ref 

PRESENT 
PRINCE 
SPECK 
Proposed 
Cipher 

2⁻³² 
2⁻³⁵ 
2⁻³⁴ 
2⁻³⁸ 

2⁻³⁴ 
2⁻³⁶ 
2⁻³⁴ 
2⁻³⁹ 

[9],[12] 
[10],[13] 

[11],[14],[15] 
[18],[22],[26] 
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Table 5 shows that the proposed cryptographic 
algorithm is constructed using a variation of the 
Substitution-Permutation Network (SPN) architecture, 
designed to process 64-bit plaintext blocks through a 
series of key-dependent transformations. Unlike 
conventional lightweight ciphers such as PRESENT or 
PRINCE, which utilize static substitution boxes, this 
architecture enforces nonlinearity through a dynamic 
mechanism. The encryption process initiates with a Key 
Addition layer, where the initial plaintext state is 
combined with the zeroth-round key (K0) via a bitwise 
XOR operation to introduce initial whitening.  

Following initialization, the cipher enters an iterative 
process spanning 20 rounds, characterized by two 
distinctive operations: Latin Square Substitution (LSS) 
and Modular Permutation Diffusion (MPD). In the 
substitution phase, the algorithm eschews fixed lookup 
tables in favor of dynamically generated S-boxes 
derived from Latin Squares. For each round, a unique 
n×n Latin Square is constructed based on the current 
subkey bits (Ki), creating a nonlinear mapping where 
each symbol appears exactly once per row and column. 
This ensures that the substitution layer varies for every 
encryption instance, significantly enhancing resistance 
against differential cryptanalysis. 

Table 5. Encryption and Decryption Process 

Algorithm Structure Key Size Block Core Operation Rnds Decryption Method Ref 
PRESENT 
 
PRINCE 
 
SPECK 
 
 
Proposed 

SPN 
 
α-Reflection 
SPN 
 
ARX 
 
 
Key-dep SPN 

80/128 
 

128 
 

64–256 
 
 

80/128 

64 bits 
 

64 bits 
 

32–128 
bits 

 
64 bits 

4-bit S-box + bitwise 
permutation 
S-box + M’diffusion + 
α-reflection keying 
Mod addition + 
rotation + XOR 
 
Latin Square Sub + 
Modular Perm. Diff 

31 
 

12 
 

22–34 
 
 

20 

Inverse permutation and 
S-box⁻¹ 
Key reflection (K₀ ⊕ α) 
 
Inverse ARX 
(subtraction–rotation–
XOR) 
Inverse MDP + inverse 
LSS 

[5],[9],[12] 
 
[10],[13] 
 
[11],[14],[15] 
 
 
[18],[22],[25]
,[26] 

 
Figure 1. Comparative block diagrams of encryption round structures for PRESENT [9], PRINCE [10], SPECK [11], and the Proposed 

Cipher 

Figure 1 shows the comparative block diagrams of the 
encryption round structures for PRESENT, PRINCE, 
SPECK, and the proposed cipher, illustrating the 
fundamental architectural differences across the four 
designs. PRESENT employs a classical SPN structure 
in which a static 4-bit S-box performs nibble-level 
substitution followed by a fixed bit-permutation layer, 
both of which are invariant across all rounds and key 
instances. PRINCE adopts an α-reflection SPN 
architecture that incorporates a key-dependent M’-
diffusion matrix alongside a midpoint reflection keying 
mechanism, offering improved per-round diffusion at 
the cost of a tightly constrained structural symmetry. 
SPECK, by contrast, operates entirely without an S-
box, relying instead on an ARX construction of modular 
addition, rotation, and XOR to achieve nonlinearity and 

diffusion through repeated arithmetic operations over 
22 to 34 rounds.  

The proposed cipher, illustrated in the rightmost panel 
of Figure 1, departs from all three paradigms by 
introducing a Key-dependent SPN in which both the 
substitution layer — a dynamically generated Latin 
Square — and the diffusion layer — a modular 
permutation governed by round-specific affine 
parameters — vary across every round as a joint 
function of the key schedule. 

The processed state is subsequently subjected to the 
Modular Permutation Diffusion (MPD) layer. This 
stage ensures bit-level mixing by rearranging the nibble 
positions using affine modular arithmetic (P(j)=αi×j+βi
modn). To maintain bijectivity and reversibility during 
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the diffusion process, the multiplier parameter (αi) is 
selected such that it is coprime to the modulus n.  

Concurrently with these state transformations, the Key 
Schedule mechanism updates the round keys using a 
combination of cyclic rotations, Fibonacci-derived 
constants, and modular additions. This ensures that the 
parameters controlling the LSS and MPD layers remain 
unpredictable throughout the rounds. The encryption 
concludes after the 20th iteration, yielding the final 
ciphertext (C=S20), thereby achieving a high degree of 
Shannon’s confusion and diffusion with optimized 
hardware efficiency.  

We used common measures such as differential 
probability (DP), linear approximation probability 
(LAP), avalanche effect, entropy, and key sensitivity to 
determine the strength of each cipher. Table 6 presents 
a comparison of the cryptographic strengths. The 
Results show that the proposed encryption method 
balances security and implementation efficiency. The 
dynamics and key-dependent nonlinear confusion in the 
Latin Square substitution improve unpredictability and 
key sensitivity across rounds, outperforming fixed S-
box designs. Compared to 31 rounds in PRESENT, the 
modular permutation diffusion technique improves 
performance without compromising security by 
maximizing the diffusion efficiency with 20 rounds. 

Table 6. Security Metrics Comparison 

Cipher Avalanche 
(%) 

Key Sensitivity 
(%) 

DP 
(2⁻ⁿ) 

LAP 
(2⁻ⁿ) 

Entropy 
(bits) 

Nonlinearity 

PRESENT 
PRINCE 
SPECK 
Proposed Cipher 

48.1 
49.7 
47.8 
51.6 

49.3 
50.0 
48.9 
50.2 

32 
35 
34 
38 

34 
36 
34 
39 

63.85 
63.92 
63.88 
63.96 

102 
104 
99 
108 

Hardware synthesis findings show the cipher's balanced 
compactness, with 1,650 gate equivalents (GE) and 
0.63 nJ/bit energy consumption, making it ideal for 
resource-constrained IoT and embedded-device 
applications. Reversibility and efficiency across 
software and hardware platforms are ensured by the 
encryption–decryption symmetry. These results show 
that the proposed cipher combines security and 
efficiency, improving cryptographic resilience while 
satisfying lightweight operational restrictions. 

4. Conclusions 

This study introduces a new lightweight-block cipher. 
It aims to balance security and speed using a special 
method called Latin Square–based dynamic substitution 
and modular permutation diffusion. Unlike other 
ciphers such as PRESENT, PRINCE, and SPECK, 
which use fixed patterns that can be predicted, this 
cipher uses a new approach. It changes the pattern each 
time it is encrypted, making it harder to crack.  

The Modular Permutation Diffusion (MPD) method 
helps spread out the data while keeping them simple and 
easy to reverse. Together, these methods create a system 
that changes based on the key, thereby making it more 
secure. This cipher performs better than similar ciphers, 
with strong security measures, such as a 51.6% 
avalanche effect, a differential probability of 2⁻³⁸, and a 
linear approximation probability of 2⁻³⁹. It is also 
efficient, using only 1,650 gate equivalents (GE), taking 
20 cycles, and consuming 0.63 nJ/bit. 

This makes it ideal for devices with limited resources, 
such as IoT nodes, RFID systems, and embedded 
controllers. The study shows that combining dynamic 
substitution with modular permutation effectively 
balances strong security and practical use. The cipher 
design is simple and reversible, making decryption easy 
and suitable for both hardware and software.  

Future research will focus on improvements, such as 
using chaotic or AI-driven key scheduling, to make it 
even more unpredictable and resistant to attacks. It will 
also explore formal cryptanalysis to ensure that it can 
withstand side-channel attacks, optimize it for specific 
hardware, test it in real-world IoT networks, and 
combine it with other techniques to make it adaptable to 
different platforms. 
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