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Abstract

Protection of Personally Identifiable Information (PIl) is challenging for organisations. Access to sensitive resources, ie,
databases and files, can be controlled and restricted by the Role-Based Access Control (RBAC), Attribute-Based Access
Control (ABAC) and other access control models defined at the organisational level. This work proposes a lightweight on-
device PII access control model based on the principle of preserving privacy at the source of data generation. The set of data
shared by the user is converted into objects, and the object is treated as a resource to which RBAC, ABAC and Hybrid access
controls are applied. Coarse-level access to a set of P1l information, in the form of Pl objects, on a user device is implemented
using RBAC, while fine-grained access is defined and performed using ABAC. Hybrid access, which supports object and
attribute-level access control using sensitivity, trust, and Time to Live (TTL) environment, was evaluated. The RBAC, ABAC,
and Hybrid models are lightweight, highly reliable, scalable, and efficient to implement on user devices. Three models were
tested for scalability up to 1000 objects and a corresponding number of attributes. This model mitigates the risk of PIl exposure

posed by the data-collecting organisation and enhances user consent for Pll sharing.
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1. Introduction

On-device mechanisms for protecting personal data are
more favourable from the data owner's perspective, as
they ensure that the individual retains sole authority and
control over their data. In this article, an individual who
discloses and can be identified through personal
attributes is referred to as the Data Owner, and the
entities or organisations that gather such personal
information are referred to as Data Collectors. When
sharing data, the data owner is concerned with whom
the data is being released to, the purpose of the release,
the amount of personally sensitive information
disclosed, and the duration for which the data will be
available. The sharing of personal data creates mutual
benefits for both data owners and data collectors. Since
data sharing fuels online services that have become
integral to daily life, this scenario necessitates
trustworthy interactions between the two parties,
reinforced by personal data protection regulations.
Regulations such as the GDPR in Europe, the
Australian Privacy Principles, the Digital Personal Data
Protection (DPDP) Act, India, and other personal data

protection laws worldwide safeguard the rights of data
owners over their information throughout its collection,
processing, and storage[1-3]. In this work, the
sensitivity of personal information is determined solely
at the discretion of the data owner. Accordingly,
common categories of personal information are
explicitly classified into different sensitivity levels,
namely: General Information (Gl), Quasi-ldentifiers
(QI), Personally Identifiable Information (PIl), and
Personal Sensitive Information (PSI). The argument is
that even though a single piece of information is not
directly PIl or PSI, a set of Gl or QI will also lead to
identification. When a data collector collects a specific
amount of data from an individual based on the
sensitivity category of information as above, the sum of
each attribute’s sensitivity is calculated, and sensitivity
levels of the set of data are assigned. Each piece of
information contributes a fraction to the total sensitivity
of the set. 10 personal attributes, such as name (1), age
(1), address (2), phone (4), email (4), occupation (1),
gender (1), nationality (1), marital status (1), birthdate
(3), with varying sensitivity, are considered here for the
demonstration and calculation. The number in the
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bracket near the attribute is the individual attribute
sensitivity considered in this work.

The work examines three access control mechanisms:
Role-Based Access Control (RBAC), Attribute-Based
Access Control (ABAC), and hybrid access control. For
RBAC PII access, the user is the data owner. Roles to
collect PII are determined by the trust the data owner
places in the data collector. Based on this trust, access
is permitted or denied. For the ABAC PII access, online
services or organisations request Pl in attribute level.
Decisions on access to specific attributes are based on
the sensitivity of the attribute. Roles are based on the
trust of the service provider or organisation. The hybrid
model combines RBAC and ABAC to provide multi-
granular access to PIl. An object-level is a collection of
P1l and has a higher level of abstraction, whereas at the
attribute level, the abstraction becomes more detailed
and lower-level. A hybrid access control model can
fine-tune PII access depending on the consent of the
data owner, the sensitivity of the shared PlI, the trust in
the data collector, and the required duration for which
the sharing of a specific PII needs to continue.

The models were implemented and tested for scaling
and efficiency in terms of CPU and memory utilisation.
RBAC, ABAC, and hybrid models are found to be
successful lightweight on-device mechanisms for PlI
access. The hybrid model provides multi-granular
access control. When an organisation collect data, if
multiple personal information items are required,
object-level granularity is used. If the access is aimed at
a single piece of information, attribute-level granularity
is the option. Apart from the user, role, and permissions
of access, the duration of data sharing also applies in the
hybrid model. The sensitivity of shared data has an
inverse relationship to the Time to Live (TTL) of that
sharing, either at the object level or attribute level. If the
data owner shares a highly sensitive set of data or a
single attribute, the TTL of sharing is less in
comparison to the sharing of a less sensitive one. For
this purpose, TTL is kept as an attribute environment in
the hybrid model.

Protecting data at the source itself reduces the risk of
legal complications. Access to data illegally questions
the rights and freedom of expression [4-5]. Securing
data at the source exists in many algorithms. This idea
is rooted in the foundational work of Rivest et al. on
digital signatures and public-key cryptosystems [6].
End-to-end encryption techniques help secure the data
at its source, transmission, and at the receiver end [7],
[8]. This work entrusts individuals with full rights over
their data, ensuring that any access by data collectors
remains transparent to the data owner. Furthermore, the
shared personal data is recognised as having varying
levels of sensitivity. Some attributes of the shared data
reveal the identity of the data owner, which is
Personally Identifiable Information (PII). PII carries
various levels of sensitivity. The PIl becomes sensitive
depending on how accurate inferences one can draw
about a person from the available personal data. Many
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customers are concerned about sharing their data online
with firms or organisations to use online services [9],
[10]. On the other hand, data from consumers is
essential for the organisation. This scenario requires a
mutually beneficial outcome for both the consumer, as
the data owner, and the service providers, as the data
collectors. The trust between the data owner and the
data collector is the pivot for successful and legitimate
relations between these parties. While data privacy laws
seek to regulate these relationships effectively,
significant technical challenges persist. PIl may be
transmitted to data collectors either with or without the
awareness of the data owner. For example, mobile
Android applications lead to PIl exposure, which is
unknown to the data owner[11] . Another set of data
sharing is legitimately obeying personal data protection
laws [12]. When personal data is collected with the
explicit consent of the data owner, the trade of the data
to avail of a service is included. For instance, in the
banking sector, such exchanges are intended not only to
generate profit but also to foster trust between the bank
and its customers [13-14]. Since online banking
services manage highly sensitive data, the risks
associated with handling such information are
considerably high. While the sharing and collection of
personal data are essential for enabling transactions
across services, these exchanges necessitate the growth
of trust between financial institutions and their
customers.

Despite the legal safeguards provided by various data
protection acts, widespread incidents of PIl leakage
worldwide have led to a decline in data owners’ trust in
data collectors [15]. For banking and financial
institutions, such leakages act as a double-edged sword,
posing risks not only to data owners but also to data
collectors. Such leaks result in financial loss and
psychological distress for data owners, while financial
institutions face economic repercussions and the
challenge of restoring the lost trust. Data owners face
constant insecurity, often compelled to compromise
their PIl to access services, while data collectors
struggle to retain their customer base through
disproportionate efforts. In light of online resources on
consumer safety in financial services, we observe that
many governmental bodies promote data owners’
control over their data [16]. Most businesses are willing
to prioritise privacy to improve customer trust and
loyalty. On the other hand, consumers feel the risk of
sharing personal data outweighs the benefits they
receive, and also, the data sharing is not transparent
[17]. These discussions highlight the need for a system
that enables customers and financial institutions to
operate in an environment of mutual trust. The literature
provides multiple definitions of trust between digital
entities [18]. The definitions change depending on the
application and technology. In any transaction, the
entities involved rely on mutual trust, with the
expectation that each party will act in alignment with
the other’s expectations, mutually. This work proposes
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a mutually trusted environment designed to uphold
these expectations.

The work in the proposal uses RBAC-based access
control policies on the user device for object-level
access to PII, and for attribute-level PII, it uses ABAC
access control and also proposes a Hybrid access model
for varying access possibilities. Many access control
models available in the literature suffer from the
drawback of requiring third-party involvement in the
encryption and decryption process, leading to a strong
reliance on the trustworthiness of the administering
third party [19]. Attribute-Based Access Control
(ABAC), a logical access control mechanism, helps in
data sharing by controlling the shared information [20].
An object or resource in an ABAC is an entity that is
protected from unauthorised access. The subject or
requester is the entity requesting to operate on the
object. ABAC helps security policy enforcement in a
flexible, granular, and dynamic way. An update in
policy is possible only after evaluating several policies
[21]. This makes the administration of this model
complex. Role-based access control (RBAC) is widely
implemented because it is easily manageable, but lacks
granular access control and flexibility like ABAC [22].
Integrating multiple access control models allows the
strengths of different approaches to be combined into a
single unified framework. Meta-policy is an approach
that helps to combine policies from many access
models. ABAC is applicable in scenarios where fine-
grained and dynamic control over access rights is
needed. It’s often used in collaborative environments,
cloud computing, and scenarios with complex
authorization requirements.

Attribute-based encryption (ABE)is another security
model that uses attributes to control resource access
[23]. ABE is wused in scenarios where data
confidentiality is a primary concern. ABE enables more
flexible, dynamic attribute-based access control. It
allows data owners to encrypt data by attribute, so only
users with matching attributes can decrypt and access it.
ABE provides flexibility through a level of selective
disclosure. It enables data owners to specify conditions
under which encrypted data can be decrypted, based on
the attributes of the requesting entity. ABE helps secure
data sharing by allowing data owners to control who can
access their data based on specific attributes, providing
a more granular approach to data protection. Identity-
Based Encryption (IBE) uses the recipient’s identity as
a key to encrypt a message, and the decryption key is
derived from the recipient’s identity [24]. The identities
are properties or attributes of the recipient, like name,
address, and social security number, which help to
identify the recipient and permit or deny access to any
sensitive resource of the organization.

Fuzzy ldentity-Based encryption (Fuzzy IBE) views
identity as a set of descriptive attributes instead of
viewing it as a string of characters [25]. Fuzzy IBE
helps to apply Attribute-Based Encryption, ABE. In
ABE, the accessibility of a resource can be restricted to
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users who satisfy a certain set of attributes, and if ‘k’
attributes overlap, that recipient can access the resource.
ABE-based encryption with more fine-grained access
control is introduced in Key Policy Attribute-Based
Encryption (KP-ABE) [26]. The decryption capability
of users is controlled with private keys and labelled
attributes of the ciphertext. It uses a tree access structure
for each private key. This tree access structure keeps
attributes as leaf nodes. It specifies the type of
ciphertext the key can decrypt, where the ciphertext is
labelled with a set of descriptive attributes. A user can
decrypt a ciphertext if the attributes associated with a
ciphertext satisfy the key’s access structure. IBE, Fuzzy
IBE, and ABE systems offer encryption based on
attributes. Access control is not a major focus of these
systems. In Fuzzy IBE, the data provider decides the
way of sharing and is expressed with a predicate. The
user of the data can use the data if and only if they
satisfy the predicates by the data provider through the
attributes of identity. In CP-ABE, data is encrypted with
attributes, and access policies are defined in terms of
these attributes. Users are given secret keys that
correspond to their attributes, and they can decrypt data
if their set of attributes satisfies the access policy
associated with that data.

CP-ABE is an extension of Attribute-Based Encryption
(ABE). CP-ABE allows data encryption with access
policies specified in the ciphertext. In a typical CP-ABE
system, the access policy defines attributes a user must
have to decrypt a particular ciphertext. The dynamic
aspect comes into play when attributes change over
time or new users with different attribute sets need
access. CP-ABE allow updates and modifications to the
access policies without re-encrypting the data.

The access control model discussed above works as
server-side controls. User-defined access control for on-
device personal data is not present in the explained
models. The work in this article uses RBAC and ABAC
access control models for the access of personal data
from the user device.

2. Methods

Access control models help control access to data
resources based on the assigned roles of users.
Traditionally, it is used at the organisational level, as
shown in Figure 1. A user can be anyone working in the
organisation. For example, in a banking context, a user
can be any individual within the organisation assigned
a specific role, such as Manager, Accountant, Auditor,
or similar positions. The data resources, such as files
and databases, are accessible based on permission
levels.

In the proposed work, the users are organisations and
the resources are users' personal information. Personal
information is treated as a collection of many attributes
related to a person who owns the data, and it refers to a
person object. When one organisation collects data, it
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can collect the data as an object or an attribute using
RBAC or ABAC models, respectively.

Organization

o (Role,Permission)
(Role, Permission) —

| Resourcet || Acess Denied 3¢
P Access Denied 3| - >

(Role, Permission) (Role,Permission)

Resource2

AccessPemmitied <~ | | | - press Parmitied |

(Role, Permission) — (Role,Permission)

Resource n-1 | | 3 Acess Denied

Access Denied X

(Role, Permission) —
(Role.Permission)

‘ Access Permitted < Resource n ‘
«7” Access Permitted

Figure 1. Working of access control models

The proposed model assumes that both the data owner
and the data collectors are law-abiding, and both work
together in mutual trust. The framework serves as a
supporting system for such entities, ensuring they are
not at risk of violating privacy laws. Personally
Identifiable Information (PII) is formally defined as:
"Information that can be used to distinguish or trace an
individual’s identity, either alone or when combined
with other information that is linked or linkable to a
specific individual. Single information or a collection
of it leads to identifying a person; this quantifies the
sensitivity related to that data or data collection. If
PIl_1 is a set of data related to a user and is collected
by an organization (Equation 1), then,

PII 1 = {a;5,a;55,.... a,Sn}

)

Here, a1, a2, and a, are attribute values released by the
user with sensitivity si, Sz, Sn, respectively.

Then, the sensitivity associated with the release of Pll;
is as shown in Equation 2.

Spir1 = $1 + So + -+ Sn

&)
=Xi=1Si

Sensitivity associated with the release of Plly,sp;;; the

sum of individual sensitivity.

Here, sp;pq Sensitivity associated with Plly, which is the
sum of individual attribute sensitivities.

Figure 2 explains the working of the access control
models in varying level of granularity. There can be
multiple data releases like this by one person for
multiple organisations. A person’s attributes and
attribute values are tied together as an object, and access
control policies are set for each object. In other words,
for each release to a data collector, the data owner can
impose access rules.

All sets of attributes form an object, and access to the
object is controlled by Role-Based Access (RBAC).
Access to the attribute level is controlled by Attribute-
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Based Access Control (ABAC). The following section
discusses the working of RBAC and ABAC.

Stan

Pl Objects and Affributes

l

Required
=sceess granularity

Access
granularity=
Oibject Level

RBAC Access Control

Access
granularity=
Attribute Level

ABAC Access Control

Access
granularity=
Dhject SAtnbute

Hybrid Access Control

Multigranular Access

Figure 2. Varied granularity access-controlled sharing of PlI

To test the scalability of the proposed model synthetic
data set is generated using python script. For the RBAC
access model, 1000 objects were tested, and for the
ABAC model, up to 1000 attributes were tested. The
Hybrid model is tested for 1000 objects, and each object
has 10 attributes

2.1 RBAC model for PII object access from user the
device

Role-based access models are simple and less granular.
It is used here to access multiple Plls from the data
owners as a collection. The RBAC model for Pl access
defines rules of access to objects. Sensitivity of the
object and trust of the organisation are the decision-
making parameters of access. Objects that are a
collection of many attributes use the collective
sensitivity of all attributes. The data-collecting
organisations are given some predefined trust values.
Figure 3 explains the use of RBAC in object-level
access, based on sensitivity and trust. This model of
access is simple and lightweight.

Users release personal information with varying levels
of sensitivity; in this work, each piece of personal
information is considered PII because a combination of
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information can lead to a person's identification. All
information collected at the object management layer as
attributes is converted into a collection, an object. Three
PII releases done by the user are shown in Figure 1.
Rel;, Rel,, and Rel3 have a different set of attribute

Object Management Layer

Ell Object-1
Name = Alice
Age= 20
Gender = Female
Rei1 Phone=123456

Email=alice@site.comf——— /'
Sensitivity= High 4

Pl R

user
Rei2|

Pl Object-2
\ Name = Alice

Age= 20

Gender = Female
Rel3 | DOB = 09/11/2000

Sensitivity= Medium

= /

Bl Object-2

Name = Alice
Age= 20
Sensitivity= low

Storage Layer
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releases, and due to the number and the individual
sensitivity of the attributes in the collection, Object-1 is
considered with high sensitivity. Object-2 has medium
sensitivity, and Object-3, with only two attributes, has
low sensitivity.

# ¥ RBAC Engine

Access Control Layer

=
—
Controlled &
[ Pl Collector -1
- — Law-Compliant Pl Access Trusi=High
Access Policy
Pl Collector-1
- [_E‘e
E »
c T Controlled &
Alice_P1l - Law-Compliant PIl Access Pl Collector -2
Releases.DAT Access Policy Trust=Average

Pl Collector-2

{:E.e,'

Controlled &
Law-Compliant Pll Access

»>

Access Policy
PII Collector-3

Pl Collector =3
Trust=Low

Figure 3. The Role-Based Access Control model gives Object-level granularity

The storage layer converts objects into a file after they
are serialised into JSON format. This storage is
lightweight in terms of memory usage. Role-based
access rules are defined and implemented at ACL. The
parameters that decide access are the sensitivity of the
object and the trust of the data-collecting organisation.
Three levels of trust are used here. Collectors 1, 2, and
3 have high, average, and low trust, respectively. RBAC
access rules are listed.

RBAC rules for Pl Access:

1. U: Data collector Set (Users of PII): {Org1, Org2,
Org3}

2. P: Accessibility Permission PIl Object: {Access,
Deny}

3. R: Role-Based on Trust: {Highly Trusted, Average
Trusted, Least Trusted}

4. UA: User Assignments: {(Orgl, Highly Trusted),
(Org2,Average Trusted), (Org3, Least Trusted)}

5. PA: Permission Assignments: {Org1(Access All PII
Obijects), Org2(Access PIl Object with < threshold of
sensitivity), Org3(Access PII  Object with low
Sensitivity)}

Table 1 shows the User, Role, Permissions, and
Resources utilised in the RBAC model for PIl access.
The users are organisations, and their trust is the role
defined. Resources are objects with varying levels of
sensitivity, viz, highly sensitive, medium sensitive, and
very low sensitive. The access permission matrix for
RBAC is shown in Table 2. If the user Organisation is
highly trusted, then the user is permitted to access all
objects or highly sensitive records. Average trust
organisations access objects with a sensitivity lower
than a threshold sensitivity, i.e., medium-sensitive

records. The least trusted organisations have access
only to records or objects of very low sensitivity.

Table 1. Role-Based Access Control for PIl access:
User, Role, Permission and Resource

User Role Permissions Resources
Organization Highly All Object Pl records:
1 Trusted access Highly

Sensitive

Organization Average Access to Pll-Records:

2 Trust Objects < medium
threshold Sensitive
sensitivity

Organization Least Access to PlI-Records are

3 Trust very low very low
sensitive sensitive
Objects

Table 2. Role-Based Access Control- Access Permission Matrix

User/Role Object Object Object with

sensitivity sensitivity Lowest
greater than  lesser than Sensitivity
Threshold Threshold
Sensitivity Sensitivity

Organisationl/  Full access Full access Full access

Highly

Trusted

Organization2/ No access No access Can access

Average Trust

Organization3/ No access No access Can access

Least Trust

The object-level access using the RBAC access control
model in PII on-device is applicable if the user and the
organisation have already entered into a consent for
data sharing and collection, which is a legitimate
process. For example, in the scenario of a sanctioned
loan from the bank, the PIl shared remains the same as
long as there is a change in requirements. If there is a
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requirement for additional PIl by the organisation or if
a user is interested in sharing a single PII, increased
granularity on access to information is mandatory. The
RBAC model for PII access is unable to address this
situation. The ABAC model for PII access is proposed
in the following session to address scenarios that
demand attribute-level P1I access.

2.2 ABAC Model for PII access from the user device

The ABAC Model for PII access is illustrated in Figure
4. This model addresses the PII at the attribute level.
Ten attributes with varying sensitivities are considered
in the work. The variable s and the associated values
show attribute sensitivity. Each attribute in this model
is a resource. To make it possible, individual attributes
are treated as objects and are serialised for storage
purposes. These attribute objects can be accessed by the
organisation based on ABAC access control rules.
ABAC access sets comprise subjects, objects,
permissions and attribute values. These definitions and
sample ABAC rules for ABAC access are:

Jurnal RESTI Vol. 10 No. 2 (2026)

1. S: Subject- Entities Requesting Access to PII
attributes: {Org1, Org2, Org3}

2. O: Object-Resources being accessed with associated
sensitivity value:

{Obj1.Name, Objl.Age, Objl.Address, Objl.Phone,
Obj1.Email, Obj1.Occupation,

Objl1.Gender, Obj2.Nationality,
Obj1.DOB}

3. A: Action: {Permit access, Deny Access}

Obj1.Married,

4. R: Trust Attribute value: {Highly Trusted, Average
Trusted, Least Trusted}Sample rules

Here, Attribute 1 is considered highly sensitive.

1. Access (orgl, Attributel) is permitted if {orgl.trust
= Highly Trusted}

2. Access (org2, Attributel) is denied if {org2.Average
Trusted}

3. Access (org3, Attributel) is denied if {org2.Least
Trusted}

Law Compliant Pll Access Pl Collecior -2

Atiribute Access Policy Trust=Average

Object Management Layer Access Control Layer
— »
Name Obj ; ABAC Engine
Name (s:vf\ = N
£ address Obj &
Address (s=2, » P
//‘ Ageobj ) \ A @
oo, ) — 3 (=P [%J W
Age (s=1) — N All Attrbute Access l = r_/ — ]
) \ || Controlied & 1 4
= s off ( Fhone Oby ) > == Law Compliant Pl Access P]ng:fg;; 1
hone (s=4) AttributeAccess Policy
Email Obj p 3 Pil Collector-1
Email (s=4) — ' S 2 - o @
- ~ — o 3
i Altributes o Meefll L |=|- - ]
v \ - v//' ‘ DAT : Access Controlied &

Occupation Obj
Occupation (s=1)—" :* — :

[ ~
Gender Obj )
Gonder (s=1) —/\

A Nationality Obj
Nationatty (s=1
Marmied Status Obj )
arried Status(s=T) : 7

Dos (S=J)—/ : DEOM, }

Pli Collector-2

RO pa
Controfied & a7

Low Compliant Pit Access Pl Collector =3
Trust=Low

(= 'D
=]
Restricted Access =
Attribute Access Policy
Pl Collector-3

Figure 4. Attribute-Based Access Control model with Attribute-level granularity

Table 3 is the ABAC PII Attribute Access permission
matrix. It shows the access possibilities of a specific
attribute by the user and their roles. In the ABAC, PII
access, the users are organisations that access the
attribute, and the individual PII of the data owner is the

resource. Sensitivity of the attribute and trust of the
organisation are the key parameters for the decision on
attribute access. Threshold sensitivities are set to
control access.

Table 3. PIl Attribute Access Permission matrix for Attribute-Based Access Control

User/ Role Name Age Address Phone Email  Occupation  Gender Nationality Married DOB
(s=1) (s=1) (s=2) (s=4) (s=4) (s=1) (s=1) (s=1) (s=1) (s=3)

Orgl/

Highly yes yes yes yes yes yes yes yes yes yes

Trusted

Org2/

Average yes yes yes no no yes yes yes yes no

Trusted

Org2/ Least

Trusted yes yes no no no yes yes yes yes no
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The attributes, with s=5 or s=4, are highly sensitive and
are accessible only to Highly Trusted organisations, and
not accessible to Average and Least Trusted ones. A
highly trusted organisation has access to all attributes.
When s=4 or s=3, Highly Trusted and Average Trusted
organisations are permitted to access, but Least Trusted
organisations are denied access. The Least Trusted
organisation can access only attributes with s=1
sensitivity. The sample ABAC rules given are based on
a highly sensitive single attribute, with access
possibilities for different user roles.

2.3 On-Device Hybrid P11 Access Control Model

The two models, the RBAC model for PII object-level
access and the ABAC model for PII attribute-level
access, provide PII access in two different levels of
granularity. These models do not handle the Time To

User Attributes

= MName(s=1)

« Age(z=1)
2)

= Marital Status(s=1)
« DOB(s=3)

N,
Pil *,
AltribulesReleases”

user |/ ‘

"> Serialization

Pl Release Objects

OB
S=High
OBJ2 0BJ2
S=Medium S=Low

Live (TTL) of attributes or objects, and lack flexibility
in granularity. TTL is an environmental parameter that
decides the duration of the sharing time existing
between the data owner and the data collector. TTL is
applicable for both the object and attribute levels and is
dynamic in nature. The reason for introducing TTL is
that a highly sensitive shared PII (Object or attribute) is
not required to continue in an accessible state, even
though the organisation is highly trusted. The sharing
must terminate or undergo an update once the need for
the existing sharing is satisfied. To enhance the access
control with improved granular behaviour and TTL, a
hybrid access control model is proposed in the work.
Figure 5 explains the working of the hybrid access
model for PIl access on-device.

Access Control Layer

| # j Hybrid Policy Access.
.+ Control Engine

[:E“e\.\

>
Contralled &

Pl Catector -1

Law-Campliant PIl ACC255  Tructetiign

icy

—

Hybrid Grahularity Access

[ Hybrid Access Po
PIl Collector-1

2 &R0

Alica_F1i
Releazes DAT

-

Hybrid Granularity Controlled &

Law-Complant Pl Accass Pl Collector -2
Trust=Average

g

Restricted Access )
Hybrid Access Palicy
‘ Pll Collector-2

=D
Controlled &
Law-Compliant Pil Access Pl Collector =3
S Hybnd Access Palicy Trust=Low
Fll Collector-3

i

—
Hybrid Granularity =
Restricted Ac

Figure 5. Hybrid Access control model with Object-level and Attribute-level granularity

Object Management Layer manages objects of two
different granularities. Objects exist as a collection of
multiple attributes, and also as attributes with a single
value. As the work in the RBAC and ABAC models,
objects are serialised and stored in the hybrid model.
ACL engine defines hybrid policy access rules. Hybrid
Access Control and sample access rules are given in the
next session.

RBAC and ABAC access control models combined to
create a Hybrid access model. The hybrid access model
defines sets for users, roles, resources, and attributes,
and uses set operations to express access rules. For
example, an organisation can access a resource if they
are in a specific role AND their location attribute
matches the resource’s location attribute. The Hybrid
Access Control model rules offer varied granularity in
access, as detailed in the following rules.

1. U: The set of all users: {Org1, Org2, Org3}

2. UA: User Attribute Orgl: {Orgl.trust}

3. R: Roles: {Highly Trusted, Average Trusted, Least
Trusted}

4. Res: The set of all resources /Objects: {Obj1(Highly
sensitive data set), Obj2(Medium Sensitive Data Set),
Obj3(Low sensitive data set)}

5. OAODbj1: The set of all attributes obj1 :{Obj1.Name,
Objl.Age, Objl.Address, Objl.Phone, Objl.Email,
Objl1.0Occupation, Objl.Gender, Obj2.Nationality,
Objl.Married, Obj1.DOB}

6. Operations: {Permit access of attribute, Deny access
of attribute}

7. Aenv: Attribute Environment: {TTL of the object}

8. RPA: Role Permission Assignment: {(Highly
Trusted, (access, Objl)), (Highly Trusted, (access,
Ob2)), (Highly Trusted, (access, Obj3)), ((Average
Trusted, (access,Obj2)), ( (Average Trusted,
(access,0bj3)), ((Least Trusted,(access,0bj3)), (Highly
Trusted,(Access, Phone)),(Least Trusted, (Deny,
Phone)),(Least Trusted,(Access, Name))}

9. URA: User-Role Assignment: {(Orgl, Highly
Trusted), (Org2, Average Trusted), (Org3, Least
Trusted)}

Sample Hybrid Access Rule: Granularity - Object level
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1. Rule 1: Permit access to all objects if the organisation
is highly trusted and if the TTL =true

2. Rule 2: Permit access to only objects 2 and 3 if the
organisation is of average trust and TTL=true 3.

3. Rule 3: Permit access to only object 3 if the
organisation is the least trusted and TTL=true

4. Rule 4: Not to permit access to any object if TTL =
0

Sample Hybrid Access Rule: Granularity-Attribute
level

1. Rule 1: Permit access to all attributes if the
organisation is highly trusted, and if the TTL =true

2. Rule 2: Permit access to only attributes with
sensitivity < 3 if the organisation is of average trust and
TTL=true

3. Rule 3: Permit access only to the attribute with
sensitivity =1 if the organisation is the least trusted and
TTL=true

4. Rule 4: Not to permit access to any attribute if TTL
=0

Sample rules, both object-level and attribute-level, are
controlled by three parameters. Sensitivity of the
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involved PII, trust of the data collector and TTL based
on the sensitivity of the shared object. Including the
environmental parameter TTL in the rule improves
control over PII access.

All three models are implemented and tested for
scalability, memory and CPU utility. Various
components and effects of their changes on different
parameters of the proposed system are analysed in the
results section.

3. Results and Discussions

Figures 6 show the analysis of the RBAC model for PlI
access on the device. Three access organisations, Orgl,
Org2, and Org3, are accessing object-level data, and
access is either denied or permitted based on two
factors: trust in the organisation and the sensitivity of
the data. Plot 1 in Figure 6 illustrates the access granted
based on Object sensitivity and the organisation's trust.
Also, the TTL is lower for objects with higher
sensitivity. Orgl, with the highest trust among the 3
organisations, is permitted to access all objects
regardless of sensitivity. Org2 is permitted to access
obj1 and obj3 but not obj2, which has higher sensitivity.
Org3, with the least trust, is denied access to all objects.
The plot depicts various aspects related to this model.

RBAC Object-Level Access Control Analysis
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Figure 6. Analysis of Role-Based Access Control for PIl access

The role success rate shows a higher number of
permitted accesses for Orgl, whereas Org2 and Org3
have success rates corresponding to their trust. The
sensitivity vs TTL plot describes the inverse relation
between these parameters. The TTL decay plot shows
that the lifetime of objects is dynamic, and it decays
over time. Randomly chosen multiple objects and their
TTL decays are shown in the plot. Scalability up to

1000 objects shows that the model is lightweight in
terms of storage and CPU utilisation.

ABAC for PIl access and its results and analysis are
shown in Figure 7. Attribute-level access to the
organisation depends on the user's trust. Organisations
with a high level of trust value have access to all
attributes. Access to highly sensitive attributes for Org2
is denied.

544



Shejy et al Jurnal RESTI Vol. 10 No. 2 (2026)
ABAC Attribute Access Control with TTL and Scalability
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Figure 7. Analysis of Attribute-Based Access Control for P1l Access

The analysis plots are showing parameters based on
attributes. Individual attributes and sensitivity are
plotted in the Attribute sensitivity plot. Scalability up to
1000 attributes belonging to a single person, showing a
maximum of 0.0010 seconds of accessibility. Also,
memory and CPU utilisation are minimal for the ABAC
model for PII attribute-level access. Thus, the model
also does not burden the device.

Role Success Rate (%)

The access control obtained by the Hybrid access model
is shown in Figure 8. The hybrid access permits two
levels of access granularity: object-level access
granularity for Orgl, and attribute-level access
granularity for the same organisation. These accesses
are possible only if the Orgl is in the trust of the
user,else access will be denied.First plot shows this
scenario. Highly trusted organisations are in a high
success rate of data access and least trusted is in a low
success.
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Figure 8. Analysis of Hybrid access control for Pl access

Organisations 2 and 3 also can perform attribute and
object-level access. But the permission of access
depending on the sensitivity of the attribute or the
object. Object sensitivity vs TTL and Attribute
sensitivity vs TTL are also plotted. The total life time
of a sharing is controlled by sensitivity of the objects

and attributes. CPU and memory usage for the hybrid
model were observed as lightweight.

Table 3 summarises the performance of the three
models. RBAC models are less granular with object-
level data abstraction for access. ABAC models are
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more granular but lightweight. The hybrid model with
object-level and attribute-level access and additional
TTL state is complex but flexible. The on-device model
efficiently  avoids  computationally  expensive
cryptographic operations, thereby achieving low
latency and CPU usage. TTL dependency with the
sensitivity of PIl makes these models useful in
scenarios where the user's consent to share their PII is
highly time-bound. From a legal perspective, the user's
data should not be used beyond the requirement of data
sharing. PIl access control that can work on a user
device is designed and implemented in this work.

Table 3: Performance summary of the models

Max. Avg. Max Avg.
Model Latency Latency : CPU
CPU Usage
(sec) (sec) Usage
RBAC 0.003 0.0018 55% 45%
ABAC 0.001 0.0003 22% 8%
Hybrid 0.001 0.00006 34% 8%

4, Conclusions

RBAC, ABAC, and Hybrid models were tested, and the
results are analysed. Depending on the scenario of
access control, these models help with varying levels of
granularity. All models are observed to be efficient in
terms of scalability, CPU, and memory utilisation.
ABAC and RBAC models control access to PlI based
on sensitivity and trust. The hybrid model has more
fine-tuned controls by introducing an environment
variable, TTL. Both object- and attribute-level
granularity offer more flexibility.

Three levels of sensitivity and trust are defined in the
work. In a real-world scenario, there must be more
levels for these. The proposed sensitivity model uses a
simple sum with predefined weights. This can be
replaced with learned weights and the probability of
identification. The assumed trust levels can be fine-
tuned with realistic data. This work is not intended to
deal with the cryptographic security and anonymisation
of data in transit. Integrating machine learning
algorithms for sensitivity and trust identification and
calculation will help data owners and data collectors to
fetch more accurate values. NLP models can be
included to automate rules.
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