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Abstract

The increasing use of computer networks and internet-based services has made cybersecurity threats more complex. Intrusion
Detection Systems (IDS) play a crucial role in identifying network attacks; however, conventional signature- or rule-based
approaches are limited in handling novel attacks and dynamically changing attack patterns. Therefore, machine learning
approaches are applied to enhance the adaptive capabilities of IDS. Nevertheless, the use of machine learning in IDS still faces
a major challenge: data imbalance, where normal traffic significantly outweighs attack traffic. This condition biases models
toward the majority class, leading to suboptimal detection of minority attacks. Based on this issue, this study aims to improve
the performance of the K-Nearest Neighbor (KNN) method in network attack detection by applying the Synthetic Minority
Over-sampling Technique (SMOTE) and parameter tuning. The study employs KNN with parameter tuning and SMOTE to
address multiclass data imbalance in network attack detection. Parameter tuning is conducted to determine the optimal value
of k and distance functions, including Euclidean, Manhattan, and Cosine Similarity. The results show that KNN with k = 3 and
Manhattan distance on SMOTE-balanced data achieves the highest accuracy of 96.51%, outperforming Euclidean and Cosine
Similarity distances. These findings conclude that applying SMOTE and appropriately selecting k and distance metrics
significantly improve KNN performance in network attack detection and increase overall detection accuracy.
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1. Introduction Nevertheless, the application of machine learning in
IDS faces various challenges, particularly data
imbalance, where normal traffic is far more dominant
than attack data [5], [6]. Data imbalance, high

dimensionality, and overlapping patterns cause the

The increasing reliance on computer networks, internet-
based services, and distributed systems has caused
cybersecurity threats to become increasingly complex

and dynamic [1]. Intrusion Detection Systems (IDS)
play an essential role in the early detection of suspicious
activities and network attacks [2]. However,
conventional IDS approaches based on signatures or
rule-based mechanisms have limitations in addressing
new attacks (zero-day attacks) and rapidly changing
attack patterns [3]. Therefore, machine learning
approaches are required to enhance the ability of IDS to
learn network traffic patterns adaptively and
automatically [4].

model to be biased towards the majority class,
increasing classification errors and decreasing the
effectiveness of IDS in detecting minority attack [7],

(8l.

Various previous studies have utilized machine learning
methods to detect intrusions. Study [9] discusses
machine learning—based network intrusion detection
using random oversampling. Study [10] employs the
Random Forest method with 12 features for network
attack detection. Study [11] uses Artificial Neural
Networks (ANN) combined with sampling techniques
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for network attack detection, achieving an accuracy of
87%. Study [12] proposes a hybrid model based on
CNN and LSTM for network attack detection.

Most prior studies focus on applying classification
methods combined with data balancing techniques,
without optimizing or tuning classification models in
multiclass imbalanced I1DS scenarios. In fact, parameter
optimization plays a significant role in improving
model performance [13].

In addition, recent studies integrating SMOTE with
advanced optimization techniques, such as Bayesian
optimization, have shown that parameter tuning plays
an important role in improving detection performance
[14]. Another recent study highlights the effectiveness
of the K-Means-SMOTE oversampling technique in
improving the performance of machine learning
methods without parameter tuning [15].

This study employs the K-Nearest Neighbor (KNN)
method for network attack detection due to its
simplicity and ability to classify data based on instance
proximity. In addition, the KNN method is selected for
its superior performance relative to other classification
methods, such as SVM [16]. However, KNN
performance is strongly influenced by data distribution,
the selection of k, and the distance metric used. In
imbalanced IDS datasets, KNN tends to be biased
toward the majority class, leading to suboptimal attack
detection when data imbalance is not properly handled,
and parameters are not properly optimized.

Therefore, the research gap in this study lies in the
absence of an integrated approach that is
simultaneously able to address multiclass data
imbalance while optimizing KNN parameters,
particularly the k value and distance metric selection, in
the context of intrusion detection.

Based on this research gap, the novelty of this study lies
in integrating the Synthetic Minority Over-sampling
Technique (SMOTE) with parameter tuning in the KNN
method, along with a comparative analysis of various k
values and distance metrics to improve network attack
detection performance. The objective of this study is to
determine the optimal k value and distance metrics,
including Euclidean, Manhattan, and cosine similarity,
for SMOTE-balanced KNN in order to improve
network attack detection accuracy.

2. Methods

The research workflow consists of systematic stages
that begin with data collection and continue through the
evaluation of classification model performance, as
illustrated in Figure 1.

The first stage involves collecting IDS data from
Kaggle [17], consisting of 28223 instances and 32
attributes, including 31 input attributes and 1 output
attribute (the label). The labels are multiclass with six
categories: Blackhole, Diversion, Normal, Overflow,
PortScan, and TCP-SYN. The acquired dataset serves
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as the foundation for analysis and modeling in
subsequent stages.

Data Collection

A

Check Data Missing Values

Data Preprocessing

Handling Data Imbalance with
SMOTE

Data Splitting with 10-Fold
Cross-Validation

Y

Building a K-NN Model |«

Tuning the k-Value Parameter

l Using Distance Variation

Performance Evaluation
Based on Accuracy

Figure 1. Research Flow

The second stage is data preprocessing, which aims to
improve data quality prior to modeling [18]. At this
stage, missing value checks are performed to ensure
data completeness. Subsequently, the class imbalance is
addressed using the SMOTE method to achieve a more
balanced class distribution [7]. In the process, SMOTE
generates synthetic samples from the minority class by
linearly interpolating between the existing minority
data and its nearest neighbors, thereby making the class
distribution more balanced [19-21]. This process
produces new samples located between two minority
class instances in the feature space, resulting in a more
balanced class distribution and reduced risk of
overfitting.

The data are then divided using 5-fold cross-validation
to ensure more stable training and testing processes and
to reduce bias [22]. In addition, the k value in the KNN
method is tuned, and different distance metrics,
including Manhattan, Euclidean, and Cosine, are used
to analyze their effects on model performance.

The third stage is the construction of the KNN model,
in which the classification model is built from
preprocessed data using predetermined parameters and
distance measures. KNN performs classification by
assigning the test data point's class based on the
majority class among its k nearest neighbors in the
feature space [23], [24]. Determining the value of k is
an important factor in KNN because low values tend to
be more sensitive to noise, while high values can cause
underfitting [23].

The KNN process begins by determining the value of k
as the number of nearest neighbors used for
classification [25]. Next, the distance between the test
data and the training data is calculated to select the k
nearest neighbors, and then the class of the test data is
determined by the majority class among the neighbors.

In KNN, the choice of distance metric can influence
model accuracy and stability, particularly for data with
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specific characteristics [26]. Commonly used distance
metrics in KNN include Euclidean, Manhattan, and
Cosine Similarity [27].

In the KNN algorithm, Euclidean distance is widely
used to measure the direct distance between two points
in a normalized numerical feature space. The Euclidean
distance formula is presented in Equation 1 [28], with x
as test data, y as training data, and n as the number of
attributes.

d(x,y) = i (i — y1)? M)

The Manhattan distance metric is more robust to
outliers than the Euclidean distance because it does not
involve squaring. Manhattan distance is often applied to
high-dimensional data or data with non-uniform
distributions [29]. The Manhattan distance formula is
presented in Equation 2 [28].

d(x,y) = Xizi | x — yil 2

The Cosine Similarity measure is widely used for high-
dimensional, vector-based data, such as text. In KNN, a
higher cosine similarity indicates greater similarity. The
Cosine Similarity formula is shown in Equation 3 [28].

Z?:l XiVi (3)

n 2 n 2
i=1%i | Zi=1 Vi

The final stage is the evaluation of model performance,
which is conducted based on accuracy to measure the
model’s correctness in performing classification. The
confusion matrix is used to evaluate model performance
by comparing predicted results with actual labels [30].
For binary classification, the confusion matrix is shown
in Table 1. Accuracy, Precision, Recall, and F1-score is
used to assess the overall correctness of the model in
classifying data using Equations 4-7 [31], [32].

cos(x,y) =

The experimental procedure in this study was designed
to ensure valid and reproducible results. The dataset
was first processed by handling missing values and
balancing multiclass data using SMOTE. Next, a 10-
fold cross-validation strategy was used, where the
dataset was divided into 10 subsets: 9 for training and 1
for testing at each iteration. This process was repeated
ten times, and the final results were obtained by
averaging across all iterations. The KNN method was
evaluated using various k values and several distance
metrics to determine the optimal configuration. Details
of the KNN parameter configuration used are presented
in Table 2. Model performance was measured using the
Accuracy, Precision, Recall, and F1-score metrics, with
results reported as the average value across all folds.

Table 1. Confusion Matrix

Actual / Positive Negative
Predicted
Positive True Positive (TP) False Negative (FN)
Negative False Positive (FP) True Negative (TN)
Accuracy = S i\ — (@)
TP+FP+TN+FN
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N

Recall = —— (5)
TN+FP
Precion = — (6)
TP+FP
F1 — Score = 2 * (Precision* Recall) (7)

Precision+ Recall

3. Results and Discussions

This study evaluates the performance of the KNN
method for multiclass network attack detection by
comparing the original dataset with a SMOTE-balanced
dataset. The evaluation is conducted using a confusion
matrix, with variations in k values (3, 5, and 7) and
distance metrics, including Euclidean, Manhattan, and
Cosine Similarity. Performance is analyzed by class-
wise accuracy for each attack type: Blackhole,
Diversion, Normal, Overflow, PortScan, and TCP-
SYN.

The study employs an IDS dataset obtained from
Kaggle [17]. The dataset consists of 28,223 instances
and 32 attributes, including 31 input attributes and 1
output attribute (the class label). The labels are
multiclass with six categories: Blackhole, Diversion,
Normal, Overflow, PortScan, and TCP-SYN. Sample
data from the dataset are presented in Table 2.

The IDS dataset exhibits a significant class imbalance,
which can introduce bias into the model's learning
process and degrade the performance of the KNN
classification method. This imbalance negatively
affects the model’s ability to recognize minority
classes, such as Overflow and PortScan, which have
substantially fewer instances than other classes. The
class distribution in the IDS dataset is highly uneven,
with 8420 Blackhole instances, 5615 Diversion
instances, 3773 Normal instances, 1022 Overflow
instances, 312 PortScan instances, and 9081 TCP-SYN
instances. Such an imbalance causes the KNN model to
focus predominantly on the majority class, thereby
increasing the risk of misclassifying minority classes.

Table 2. Network Intrusion Detection Dataset

No Port Received Max Label
Number Packets Size
1 1 132 -1 TCP-SYN
2 2 187 -1 TCP-SYN
3 3 235 -1 TCP-SYN
4 4 59 -1 TCP-SYN
5 1 188 -1 TCP-SYN
28219 0 2 1 PortScan
28220 0 42 1 PortScan
28221 0 1 1 PortScan
28222 0 2 1 PortScan
28223 0 74 1 PortScan

To address this issue, this study uses the SMOTE
method for data balancing. SMOTE generates synthetic
samples for minority classes based on the proximity
between data points, thereby enhancing minority class
representation without directly duplicating existing
data. With a more balanced class distribution, the KNN
method can perform classification more equitably and
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optimally. The results of dataset balancing using
SMOTE are illustrated in Figure 2.

Number of Classes in Dataset After Oversampling
SMOTE
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8000
7000
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1000

0

9081 9081 9081 9081 9081 9081

Total

1022
312

Data Original SMOTE Results Data

B Blackhole @ Diversion Normal Overflow  ®PortScan  mTCP-SYN

Figure 2. Data Distribution Results Before and After SMOTE

Based on the confusion matrix results and the
evaluation metrics in Table 3, k = 3 provided optimal
performance across all distance measurement methods:
Euclidean, Manhattan, and Cosine Similarity.
Increasing k to 5 and 7 tended to decrease recall for
minority classes, such as PortScan and Overflow. This
occurs because the higher the k value, the more the
KNN model is influenced by the majority class, thereby
reducing its sensitivity to classes with fewer samples.

With Euclidean Distance, classification performance
was relatively stable across most classes, including
Blackhole, Diversion, Normal, and TCP-SYN, with F1-
scores ranging from 93% to 95% at k = 3. However,
performance for the PortScan class remained low and
declined as the k value increased. This indicates that
Euclidean Distance has limitations in representing the
characteristics of minority classes. Conversely,
Manhattan Distance demonstrated superior ability to
detect minority classes, with the highest PortScan recall
of 32.26% at k = 3, while maintaining stable
performance for other classes.

Meanwhile, Cosine Similarity shows high consistency
in the Normal class, with 100% recall at all k values,
and quite good performance in the Overflow class at k
= 3. However, as with other methods, the recall value in
the PortScan class remains low and decreases as k
increases. Overall, the best configuration is obtained at
k = 3. Manhattan is recommended for improving
minority class detection, Euclidean is superior at
maintaining the stability of the majority class, and
Cosine is more suitable for data with vector-directional
similarity. Therefore, the selection of the distance
metric and k value should be adjusted to the
classification objective, especially when dealing with
imbalanced data.

In terms of distance metrics, Manhattan distance with k
= 3 yields the best performance on the original data
compared to Euclidean and Cosine distances.
Furthermore, increasing k from 3 to 7 generally
decreases accuracy. These findings indicate that the
appropriate selection of distance metrics and k values
can enhance the performance of the KNN method [33],
[34].
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Based on Table 4, which presents the confusion matrix
results of the KNN method on data balanced using
SMOTE, classification performance significantly
improved across all classes compared to the pre-
balanced data. In general, recall and F1-score values for
almost all classes were above 90%, with the Normal
class consistently achieving 100% recall across all
distance variations and k values. This demonstrates that
the SMOTE application effectively reduced class
imbalance, enabling the KNN model to better recognize
patterns in the minority class and minimize bias toward
the majority class.

For Euclidean Distance, the best performance was
achieved at k = 3, with high F1-scores across all classes,
including PortScan (96.65%) and Overflow (95.41%).
However, when k values increased to 5 and 7, recall
decreased, particularly for the Blackhole and TCP-SYN
classes. A similar pattern is also seen for cosine
similarity, where k = 3 produces the most optimal
performance. In contrast, increasing k values causes a
gradual decrease in recall and F1-score, especially for
the TCP-SYN class. This indicates that as k increases,
the model tends to exhibit a smoothing effect that
reduces sensitivity to local data variations.

Meanwhile, Manhattan  Distance  demonstrated
relatively stable and superior performance compared to
other distances, especially at k = 3. Recall and F1-score
values for minority classes such as Overflow and
PortScan reached above 96%, while maintaining
consistent performance across other classes. Overall,
these results indicate that the optimal combination of
SMOTE and KNN is achieved at k = 3, with the
Manhattan distance metric providing the best balance
between sensitivity to minority classes and overall
classification stability. Therefore, selecting k and the
distance metric parameters is crucial for optimizing
model performance on imbalanced data. These results
indicate that the use of SMOTE oversampling can
enhance the accuracy of the applied classification
method [35], [36].

Table 5 shows that SMOTE consistently improves
KNN performance across all combinations of distance
metrics and k values. In the original dataset, the highest
accuracy of 94.29% is achieved using the Manhattan
distance with k = 3, whereas in the SMOTE-balanced
dataset, the Manhattan distance also yields the highest
accuracy of 96.51%. This improvement confirms that
addressing data imbalance not only enhances minority
class performance but also improves overall
classification performance [37], [38]. The observed
decline in accuracy when k is increased to 5 and 9
indicates that excessively large k values can reduce
KNN's sensitivity to local patterns that are crucial for
distinguishing attack types.

From the perspective of distance metrics, the Manhattan
distance consistently provides more stable and superior
performance compared to Euclidean and Cosine
distances, both on the original dataset and the SMOTE-
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balanced dataset [39], [40]. The high-dimensional
characteristics of the dataset and the significant
variability in attribute values are more appropriately
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measured using Manhattan distance, as this metric is
more robust to extreme differences across features [41].

Table 3. Confusion Matrix Results of the KNN Method with Original Data

Distance k Actual / Blackhole Diversion  Normal Over Port TCP-  Recall Precision  F1-score
Prediction flow Scan  SYN
Euclidean 3 Blackhole 784 8 0 3 0 47 93.11% 95.61% 94.34%
Diversion 12 536 0 5 0 8 95.54% 95.37% 95.46%
Normal 0 0 378 0 0 0 100% 100% 100%
Overflow 8 14 0 64 0 16 62.75% 85.33% 72.32%
PortScan 2 0 0 0 6 23 19.35% 100% 32.43%
TCP-SYN 14 4 0 3 0 887 97,69% 90.42% 93.91%
5 Blackhole 771 9 0 7 1 54 91.57% 94.95% 93.23%
Diversion 13 536 0 4 0 8 95.54% 94.04% 94.78%
Normal 0 0 377 0 0 1 99.74% 100% 99.87%
Overflow 8 18 0 56 0 20 54.90% 81.16% 65.50%
PortScan 2 0 0 0 5 24 16.13% 62.50% 25.64%
TCP-SYN 18 7 0 2 2 879 96.81% 89.15% 92.82%
7 Blackhole 768 10 0 8 1 55 91.21% 94.46% 92.81%
Diversion 15 533 0 5 0 8 95.01% 93.84% 94.42%
Normal 0 0 377 0 0 1 99.74% 100% 99.87%
Overflow 10 17 0 49 0 26 48.04% 73.13% 57.99%
PortScan 0 0 0 0 4 27 12.90% 80.00% 22.22%
TCP-SYN 20 8 0 5 0 875 96.37% 88.21% 92.11%
Manhattan 3 Blackhole 786 6 0 3 0 47 93.35% 95.50% 94.41%
Diversion 9 540 0 5 0 7 96.26% 96.26% 96.26%
Normal 0 0 378 0 0 0 100% 100% 100%
Overflow 8 11 0 64 0 19 62.75% 84.21% 71.91%
PortScan 3 0 0 0 10 18 32.26% 100% 48.78%
TCP-SYN 17 4 0 4 0 883 97.25% 90.66% 93.84%
5 Blackhole 776 10 0 4 1 51 92.16% 95.57% 93.83%
Diversion 11 539 0 3 0 8 96.08% 95.06% 95.57%
Normal 0 0 378 0 0 0 100% 100% 100%
Overflow 7 16 0 60 0 19 58.82% 84.51% 69.36%
PortScan 2 0 0 0 6 23 19.35% 60.00% 29.27%
TCP-SYN 16 2 0 4 3 883 97.25% 89.74% 93.34%
7 Blackhole 775 11 0 5 0 51 92.04% 94.98% 93.49%
Diversion 15 531 0 6 0 9 94.65% 94.48% 94.57%
Normal 0 0 378 0 0 0 100% 100% 100%
Overflow 7 16 0 54 0 25 52.94% 78.26% 63.16%
PortScan 1 0 0 0 3 27 9.68% 100% 17.65%
TCP-SYN 18 4 0 4 0 882 97.14% 88.73% 92.74%
Cosine 3 Blackhole 782 11 0 3 0 46 92.87% 95.13% 93.99%
Similarity Diversion 11 537 0 5 0 8 95.72% 95.04% 95.38%
Normal 0 0 378 0 0 0 100% 100% 100%
Overflow 6 15 0 66 0 15 64.71% 84.62% 73.33%
PortScan 4 0 0 0 6 21 19.35% 100% 32.43%
TCP-SYN 19 2 0 4 0 883 97.25% 90.75% 93.89%
5 Blackhole 771 10 0 7 0 54 91.57% 95.42% 93.45%
Diversion 10 539 0 4 0 8 96.08% 93.90% 94.98%
Normal 0 0 378 0 0 0 100% 100% 100%
Overflow 6 18 0 58 0 20 56.86% 82.86% 67.44%
PortScan 2 0 0 0 5 24 16.13% 62.50% 25.64%
TCP-SYN 19 7 0 1 3 878 96.70% 89.23% 92.81%
7 Blackhole 767 13 0 8 0 54 91.09% 95.16% 93.08%
Diversion 11 537 0 5 0 8 95.72% 93.55% 94.63%
Normal 0 0 378 0 0 0 100% 100% 100%
Overflow 8 17 0 53 0 24 51.96% 71.62% 60.23%
PortScan 1 0 0 0 5 25 16.13% 100% 27.78%
TCP-SYN 19 7 0 8 0 874 96.26% 88.73% 92.34%

In contrast, Euclidean and Cosine distances tend to be
more sensitive to changes in k and data distribution,
leading to greater declines in accuracy. Overall, the
results of this study indicate that the combination of
SMOTE with the Manhattan distance and a k value of 3
is the optimal configuration for improving KNN
performance in multiclass network attack detection.

These findings highlight the importance of addressing
data imbalance and performing parameter tuning when
developing Intrusion Detection Systems (IDS) using the
KNN method. Furthermore, this study provides
empirical evidence for selecting an effective and robust
KNN configuration for network attack detection.
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Table 4. Confusion Matrix Results of the KNN Method with SMOTE Data

Distance k Actual / Blackhole Diversion  Normal Over Port TCP-  Recall Precision  F1-score
Prediction flow Scan SYN
Euclidean 3 Blackhole 839 14 0 15 8 32 92.40% 96.88% 94.59%
Diversion 7 894 0 6 0 1 98.46% 97.28% 97.87%
Normal 0 0 908 0 0 0 100% 100% 100%
Overflow 5 6 0 873 8 16 96.15% 94.69% 95.41%
PortScan 1 0 0 1 894 12 98.46% 94.90% 96.65%
TCP-SYN 14 5 0 27 32 830 91.41% 93.15% 92.27%
5 Blackhole 829 15 0 18 11 35 91.30% 96.28% 93.73%
Diversion 9 888 0 9 0 2 97.80% 96.84% 97.32%
Normal 0 0 908 0 0 0 100% 100% 100%
Overflow 2 6 0 871 9 20 95.93% 93.16% 94.52%
PortScan 1 0 0 1 892 14 98.24% 93.40% 95.76%
TCP-SYN 20 8 0 36 43 801 88.22% 91.86% 90.00%
7 Blackhole 815 19 0 24 15 35 89.76% 96.00% 92.77%
Diversion 10 884 0 11 0 3 97.36% 96.19% 96.77%
Normal 0 0 908 0 0 0 100% 100% 100%
Overflow 3 10 0 862 12 21 94.93% 92.09% 93.49%
PortScan 0 0 0 1 892 15 98.24% 91.96% 94.99%
TCP-SYN 21 6 0 38 51 792 87.22% 91.45% 89.29%
Manhattan 3 Blackhole 835 15 0 14 8 36 91.96% 96.98% 94.40%
Diversion 7 896 0 4 0 1 98.68% 97.18% 97.92%
Normal 0 0 908 0 0 0 100% 100% 100%
Overflow 2 6 0 878 8 14 96.70% 96.17% 96.43%
PortScan 1 0 0 1 898 8 98.90% 95.33% 97.08%
TCP-SYN 16 5 0 16 28 843 92.84% 93.46% 93.15%
5 Blackhole 831 17 0 14 10 36 91.52% 97.08% 94.22%
Diversion 6 895 0 6 0 1 98.57% 97.07% 97.81%
Normal 0 0 908 0 0 0 100% 100% 100%
Overflow 2 5 0 879 8 14 96.81% 95.34% 96.07%
PortScan 0 0 0 1 896 11 98.68% 94.02% 96.29%
TCP-SYN 17 5 0 22 39 825 90.86% 93.01% 91.92%
7 Blackhole 820 18 0 16 13 41 90.31% 97.04% 93.55%
Diversion 7 891 0 8 0 2 98.13% 96.85% 97.48%
Normal 0 0 908 0 0 0 100% 100% 100%
Overflow 2 7 0 872 10 17 96.04% 94.47% 95.25%
PortScan 0 0 0 1 894 13 98.46% 92.36% 95.31%
TCP-SYN 16 4 0 26 51 811 89.32% 91.74% 90.51%
Cosine 3 Blackhole 835 15 0 14 9 35 91.96% 96.76% 94.30%
Similiarity Diversion 7 895 0 5 0 1 98.57% 97.07% 97.81%
Normal 0 0 908 0 0 0 100% 100% 100%
Overflow 4 7 0 872 9 16 96.04% 95.20% 95.61%
PortScan 1 0 0 1 896 10 98.68% 94.71% 96.66%
TCP-SYN 16 5 0 24 32 831 91.52% 93.06% 92.28%
5 Blackhole 828 15 0 18 14 33 91.19% 96.50% 93.77%
Diversion 8 889 0 9 0 2 97.91% 96.42% 97.16%
Normal 0 0 908 0 0 0 100% 100% 100%
Overflow 3 8 0 869 10 18 95.70% 93.14% 94.41%
PortScan 1 0 0 1 893 13 98.35% 92.54% 95.36%
TCP-SYN 18 10 0 36 48 796 87.67% 92.34% 89.94%
7 Blackhole 814 20 0 23 16 35 89.65% 96.45% 92.92%
Diversion 8 886 0 11 0 3 97.58% 95.89% 96.72%
Normal 0 0 908 0 0 0 100% 100% 100%
Overflow 3 12 0 863 12 18 95.04% 92.00% 93.50%
PortScan 0 0 0 1 892 15 98.24% 91.68% 94.84%
TCP-SYN 19 6 0 40 53 790 87.00% 91.75% 89.32%

Overall, the proposed method outperformed both the
KNN model without SMOTE and the KNN model
without parameter tuning, as evidenced by all
evaluation metrics. However, in terms of computational
time, the proposed method is slower than the model
without SMOTE and the model using distance and
cosine similarity metrics. The increase in computation
time is due to the addition of minority data via SMOTE
and the large number of features in the dataset. This
condition is a limitation of this study. Therefore, further
research can refine the approach by applying feature
selection techniques to integrate only relevant features
with SMOTE. This strategy is expected to improve

computational time efficiency without compromising
model stability and performance.

In the original dataset, high accuracy values
accompanied by relatively low recall and F1-score
indicate a model bias toward the majority class. This is
due to the KNN mechanism, which relies on nearest-
neighbor voting. In imbalanced data, the neighborhood
of a minority instance tends to be dominated by
majority samples. As a result, systematic
misclassifications occur in the minority class. Despite
high overall accuracy, the model cannot form a
representative decision boundary across all classes.
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Table 5. Performance Results of the KNN Method with Parameter Tuning

Original Data Data With SMOTE
Distance k  Accuracy Recall Precision F1-score Times Accuracy Recall Precision F1-score Times

(s) (s)

Euclidean 3 94.08% 78.07% 94.46% 85.49% 9 96.15% 96.15% 96.15% 96.15% 36
5 92.98% 75.78% 86.97% 80.99% 9 95.25% 95.25% 95.26% 95.25% 37

7 92.35% 73.88% 88.27% 80.44% 10 94.59% 94.59% 94.62% 94.60% 37

Manhattan 3 94.29% 80.31% 94.44% 86.80% 57 96.51% 96.51% 96.52% 96.52% 213
5 93.62% 76.28% 90.66% 82.85% 57 96.07% 95.46% 95.48% 95.47% 211

7 92.95% 74.41% 92.74% 82.57% 57 95.37% 95.37% 95.41% 95.39% 213

Cosine 3 93.98% 78.32% 94.26% 85.55% 24 96.13% 96.13% 96.13% 96.13% 90
Similarity 5 92.16% 76.22% 87.32% 81.39% 24 95.14% 95.14% 95.16% 95.15% 88
7 92.63% 75.19% 91.51% 82.55% 24 94.59% 94.59% 94.63% 94.61% 88

The superior performance of Manhattan distance
compared to Euclidean and Cosine Similarity can be
explained by its mathematical characteristics.
Manhattan distance calculates the absolute difference
across each feature dimension, making it more robust to
the influence of large variance and more stable in high-
dimensional data. Conversely, Euclidean distance tends
to magnify the influence of dominant features because
it includes a squared component, which can distort the
proximity structure among data points. Cosine
Similarity emphasizes angular relationships and is less
sensitive to magnitude differences, which are important
for class separation. Therefore, the Manhattan distance
better preserves relevant local structure, especially for
sparsely distributed minority samples.

After applying SMOTE, recall and F1-score improved
significantly due to a more balanced class distribution,
which directly altered the neighborhood composition in
KNN. SMOTE generates synthetic samples among
minority instances, thereby increasing density in
previously sparse areas and reducing the dominance of
the majority class in the neighborhood determination
process. This allows for the formation of a more stable
and representative decision boundary, while reducing
fragmentation through interpolation between minority
samples. Furthermore, a smaller k value (k=3) proved
optimal because it more accurately captured local
structure, while larger k values tended to include
neighbors from other classes, which could introduce
noise. However, this performance improvement was
accompanied by a significant increase in computational
time due to the greater volume of oversampled data,
indicating a trade-off between classification
performance and computational efficiency, especially
when using the Manhattan distance and large-scale
datasets.

Table 6 compares the performance of the proposed
method with several previous studies in the context of
IDS attack detection, using accuracy and F1-score
metrics. Various machine learning and deep learning
approaches have been employed in prior research,
including ensemble methods (XGBoost and Random
Forest), deep learning models (CNN and LSTM), and
unsupervised learning based on Autoencoders.

The reported accuracy results vary, ranging from
85.93% to 95%. Study [6] applied XGBoost and
achieved an accuracy of 87%, while study [42] using
Random Forest attained 90%. Study [43] improved

performance to 92% through the use of CNN with data
augmentation, highlighting the importance of handling
data imbalance. The Autoencoder-based approach in
[44] achieved an accuracy of 89%, whereas study [45]
employing LSTM obtained an accuracy of 85.93%.
Study [46] applied a deep learning approach and
reported an accuracy of 95%. Study [47] roposed an
AODV model combined with ABC, SVM, and ANN,
achieving an accuracy of 94.85% and an Fl1-score of
94.60%. Study [48] used the Random Forest method
and achieved an accuracy of 94.89% with an F1-score
of 94.81%. Meanwhile, studi [49] proposed the
Random Forest method combined with SMOTE and
RFE feature selection, achieving an accuracy of 84.13%
and an F1-score of 84.95%.

Table 6. Performance Comparison with Previous Research on
Intrusion Detection

Research Method Accuracy  Fl-score
Zibi et al. [6] XGBoost 87.00% -
Ajagbe et al. Random Foret 90.00% -
[42]

Mohammad, CNN with 92.00% -
etal. [43] Augmentation Data
Prabowo et Autoencoder 89.00% -
al. [44]
Kasongo [45] LSTM 85.93% -
Leeetal. [46] Deep Learning 95.00%
Bharathi et al.  AODV model with 94.85% 94.60%
[47] ABC, SVM, and

ANN
Liuetal. [48] Random Forest 94.89% 94.81%
Barkah et al. Random Forest with 84.13% 84.95%
[49] SMOTE and RFE
Lim [50] CNN 73.38% -
Proposed SMOTE with KNN 96.51% 96.52%
Research based on Manhattan

Distance and k=3

Based on this comparison, the proposed method
combining SMOTE with KNN using the Manhattan
distance and a k value of 3 achieves the best
performance, with an accuracy of 96.51% and F1-score
of 96.52%. This improvement indicates that addressing
data imbalance with SMOTE and selecting the
Manhattan distance metric in KNN effectively
enhances the model’s ability to distinguish between
attack patterns and normal traffic. Therefore, the
proposed method is not only competitive but also
outperforms most previous studies, including more
complex deep learning approaches, offering a simpler
yet effective solution for network attack detection.
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The increase in computation time is due to the addition
of minority data via SMOTE and the large number of
features in the dataset. This condition is a limitation of
this study. Therefore, further research can refine the
approach by applying feature selection techniques to
integrate only relevant features with SMOTE. This
strategy is expected to improve computational time
efficiency without compromising model stability and
performance.

4, Conclusions

This study demonstrates that the problem of multiclass
data imbalance in network attack detection can be
effectively addressed by integrating SMOTE with
parameter tuning in the KNN method. The novelty of
this research lies in its systematic examination of the
combined effects of k-value and distance-metric
variations on KNN performance in imbalanced
multiclass Intrusion Detection System (IDS) scenarios,
which have received limited attention in previous
studies. Experimental results show that k = 3 with the
Manhattan distance on SMOTE-balanced data yields
the best performance, achieving an accuracy of 96.51%
and outperforming Euclidean and Cosine Similarity
distances. These findings indicate that the Manhattan
distance better captures the complex characteristics of
network traffic after data balancing. Thus, this study not
only improves overall classification performance but
also makes a methodological contribution by providing
an optimal parameter and distance selection strategy for
KNN-based network intrusion detection systems.
However, in terms of computational time, the proposed
method is slower than the model without SMOTE and
the model using distance and cosine similarity metrics.
The increase in computation time is due to the addition
of minority data via SMOTE and the large number of
features in the dataset. This condition is a limitation of
this study. Therefore, further research can refine the
approach by applying feature selection techniques to
integrate only relevant features with SMOTE. This
strategy is expected to improve computational time
efficiency without compromising model stability and
performance.

In addition, further research is recommended to develop
and apply more adaptive data-balancing techniques,
such as cluster-based SMOTE or hybrid sampling
methods, to reduce class overlap and noise. In addition,
performance evaluation can be extended by comparing
the optimized KNN approach with other classification
algorithms, including Support Vector Machine,
Random Forest, Gradient Boosting, and ensemble
methods in multiclass IDS scenarios.
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