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Abstract

The rapid growth of generative artificial intelligence has increased the spread of deephoax images, creating significant
challenges for digital security, public trust, and the reliability of online information. This study evaluates the performance of
MobileNet and Xception architectures for classifying facial images into fact and hoax categories while analyzing different
feature representation levels within the Xception architecture through an ablation-based fine-tuning strategy. The proposed
framework consists of data preparation, model architecture design, training procedures, and performance evaluation using
confusion matrix analysis and metrics such as accuracy, precision, recall, and Fl-score. Two publicly available datasets,
DeepDetect2025 and FF-GenAl were utilized to evaluate the robustness of the proposed models. Experimental results show
that Xception consistently outperformed MobileNet across all evaluation metrics, with the Middle Level Layer configuration
achieving the best performance at 99.71% accuracy and Fl-score. The findings indicate that intermediate feature
representations are the most effective for capturing structural inconsistencies, texture irregularities, and synthetic blending
artifacts commonly found in Al-generated facial images. In contrast, low-level representations were less discriminative, while
highly abstract semantic representations slightly reduced sensitivity to localized manipulation artifacts. Overall, this study
demonstrates the effectiveness of Xception-based feature refinement for deephoax image detection and contributes to Al-based
approaches for digital content verification, cybersecurity, and visual misinformation mitigation.
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1. Introduction emerged. This refers to visual manipulation using deep
learning techniques, which are basically fake images or
videos made with deep learning to look highly realistic.
Findings in the field of cyber security show that
deephoax technology increases the complexity of
digital threats because Al-generated manipulative
content can bypass traditional detection systems and
mislead the public through highly convincing visual
alterations [4], [5]. According to the Oxford English
Dictionary, the term “hoax’’ is defined as a malicious
deception or lies created with harmful intent [6].
Therefore, a deephoax can be understood as an

The development of digital technology and the internet
have revolutionized many aspects of life, but one major
drawback is that it has created additional cybersecurity
issues. The content spreads quickly on social media,
hate speech, black campaigns, and hacks are becoming
easier [1]. According to several studies, hoax
identification is a significant challenge in cyber
security. The growing amount of digital information
and the ease of access to digital content can be shared
on social media was the cause of fake information can

spread rapidly, and it was hard to stop [2], [3].

Among these threats, the spread of hoaxes or false
information has become one of the most serious issues
because it can stir up panic or twist what people believe,
and that erodes trust in online stuff. As artificial
intelligence technology continues to advance, a new
phenomenon known as deepfake or deephoax has

advanced form of digital hoax that uses sophisticated
technology to deceive visually. A recent example is
illustrated in Figure 1, which shows the hoax "Prabowo
Beri Dana Bantuan untuk Lunasi Utang dan Bangun
Rumah," an Al-manipulated content that was officially
verified as false by Tribrata News Polda Jawa Barat.
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Figure 1. Example of Deephoax Prabowo Subianto

The spread of deephoax content presents serious risks.
This type of manipulative media can damage a person’s
reputation, generate political disinformation, and
disrupt social stability. In practice, the technology is
commonly produced using generative models such as
Generative Adversarial Networks (GANs), which are
generative models that modify faces in ways hard to
notice [7], [8]. One case that received national attention
was a fraud incident uncovered in October 2025. In this
case, an individual used deepfake or deephoax
technology to create a fabricated video that appeared to
show President Prabowo Subianto handing out cash
assistance to the public. According to reports from
Kompas and Liputan6, the deephoax was distributed to
convince and entice potential victims, making it easier
to deceive [9], [10]. Even though it was video, the face
swapping idea is the same for images, where Al creates
phony pictures of faces that look realistic. The same
technology can be used to generate convincing hoax
images, which means that the risk of misuse extends
beyond video and affects image-based content shared
on social media platforms. This situation demonstrates
the increasing importance of early detection of
deephoax images, especially for preventing digital
fraud, public manipulation, and identity misuse across
various forms of visual content.

As these threats continue to grow, research on deephoax
image detection has become increasingly important.
Unlike conventional manual image editing, deephoax
content is automatically generated using deep learning
techniques. Deep learning-based detection models have
demonstrated strong capability in recognizing subtle
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manipulation patterns [11]. Furthermore, using pre-
trained models such as MobileNet and Xception has
become popular, as it is more efficient and does not
require training from scratch [12]. Among the available
architectures, Xception (Extreme Inception) is
considered one of the most effective. Xception applies
depthwise separable convolution, which separates
spatial convolution and channel convolution, making
the model computationally lighter while enabling
deeper visual feature extraction [13], [14]. Studies using
the FaceForensics++ dataset show that Xception can
detect deepfake video frames with up to 98% accuracy
due to its ability to capture compression issues, fake
face patterns, and micro-patterns artifacts [15]. In
contrast, MobileNet offers a lightweight architecture
optimized for computational efficiency and faster
inference, making it suitable for real-time and resource-
constrained applications [16].

The main contribution of this study is the evaluation of
Xception and MobileNet architectures for deephoax
facial image detection, combined with an ablation-
based analysis of feature representation levels within
the Xception architecture (Low, Middle, and High level
layer) through ablation experiments. While most
previous studies primarily focus on detecting facial
deepfake or specific image manipulations, this study
targets hoax images spread on social media that
combine visual manipulation with misleading
contextual information. By analyzing how different
representation  levels  contribute to  detection
performance, this study contributes to the development
of an artificial intelligence framework for visual
misinformation mitigation, digital content verification,
and cybersecurity applications.

2. Methods

The purpose of this study is to determine which
component of the Xception architecture has the greatest
impact on categorization performance. Using the FF-
GenAl dataset, this method assesses the model's
capacity to discriminate between real facial images and
Al-generated images.
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Figure 2. Research Methodology for Deephoax Detection

Figure 2 illustrates the general research methodology,
which consists of several main stages: dataset
collection, data preparation, model selection (pre-

trained Xception), training and validation using
multiple fine-tuning scenarios, and model performance
evaluation.
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2.1 Facial Image Dataset

This study employs two datasets of human facial
images divided into two categories: real (fact) images
and Al-generated (hoax) images. The first dataset is the
DeepDetect2025 Dataset, which consists of 30,000
facial images containing 15,000 real images and 15,000
hoax images [17] as shown in Figure 3. This dataset is
utilized for training and evaluating the MobileNet
model.

Fact Image Hoax Image

Figure 3. Fact and Hoax Images in the DeepDetect Dataset

The second dataset is FF-GenAl Dataset with a total of
approximately 100,000 images, which consists of
50,000 real and 50,000 hoax images [18] as shown in
Figure 4. This dataset is utilized for training and
evaluating the Xception model.

Fact Image Hoax Image

Figure 4. Fact and Hoax Images in the FF-GenAl Dataset

Both datasets are publicly accessible via Kaggle and
contain facial images generated or manipulated using
deep learning techniques such as Generative
Adversarial Networks (GANs), alongside authentic
facial images without digital manipulation. The use of
two different datasets and model architectures allows
this study to compare how different convolutional
neural network architectures perform under different
dataset characteristics and visual distributions.

2.2 Data Preparation

To guarantee that the input has a consistent format and
features, all data are pre-processed before being utilized
in the training process. This step ensures that the model
receives consistent input, expedites training, and
improves data quality as shown in Figure 5.

The preprocessing of data stage is performed to enhance
data quality and consistency before the training process.
First, an inspection of data quality is performed to
identify images that are damaged, corrupted or
unreadable. Images that do not fit the quality criteria are
removed to avoid negative effects on the training
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process and the overall performance of the model. Then
the images are resized according to the input
requirements of each architecture. The input size for
MobileNet is 224 x 224 pixels and the input size
Xception is 299 x 299 pixels. Standardizing input
dimensions cuts down on unnecessary variability and
improves computational efficiency during training [19].
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Figure 5. Data Preparation Diagram
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The overall idea of resizing for image scaling is given
by Equation 1.

target_size
max (width;height;)

Scaling (i) = (1
In this implementation, images were resized directly
using the default interpolation provided by the image
processing library, without padding, cropping or
explicit aspect-ratio preservation, thus producing a
uniform tensor shape for the deep learning models.

After resizing, pixel values are standardized by
normalizing the intensity range from [0, 255] to [0, 1].
This normalization maintains the consistency of input
scale, which helps stabilize gradient updates and speeds

up model convergence [20]. The normalization
procedure is given in Equation 2.
Normalization (i) = % 2)

p represents the original pixel value.

The numbers of fact and hoax images are analyzed to
evaluate the class distribution and to ensure that the data
set is sufficiently balanced. (N_{minor}) and
(N_{major}) are the number of the minority and
majority classes, and the imbalance ratio is calculated
using Equation 3. If the imbalance ratio is lower than a
pre-defined threshold (e.g. 0.8), balancing techniques
such as oversampling by data augmentation or
undersampling are applied to preserve the class
equilibrium.

minor

ImbalanceRatio (i) = N

) A3)
major

ImbalanceRatio(i): represents the class imbalance ratio

for the i-th dataset. i denotes the dataset (or data

partition) being evaluated. N_{minor} is the number of

samples in the minority class. N_{major} is the number

of samples in the majority class.

Finally, the dataset is randomly shuffled and split into
training, validation and testing subsets with a ratio of
70%, 20% and 10%, respectively. The number of

1119



Yuliani et al

samples assigned to each of the subsets is calculated by
Equations 4-6.

Ntrqin =[0.70 xN]
Nyg = [0.20 xN]
[0.10 xN]

)
Niest=

N is the total number of images in each class (fact or
hoax), N {train}is the number of training samples,
N {val} is the number of validation samples
N_{train}is the number of testing samples.

Finally, the data set is randomly shuffled and divided
into training, validation and testing subsets with ratios
of 70%, 20% and 10%, respectively. The number of
samples assigned to each of the subsets are calculated
by Equations 4-6.

2.3. Model Architecture

The model used in this research are MobileNet and
Xception (Extreme Inception), both are Convolutional
Neural Network (CNN) architecture. This study utilizes
MobileNet as a comparative lightweight CNN
architecture. MobileNet is specifically designed for
computational efficiency and mobile-oriented deep
learning applications. Like Xception, MobileNet
employs depthwise separable convolution to reduce the
number of parameters and computational cost while
maintaining competitive classification performance
[21]. Compared with conventional CNN architectures,
MobileNet achieves faster inference and lower memory
consumption, making it suitable for resource-
constrained environments. The architecture extracts
visual representations progressively from shallow to
deeper layers, enabling the network to capture both
local texture information and higher-level semantic
patterns relevant to deephoax detection.

This study also utilized Xception depthwise separable
convolution to separate the spatial convolution process
from channel-wise feature merging, which combines
multiple convolution kernels within a single block [22],
[23]. The Xception architecture consists of 132 layers
and is divided into three main stages. The architecture
was adapted and redrawn based on the original
Xception network. In general, the feature extraction
process works as follows:

Low Level Representation. This stage is responsible for
extracting low-level visual features. Through a
combination of standard convolution layers and
depthwise separable convolution layers, the Low-level
layer captures basic patterns such as edges, contours,
simple textures, and overall facial outlines. This stage
establishes the foundational spatial representation that
will be further refined in the deeper parts of the
network.

Middle Level Abstraction. This stage is the core of the
Xception network, where convolutional blocks are
repeated eight times. Every block in the Middle level
layer is built entirely using depthwise separable
convolution layers, enabling highly efficient and fine-
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grained feature extraction. In this stage, the network
learns more complex and abstract patterns such as facial
structure, skin texture variations, and subtle visual
irregularities features.

High Semantic Feature. In this part of the network,
advanced semantic features relevant to classification
are emphasized. Similar to earlier flows, the High-level
layer also utilizes depth wise separable convolution
layers, followed by a final expansion in channel depth.
The resulting feature maps are then condensed into a
2048-dimensional vector using Global Average
Pooling, preserving only the most informative and
discriminative features for the binary classification task.

In this research, a pre-trained Xception model based on
ImageNet is utilized through transfer learning. The
training process is conducted using three experimental
configurations, in which each of the model’s major
architectural flows such as Low-level layer, Middle
level layer, and High-level layer is independently fine-
tuned and evaluated. This ablation-style comparison
aims to investigate how different levels of feature
abstraction within the Xception architecture influence
the model’s ability to recognize deephoax image
patterns. By isolating and analyzing each flow, the
study seeks to identify the most optimal configuration
that provides the highest, most stable, and most
computationally efficient performance.

2.4 Training

The training stage is conducted to enable the proposed
deep learning architectures to classify facial images into
two categories, namely fact and hoax. In this study, both
Xception and MobileNet are implemented using
transfer learning with ImageNet pre-trained weights.
Transfer learning is utilized to accelerate convergence
and improve feature learning capability by leveraging
previously learned visual representations from large-
scale image datasets.
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Figure 6. Model Training Workflow

As illustrated in Figure 6, the training process begins by
feeding preprocessed facial images into the CNN
backbone architecture. The input images are processed
through multiple convolutional operations to extract
facial features, which serve as the primary feature
extractor [24], [25].

After passing through the base model, the resulting
feature maps undergo feature vector compression via a
Global Average Pooling layer. This operation averages

1120



Yuliani et al

all values within each channel, producing a more
compact one-dimensional feature vector [26]. In
addition to reducing computing cost, this
dimensionality reduction serves as a regularization
strategy to avoid overfitting.

The pooled feature vector is then coupled to a Dense
Layer via a ReLU (Rectified Linear Unit) activation
function. A simple function that returns the identity
function for positive input and zero for negative input
[27]. The model can discover more intricate
associations in the data by using this non-linear
activation function. The definition of the ReLU
function is shown in Equation 5.

f(x) = max (0,x) %)

x denotes the input to the activation function, f{x) is the
corresponding output, and max(0,x) returns the greater
value between 0 and x, allowing only positive
activations to pass while setting negative values to zero.

Which has a non-saturating property that accelerates
convergence during training.

To enhance regularization and prevent overfitting, a
Dropout Layer with a rate of 30% is applied. This layer
randomly deactivates 30% of the neurons in the
preceding layer during training. This method compels
the network to acquire more robust and generalizable
properties by preventing the model from over-relying
on specifics neurons [28].

The Output Layer, which has a sigmoid activation
function, is the model's last layer. The sigmoid function
is ideal for producing an output probability value
between 0 and 1 because this classification problem is
binary (two classes). The definition of the sigmoid
function is is shown in Equation 6.

(6)
o(z) is the output of the sigmoid activation function.

z is the input to the activation function, typically
representing the weighted sum of the input features and
bias from the previous layer. e is Euler's number
(approximately 2.71828), the base of the natural
logarithm. €™ denotes the exponential function with
exponent —z.

z is the input value to the output neuron [29]. This
output value can be interpreted as the probability that an
image belongs to the "hoax" category, while its
complement is the probability for the "fact" category.

2.5 Evaluation

After training, the model is evaluated to assess how well
it predicts new or previously unseen data. The
evaluation employs a confusion matrix, a standard
method in classification tasks that compares actual
values to model predictions. Four evaluation metrics,
including accuracy, precision, recall, and F1-score, can
be computed from the confusion matrix shown in
Equations 7-10.
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Accuracy is the ratio of correct predictions to the total
number of samples, whereas precision is the number of
true positive predictions, which relates to the model's
ability to avoid false positives [30]. Recall assesses the
model's ability to accurately identify all positive
samples and is related with fewer false negatives [31].
A balanced performance evaluation is provided by the
F1-score, which is a harmonic mean of precision and

recall, particularly in situations when the data
distribution between classes is unbalanced [32].
Accuracy =
True Positive + True Negative (7)
True Positive + True Negative + False Positive + False
.. True Positive
Precision = — — 3
True Positive + False Positive
True Positive
Recall = — - ©)
True Positive + False Negative
Precision X Recall
F1-Score=2 X ——— (10)

Precision + Recall

The confusion matrix and these four metrics allow the
model's performance to be evaluated more objectively
and fully, not only by looking at the number of right
predictions, but also by understanding how the model
handles classification errors for each class, both fact and
hoax.

3. Results and Discussions
3.1 Performance Result

This  experiment evaluates the classification
performance of different CNN architectures and fine-
tuning configurations for detecting fact and hoax facial
images. The experiments were conducted using two
different datasets and model architectures, namely
MobileNet trained on the DeepDetect2025 dataset and
Xception trained on the FF-GenAlI dataset.

For the Xception architecture, three fine-tuning
configurations were evaluated based on different
representation stages: low level layer, middle level
layer, and high-level layer. The objective of this
comparison was to analyze how different feature
abstraction levels influence the model’s capability to
distinguish authentic and Al-generated facial images.

Table 1. Performance Comparison of CNN Architectures and Fine-

Tuning Configurations

Model Accuracy  Precision  Recall  F1-Score
MobileNet 96% 93.50%  98.86%  96.11%
Xception
(Low level 98.03% 98.78%  97.26%  98.03%
layer)
Xception
(Middle level 99.71% 99.68%  99.74%  99.71%
layer)
Xception
(High level 99.14% 99.14%  99.10%  99.14%
layer)

Based on Table 1, the results show that Xception
consistently outperformed MobileNet across all
evaluation metrics. The middle level layer fine-tuning
achieved the best performance with 99.71% accuracy
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and Fl-score, indicating that intermediate feature
representations are the most effective for detecting
manipulation artifacts in Al-generated facial images. In
comparison, the low-level layer captured only basic
visual features, while the high-level layer focused more
on global semantic information, resulting in slightly
lower performance. Although MobileNet achieved
lower accuracy, the model still demonstrated
competitive performance with advantages in
computational efficiency and faster inference.

Table 2. Performance Comparison with Previous Studies

Study Model / Method Dataset Accuracy
Jagdale et Meso4 Celeb-DF and 92%
al. (2025) FaceForensics++
Demiretal.  DenseNet OpenForensics 93%
(2025) dataset
Tacb et al. VGG-19 Custom Dataset 95%
(2022)

Al-Dulaimi ~ Hybrid CNN- DFDC 98.21%
etal. (2024) LSTM Model
Jiang et al. Custom CNN DeepFake 99.56%
(2025) framework: (DF)

RMLD-HFTF
Proposed Xception FF-GenAlI 99.71%
Method

Table 2 presents a comparison between the proposed
method and several previous deepfake or deephoax
detection studies. As shown in the table, the proposed
Xception-based model achieves 99.71% accuracy,
which is higher than several previous approaches such
as Meso4, DenseNet, and VGG-19. The strong
performance of the proposed method can be attributed
to the effectiveness of depthwise separable convolution
in extracting subtle facial manipulation artifacts while
maintaining computational efficiency. Furthermore, the
fine-tuning strategies applied to specific components of
the Xception architecture enable the model to learn
more discriminative representations for detecting
manipulated facial images. Although the datasets and
experimental settings vary across studies, the
comparison shows that the proposed method exhibits
competitive performance relative to existing deepfake
and deephoax image detection approaches.

3.2 Confusion Matrix Analysis

After the training process was completed, the model's
performance in classifying real and fake facial images
was evaluated using a confusion matrix. This method
compares actual labels with predicted labels, allowing
for a detailed analysis of classification performance,
including correct predictions, false positives, and false
negatives. The evaluation was conducted using a
separate test dataset to ensure that the results reflected
the model's performance on previously unseen data.

The confusion matrix for the low-level layer
configuration in  Figure 7 shows several
misclassifications, particularly where fake images were
predicted as real. This indicates that improvements to
only the early layers of the Xception architecture are
insufficient to capture the complex visual features
needed to detect manipulated facial images.
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Figure 8. Confusion Matrix Middle level layer

In contrast, the Middle level layer configuration shown
significant performance improvements in Figure §, with
more accurate predictions for both classes. This
improvement can be attributed to the middle layers of
Xception, which extract more discriminatory mid- to
high-level  features  through  deep-segregated
convolution blocks.

Confusion Matrix - Xception

Actual Real

True Label

Actual Fake

i
Predicted Real

Predicted Fake
Predicted Label

Figure 9. Confusion Matrix High level layer

The confusion matrix for the High-level layer
configuration shown in Figure 9 also demonstrates
strong performance with minimal misclassifications.
The deeper layers of Xception can capture high-level
features such as subtle textures, manipulation artifacts,
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and abnormal pixel patterns commonly found in deep-
hoax images.

Figure 10 presents the confusion matrix for MobileNet.
Although MobileNet produced lower accuracy
compared to Xception, the model still demonstrated
relatively strong classification capability with high
recall and a limited number of classification errors.
These results indicate that lightweight architectures
remain effective for deephoax detection while
providing advantages in computational efficiency and
faster inference speed.

Confusion Matrix - mobilenet
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Actual Fake

T
Predicted Real

Predicted Fake
Predicted Label

Figure 10. Confusion Matrix MobileNet

Overall, the results show that deeper layer refinement
significantly improves classification performance. The
Middle level layer configuration achieved the highest
accuracy on internal test data, while the High-level
layer configuration demonstrated better stability when
evaluated on previously unseen external data. These
findings demonstrate that Xception's deeper layer
refinement provides a more robust and reliable
approach for detecting both real and Al-generated facial
images.

3.3 Limitations and Future Work

This study evaluated the effectiveness of Xception and
MobileNet architectures for facial deephoax
classification. Although the models achieved high
performance, several limitations remain, including the
use of controlled facial image datasets with limited
environmental variation and evaluation restricted to
static images from only two datasets, namely FF-GenAl
and DeepDetect2025. These limitations may reduce the
model’s generalization capability when applied to real-
world scenarios involving extreme poses, occlusion,
motion blur, low-resolution images, or diverse Al-
generated manipulation techniques.

Future work should expand the dataset to include more
facial variations, environmental conditions, and diverse
types of manipulation. Techniques such as data
augmentation and adversarial training can also improve
the model's robustness. Furthermore, extending the
detection framework to video-based analysis and
integrating the model into real-time or mobile
applications would enable more practical evaluation in
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real-world scenarios and improve the effectiveness of
the deep hoax detection system.

4. Conclusions

Based on the experimental results, both Xception and
MobileNet  architectures  demonstrated  strong
performance in classifying facial images into fact and
hoax categories, although Xception consistently
outperformed MobileNet across all evaluation metrics.
Among the evaluated configurations, the middle level
layer fine-tuning of Xception achieved the best
performance with 99.71% accuracy and Fl-score,
indicating that intermediate feature representations are
the most effective for capturing structural
inconsistencies, texture irregularities, and synthetic
blending artifacts commonly found in Al-generated
facial images. The study also revealed that different
representation levels within the Xception architecture
contribute differently to deephoax detection, where
low-level features were less discriminative and highly
abstract semantic features slightly reduced sensitivity to
localized manipulation artifacts. Overall, this research
contributes to the development of an Al-based
deephoax image detection framework through the
comparative evaluation of Xception fine-tuning
strategies and the implementation of a lightweight
MobileNet baseline, supporting future applications in
digital content verification, cybersecurity, and visual
misinformation mitigation.
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