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Abstract

Digital transformation in higher education is driving the uptake of online tests, which require academic integrity,
security, and robust user experience. In the context of authentication of users, deep learning based face
recognition, in particular the Convolutional Neural Network (CNN) architectures, such as MobileNetV2,
combined with intermediate filter, promises to deliver a consistent performance across a wide range of devices
and imaging environments. However, there are limited comprehensive studies evaluating the final integration of
the median filter and MobileNetV2 in high-value test scenarios. This study contributes by proposing an effective
end-to-end Face Authentication Pipeline, assessing the median impact of filtering on MobileNetV2 performance,
and validating it with a prototype application. The authentic face dataset was collected using the Teachable
Machine, preprocessed with cropping, resizing, and median filtering, and then augmented through rotation, shift,
shear, zoom, reversal, and brightness adjustment. The MobileNetV2 model was trained with Adam in a stepwise
manner, starting with 0.001 and then 0.0001 for 20 epochs in a batch size of 32, and was evaluated for accuracy,
precision, recall, and F1 score. Results show that the accuracy curve has remained stable at almost 95 percent
during the 20th epoch; most grades achieved 1.00 in both precis, recall and F1, with some classings showing a
limited decrease due to facial similarity or expression differences. These findings confirm that MobileNetV2
median filtering can be the basis for an effective, accurate and ready to integrate face recognition in online testing
applications on a wide range of devices.
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1. Introduction compromising the learning experience of students [5],

[6]. Among these technologies, face recognition has
attracted attention because it promises practical, real-
time identity verification in scenarios where no
proximate is physically present [7]. Student perception
studies also confirm that the reliability and security of
the technology is key to building trust in online learning
[8], [9]. This trust is important as it influences the
students' motivation and performance in the
assessment.

The digital transformation in higher education is driving
changes in the way institutions design, deliver and
evaluate learning [1], [2]. An important part of this
effort is the online examination system, as it can
improve the efficiency, accessibility and innovation of
the examination process [2],[3]. Various technologies,
ranging from online testing platforms to offline-online
integration and biometrics [4], are now being widely
explored to preserve academic integrity without
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Accordingly, studies in distance learning show that the
use of face recognition can help to ensure the identity of
learners and to increase trust in the evaluation process
[10]. Integrative studies on the Internet of Things and
biometrics also highlight the need for a reliable data
infrastructure for identity-verification services to
operate efficiently in the educational environment [5].
On the other hand, a discourse about supervisory ethics
is still emerging [11]. Technology on-line proctors
requires a balance between academic integrity and
respect for students' autonomy and privacy [6].
Therefore, the development of face recognition in
online examination systems needs to combine technical
reliability with ethical considerations, ease of
integration and computational power [3].

In reality, however, remote authentication still faces
problems in various real-world environments: lighting
is inconsistent, viewing angles vary, camera quality
varies and computing devices are limited [12]. This
condition may degrade the accuracy of the
identification, cause authentication to fail, and prevent
the performance of the test from being. Challenges
increase in high value examinations, as the risk of
impersonation and attacks remains if face-to-face
supervision is omitted [10], [13]. At the same time,
there is still no consensus on standard practices for
combining image pre-processing and lightweight model
architectures, which will consistently be the best in end
devices with limited power and computing.

Attempts to use deep neural network models often rely
on high-power computing. However, online
examination systems running on home computers or
personal devices require model efficiency to maintain a
fast, resource efficient and stable validation process
[14]. Pre-processing techniques such as median filtering
offer opportunities to reduce noise and preserve edges,
but their use for face recognition in online tests is still
rarely reported in a systematic and quantifiable way.
Moreover, security issues related to counterfeiting
attacks, such as video and photo playback, require
features to detect life signs. Without detection of life,
the system risks accepting false identities, which
compromises the integrity of the assessment [15]. In
other words, solutions that rely solely on static
recognition are no guarantee strong enough to deal with
evolving attack scenarios.

In other words, solutions based solely on static
recognition are not guaranteed to be robust enough to
cope with evolving attack scenarios [13]. In the field of
distance learning, research shows that deep learning
helps in registration and validation of participants [10].
On the preprocessing side, median filtering has been
proven to be effective in reducing noise without
blurring the edges, so that the quality of facial features
is maintained for the recognition process [16]. Studies
on improving image quality in the medical field also
show that using median filtering prior to the detection
or classification phase improves the accuracy of the
system when the input is linear [17] - [19]. Although

the context is different, the principle of signal-to-noise
ratio improvement is relevant for facial authentication
on online exams that are full of variations in imaging
conditions.

On the other hand, MobileNetV2 is an effective choice
for the architecture of the model, as it uses depth-
separable convolutions and linear constraints to reduce
computational complexity without sacrificing accuracy.
Recent studies show MobileNetV2 is better than its
predecessor and competitive against heavier
architectures, and is suitable for devices with limited
resources [20] - [22]. The implementation of transfer
learning strategies and gradual adaptation also showed
good performance in various real-world application
domains, signaling the robustness that is essential for
facial authentication on devices with limited
capabilities  [22], [23]. However, the systematic
integration between median filtering and MobileNetV2
in online exam scenarios equipped with liveness
detection has not been widely discussed with rigorous
evaluation protocols.

As a transition, the pre-process literature enriches the
methodological basis. Median filtering effectively
reduces noise and preserves edge details, which is
important for maintaining facial shape and texture
information [17], [24]. The combination of median
filtering with contrast-enhancing techniques such as
equalization reportedly improves noise resistance and
exposure variation in facial recognition [25]. Although
some of the references are not directly in the domain of
the online exam, the results give a strong indication that
proper preprocessing can improve the accuracy of
lightweight models. At the same time, the ethical
framework and user perceptions should not be ignored;
The literature shows that a sense of security, trust, and
perception of control influence the acceptance of
technology on online exams [6], [8], [9].

Various literature reviews show that there is a common
point in educational institutions requiring reliable,
lightweight, and ethical authentication for online
exams; median filtering has the potential to improve
image quality; MobileNetV2 provides an efficient
computing foundation; and liveness detection reduces
the risk of attack [5], [10], [15], [20]. However, there
are still no comprehensive studies available that test the
median blend of MobileNetV2 filtering in high-value
online exam scenarios with an evaluation of accuracy,
speed, and resistance to variations in lighting and
angles, while observing aspects of user acceptance and
ethical considerations of supervision. This gap leads to
the need for studies that design, implement, and assess
realistic end-to-end authentication.

The study aims to design and evaluate an online face
recognition system combining median filtering as the
primary pre-processing and MobileNetV2 as the
primary architecture. The contribution offered is
threefold in size. First, a structured test of the effect of
the median filter on the accuracy and stability of
authentication under different lighting conditions and
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viewing angles. Secondly, MobileNetV2
implementation optimized for end devices, so that the
verification process runs fast and is resource efficient.
Thirdly, integration of life detection to reduce the risk
of spoofing, while still paying attention to ethical
considerations and user perception, to make the solution
widely acceptable [6], [8]. The scope includes pipeline
design, comparative testing, and performance analysis,
which weighs accuracy, time to reach a conclusion, and
resilience to simple attack. This framework will bridge
the gap between the practical need to conduct on-line
tests and the scientific evidence of efficient pre-
treatment alloys and lightweight models.

2. Methods

This research method uses a systematic experimental
quantitative approach [26]. The stages of the research
are described in Figure 1, which starts from data
acquisition, preprocessing, data training, model
development, model evaluation, to the application of
models in facial authentication applications in online
exam systems.

Data Acquisition

}
—‘ Preprocesing ’—

Croping

Resizing

| Data Training

Model Development
(Classification)

!

Model Evaluation

|

Model Application

> Data Spliting

Data Augmentasi

Median Filtering

Figure 1. Stages of Research Method

Based on Figure 2, the initial stage of facial data is
obtained through the data acquisition process which is
carried out using the Teachable Machine application
[27].

agama

= Teachable Machine

yuslla devite]

Figure 2. Data Collection Process via Teacable Machine

Images of students' faces studying are recorded live to
ensure that the data used is authentic and relevant to the
context of online exam authentication. The dataset was
collected and tested on a sample of 31 students, which

was taken with a 720-pixel HD webcam type camera.
Thus, it can represent real conditions in the
implementation of online system-based exams, as well
as the basis for the next stage of processing, as shown
in Figure 3.

Nanda Putri Wandi

Siti Nikmat

Muhammad Avin Maulana

Nurasifa Nanda Putri Fajar Maulana Sujarwadi

Figure 3. Sample Data generated from Teachable Machine

Furthermore, the facial data obtained is processed at the
preprocessing stage to improve the consistency and
uniformity of the dataset. The cropping process is done
so that the face area can be separated from the
background, so that the main focus remains on the
object that is the target of recognition, as shown in
Figure 4. It can also be visually seen on the histrogram
as shown in Figure 5. After that, the face image is
resized into uniform dimensions, so as to ensure the fit
of the input to the architectural needs of the model to be
used.

Nurasifa Bagus Mustofa Yuslia Devitri Putri Nabila

Figure 4. Original Data Sample after Croping

In the median filtering stage, the filtering process is
applied through the median filtering technique. This
technique is used to reduce noise in facial images, so
that the visual quality of the image can be improved
without sacrificing important details [28]. With the use
of median filtering, the sharpness of the facial contours
and the clarity of the facial feature patterns are
maintained, which ultimately contributes to the
improved performance of the facial recognition model,
as shown in Figure 6.

The data training stage was carried out by dividing the
dataset using the data splitting technique [29]. The data
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is divided into two subsets, namely 80% for the training
data and 20% for the test data as shown in Figure 8.
Thus the distribution of data can be balanced between
the learning stage and the model testing stage. With this
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strategy, the reliability of the model can be ensured
through the evaluation of data that was not previously
involved in the training process [30].
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Figure 5. Histogram Sample Data Original

Kelas: Ilham Tri Cahya

Kelas: Arya

Kelas: Rafi Dwi Candra Murti

Figure 6. Sample Data after Filtering Using Median Technique

In addition to data sharing, the augmentation process is
also applied at the data training stage, as shown in

Septia Dewi

Frequency

Figure 9. Augmentation techniques are used to expand
the diversity of data by generating new variations of
existing facial imagery, i.e. through rotation, flipping,
or lighting maodification [31]. With this additional
variation, the model can be trained on a more
representative dataset, so that the generalization ability
of new data can be significantly improved as presented
in Table 1. The augmentation process that has been
defined in Table 1 is then applied to the facial image
dataset. The augmentation results are shown in Figure
9, where the facial image undergoes a variety of
transformations such as rotation, shift, reversal, and
lighting changes. These variations are generated to
enrich the diversity of the dataset so that the model can
learn from facial conditions with different viewing
angles and lighting intensities.
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Figure 7. Histogram after Filter using the Median Technique
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Figure 8. Data Splitting (Proportional Data Training and Testing)

Figure 9. Augmentation Results
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In addition, the color intensity distribution of the
augmented image is analyzed through the RGB
histogram graph shown in Figure 10. The histogram
depicts the distribution of the intensity values of the red
(R), green (G), and blue (B) channels on four different
faces. With this analysis, it can be ascertained that the
augmentation process not only produces geometric
variations but also affects the characteristics of color
distribution, which is important to support the model's
performance in recognizing faces more robustly.

Table 1. Data Augmentation Parameters

Parameter Description

Randomly rotate the image up to 30
degrees.

Randomly swipes horizontal images
up to 0.2 of their width.

Randomly shift vertical images up to
0.2 of their height.

Apply shear transformation with an
intensity of 0.2.

Randomly zoom (zoom in/out) up to
0.2%.

Flip images horizontally.

Randomly changes the brightness of
the image between 0.7 and 1.3.

rotation_range=30
width_shift_range=0.2
height_shift_range=0.2
shear_range=0.2

zoom_range=0.2
horizontal_flip=True

brightness_range=[0.7, 1.3]

Fill  in empty pixels after
fill_mode="nearest" transformation with the nearest pixel
value.
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Figure 10. Histogram Augumentation

The model is built to perform classification based on
pre-processed facial features. Through this architecture,
the facial authentication process can be performed with
a fast response time while maintaining a high level of
accuracy.

Model development is carried out using the
MobileNetV2 architecture as presented in Figure 11,
which is known to be efficient in computing and
suitable for implementation on mobile devices [32].

Based on Figure 11, the process starts from the input
layer, where a 224x224 pixel color image with three
color channels (RGB) is fed into the network. This input
size was chosen because it provides a balance between
adequate image detail and computational efficiency.
The image is then processed through initial convolution
with the 3x3 kernel, resulting in 32 feature maps
measuring 112x112 pixels. This stage serves to capture
basic visual patterns such as edges, corners, and simple
textures.
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Furthermore, the network passes through a series of
bottleneck blocks that are the hallmarks of
MobileNetV2. In the first to second blocks, the spatial
size of the image is reduced to 56x56 pixels. This
reduction in resolution was followed by the next
bottleneck block (blocks 3—-6) which reduced the size to
28x28 pixels. At this stage, the network not only
shrinks the spatial dimension, but also expands the
number of channels so that it can store a more complex
representation of features. A similar process is
continued on blocks 7-10 resulting in a representation
with a size of 14x14 pixels, followed by blocks 11-13
which maintain a spatial size of 14x14 but enrich the
number of canals. Next, in blocks 14-16, the size is
reduced again to 7x7 pixels, which is a dense
representation of all the visual information that has been
studied previously.

After going through the bottleneck stage, the network
enters the 1x1 convolution layer which expands the
number of channels to 1280, without changing the
spatial dimensions. The main function of this layer is to
strengthen the representation capabilities of features to
be more expressive before heading towards the final
stage of classification. Then, global average pooling is
applied, where each feature channel of 7x7 is averaged
to one value, resulting in a vector along 1280. This
mechanism is very important because it is able to
significantly reduce the dimensions of the data while
maintaining the semantic meaning of the extracted
features.

The final stage is the fully connected layer, which
connects 1024 hidden units with 31 target classes. It is
in this part that the classification process is carried out,
so that the system can determine which class best
matches the input image based on the patterns that have
been studied throughout the network.

To support the training and development process of the
MobileNetV2 architecture in this study, a number of
key parameters were used that play a role in regulating
model performance. These parameters include
optimization algorithms, learning rate values, number
of epochs, batch sizes, loss functions, and evaluation
metrics [33]. Full details of the parameters used can be
seen in Table 2.

Table 2. Model Parameter

Parameter Description
Optimasi Adam
Learning Rate 1le-3 (stagel) dan le-5 (stage2)
Epoch 20
Batch Size 32

Loss Function Categorical Crossentropy

Metrics Accuracy

2.5.2 Model Evaluation

The final stage involves the process of evaluation and
application of the model. Evaluation is carried out by
measuring model performance using accuracy,
precision, recall, and F1-Score metrics[34], so that the

quality of the prediction can be assessed
comprehensively.
Bottlenack Bottlenack Bottleneck Bottlenack Bottleneck
e i — Block 12 — Blodk 36 —» Block 10 — Bock 1113 — Block 1415 —» T2 s Gl‘*’allz‘%:ng“’"l — P“]llgzc:ﬂn;‘l“
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Figure 11. MobilenetV2 Architecture Mode

Once the results of the adequate evaluation are
obtained, the model is then integrated into the mobile
application for use in facial authentication on the online
exam system. Thus, the results of this study can make a
real contribution to improving the security and
reliability of digital-based exam systems.

3. Results and Discussions
3.1 Model Performence

Figure 12 illustrates the performance of the
MobileNetV2 model enhanced with median filtering.
Subfigure (a) displays the progression of training and
validation accuracy, while subfigure (b) shows training
and validation loss across 20 epochs. These
visualizations highlight how well the model learns from
training data and sustains generalization on validation
data.

Based on Figure 12, it can be seen that the accuracy of
training and validation increases consistently as the
number of epochs increases. At the beginning of the

epoch, accuracy was still relatively low, but it increased
sharply to over 90% by the 5th epoch, and close to 95%
by the 20th epoch. This shows that the model is able to
learn data patterns well and the generalizations on the
validation data are also quite stable.

On the loss chart, it can be seen that the value of training
and validation losses has decreased significantly from
the beginning of training. The initial loss value was in
the range of >2.0 for training and >1.0 for validation,
but gradually decreased to close to 0.05-0.1 in the last
epoch. This decrease indicates that the model is getting
better at minimizing prediction errors.

The small difference between the training and
validation curves on both graphs shows that overfitting
is relatively low [35], as validation accuracy remains
high and validation losses remain stable, even lower
thantraining losses in some epoches. This indicates that
the application of median filtering as preprocessing has
succeeded in improving the quality of image input [35],
so that the MobileNetV2 model can perform feature
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extraction more effectively and produce good facial
authentication performance on online exam systems.
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Figure 12. Model Performance

3.2 Model Evaluation Results

Table 3 illustrates the results of the performance
evaluation of the MobileNetV2 model with median
filtering preprocessing on the face authentication task in
the online exam system. Evaluation was carried out
using precision, recall, F1-score, and support metrics
for each class (individual). Table 3 aims to illustrate the
extent to which the model is able to recognize each
individual's face accurately and consistently.

Table 3. Model Evaluation

No Name Precis Rec  F1- Sup
of Student ion all Score  port
1 Abimanyu 1.00 1.00 1.00 8
2 Afan 1.00 1.00 1.00 8
3 Arya 1.00 1.00 1.00 10
4 Bagus Mustofa 1.00 1.00 1.00 8
5 Dimas 1.00 1.00 1.00 7
6 Dimas Eka 1.00 1.00 1.00 10
7 Fairuzzahran Bachtiar 1.00 1.00 1.00 8
8 Fajar 1.00 1.00 1.00 10
9 Fathur 1.00 1.00 1.00 10
10  Haris Burhanudin 1.00 1.00 1.00 7
11 Illham Tri Cahya 1.00 1.00 1.00 10
12 Iman 1.00 1.00 1.00 10
13 Indrawan 1.00 1.00 1.00 10
14  Maulana Sujarwadi 1.00 1.00 1.00 8
15  Muhammad Avin Maulana 1.00 0.90 0.95 10
16  Muhammad lbnu 1.00 1.00 1.00 8
17  Nanda Putri 1.00 1.00 1.00 10
18  Nurasifa 1.00 080 0.89 10
19  Poetra Ebeline 1.00 1.00 1.00 10
20  Putri Nabila 1.00 1.00 1.00 10
21  Rafi Dwi Candra Murti 1.00 1.00 1.00 10
22 Rika 1.00 1.00 1.00 9
23 Riyan Setiawan 1.00 1.00 1.00 6
24 Sabrina Khoirunnisa 1.00 0.90 0.95 10
25  Salman Al farizi 1.00 1.00 1.00 9
26 Septia Dewi 1.00 1.00 1.00 8
27  Sindi Amelia 0.71 1.00 0.83 10
28  Siti Latifah 1.00 1.00 1.00 10
29  Siti Nikmat 1.00 1.00 1.00 9
30  Wandi 1.00 1.00 1.00 5
31  VYuslia Devitri 1.00 1.00 1.00 10

Based on the results shown in Table 3, it can be
observed that in general the model provides very high
performance. Almost all individuals obtained precision,
recall, and F1-score scores of 1.00, indicating that the
model was able to classify faces with perfect accuracy
in most classes. This indicates that the combination of
the MobileNetV2 architecture with median filtering as
the pre-processing stage successfully improves the
quality of feature extraction, so that the system is able
to perform optimal facial authentication.

However, there are some exceptions to look out for.
Seperti pada kelas Muhammad Avin Maulana dan
Sabrina Khoirunnisa, nilai recall hanya mencapai 0.90,
sehingga F1-score menurun menjadi 0.95. This
condition indicates the presence of false negatives, i.e.
the model fails to recognize a small part of the image of
the individual. In the Nurasifa class, the recall value
even only reached 0.80 with an F1-score of 0.89, which
indicates that there are still a number of prediction
errors in the validation data. Meanwhile, in the Sindi
Amelia class, although the recall value is 1.00, the
precision value drops to 0.71, so the Fl-score is only
0.83. This indicates a false positive case where the
model mistakenly recognizes the face of another
individual as Sindi Amelia.

The results of this evaluation show that the model has
an excellent generalization rate, with only a few
individuals showing a slight decline in performance on
certain metrics. These findings also show that although
median filtering is successful in reducing image noise,
in some classes there are still challenges in the form of
visual similarities between individuals or variations in
facial expressions that can affect recognition accuracy.
Thus, further research can be directed at strengthening
data augmentation strategies or applying additional
regulatory mechanisms to the model to improve
performance consistency across all classes.
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3.3 Model Implementation for Face Authentication

To allow the model to be used by the system, a backend
structure is built that functions to read and load the
model from the storage file. At this stage, the generated
model files (label_final_encoder.pkl and
mobilenetv2_final_model.h5) are placed in a dedicated
directory and called when the server is first run.

This calling process ensures that the model is ready to
use when the system is up without the need for
retraining. Once the model is successfully loaded, initial
testing is carried out using the Postman application,
which is a commonly used tool to verify server and API
endpoint functionality. In the test stage, the endpoint in
charge of processing faces through a preloaded model
is called to ensure system performance. If the server
returns a corresponding response, such as face label
information or a successful message, then the model
load is declared successful and the server is ready to
receive requests from the client application.

Once the model is ready for use, the next stage is the
development of a mechanism so that facial data can be
sent by users to the server for processing through the
recognition system. This process begins when a facial
image is sent from a client application, i.e. a mobile
device-based application, to the backend via a pre-
provisioned URL endpoint, such as /auth/recognize or
/api/detect-face.

When the image is received, the system performs a pre-
processing stage consisting of several main steps. First,
the image data is read and converted into a numerical
array format (pixel matrix) so that it can be processed
by a computer. This is done because computers are
unable to understand images visually without numerical
representations. Second, the area of the face in the
image is detected by utilizing the Haar Cascade method
to determine the location of the face. Third, the detected
part of the face is cut from the original image and
adjusted in size to 160x160 pixels, according to the
needs of the model. This pre-processing stage is very
important because the model can only work optimally
when it receives input of a consistent size and format.

Once the facial image has been successfully processed,
the cropping and resizing data is fed into the FaceNet
model to be converted into embedding, which is a
unique numerical representation that reflects the
characteristics of the face. Furthermore, embedding is
given to the classifier to predict the user's identity. If the
confidence score of the predicted result exceeds the
predetermined threshold, then the face is recognized
and the authentication process is successful.

Conversely, if the confidence value is below the
threshold, the system will respond that the face is not
recognized so that the authentication process is declared
to have failed.

Each time the system performs the facial recognition
process, the prediction results are not only sent back to
the user, but also recorded in the form of logs for further

documentation and analysis purposes. The logs contain
a variety of important information, including the name
or label of the face that the system successfully
predicted, the time of the recognition process, the
accuracy value of the prediction, the validation status
that indicates the success or failure of the process, and
the face embedding generated by the model.

All of this information is stored in a structured format
in two file formats, namely CSV and JSON, so that it
can support flexibility in data processing and
integration with other systems.

Figure 13, shows the HomeScreen Application which is
designed so that the user's focus is directly on the choice
of the main feature, namely the authentication process
through taking facial images using the camera and
access to all logs that have been stored. At the top of the
screen, the STMIK IKMI Cirebon logo and the
application title are displayed, which serves as a visual
identity as well as giving users an initial impression of
the purpose and context of the application.

Under the identity section, several interactive menu
buttons are provided that are the main access to the app's
features. The Camera Start button (in blue) serves to
direct the user to the camera features so that the face
capture process can be done as the initial stage of
authentication. Meanwhile, the View All Reports
button (in green) redirects users to the ReportScreen
page, which displays a list of authentication results logs
with pre-saved success statuses. With the design of the
interface in Figure 13, the flow of application usage
becomes more intuitive, while ensuring that users can
easily access the main functions available.

Aplikasi Autetikasi Wajah
Untuk Ujian Online

Silakan klik mulai kamera untuk otentikasi
wajah.

# Lihat Semua Laporan
- ® <

Figure 13. Homescreen
Applications

Figure 14. Screen
Authentication

The shooting workflow starts when the user presses the
"Start Camera" button on the app's home screen. Once
the button is activated, the system directs the device to
perform the camera function. The camera is then used
to capture facial imagery in a supported format, such as
JPEG, so that the capture can be further processed at the
pre-processing and facial recognition stages.
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Figure 14 is Screen Authentication where this facility is
a core component of the application that runs the facial
authentication process. The main function of this page
is to capture the user's facial image directly through the
device's camera and send it to the server for the face
recognition process. The success of authentication at
this stage is greatly influenced by the quality of the
images captured, the stability of the network
connection, and the performance of the facial
recognition model running on the server.

When the page is opened, the device's camera is
automatically activated and a preview of the facial
image is displayed on the screen. Users can adjust the
position of the face in real-time to be in the center of the
frame, ensure adequate lighting, and choose the
appropriate shooting angle. This process is also
equipped with a manual cropping feature that allows
users to make adjustments to the area of the face to be
taken is shown in Figure 15.

= Simpan Laporan M1 Lihat Visualisasi
& Memulai Ulang

Figure 15. Control Menu Interface

The workflow starts when the user presses the "Start
Camera" button on the HomeScreen page. Once the
command is executed, the device's camera is activated
to capture the user's facial image. The image obtained
is then displayed on the screen so that the user as
presented in Figure 16, so that they can make
adjustments, namely cropping or adjusting the position
of the face. This stage aims to ensure that the face is in
the appropriate position before the data is sent to the
system for further processing.

1023% 8

- Autentikasi Wajah

Figure 16. Face Cropping
Process by Users on
Authentication Systems

Figure 17. Face Detection
Process at the Authentication
Stage

Figure 17 shows the face authentication stage, where
the system is performing a face detection process on the
images that have been captured from the device's
camera. At this stage, the app displays a status of

"Detecting faces..." as an indicator that facial images
are being processed. Once the face is detected, the
image is then packaged in FormData format and sent to
the server via the API endpoint /auth/recognize using
the POST method. This submission process is carried
out by the recognizeFace() function found in the api.js
file, which is in charge of ensuring that the data is sent
in accordance with the backend standards so that it can
be further processed for user identity verification.

Figure 18 and Figure 19 present an overview of the
processing stages, where the response begins when the
server receives the facial image that has been
transmitted from the application interface. At this initial
stage, the system ensures that the image input is valid
and properly formatted to be processed further. Next,
the server executes a facial recognition model that has
been trained to perform the identification process by
comparing the input image with the existing database of
registered users. Through this stage, the model produces
predictive outputs that indicate the probability of a
match, reflecting both the accuracy and reliability of the
system. Based on these processing results, the system
generates an immediate response in the form of a pop-
up notification that clearly shows the authentication
status, whether the process has been successful or has
failed. The notification is also designed to display
additional information such as the corresponding
username and the predictive accuracy level achieved by
the model, thereby increasing transparency for users.
The results of this authentication are displayed directly
on the device’s screen so that users can instantly verify
their identity status without delay. Furthermore, to
strengthen accountability, all outcomes of the
authentication process are automatically recorded and
stored in system logs, creating a digital archive that can
later be used for monitoring activities, security audits,
as well as evaluation and system improvement needs in
the future.

Berhasil Autentikasi Berhasil

Log berhasil disimpan Data dinyatakan valid. Silakan mengikuti
izi

ujian, Salman Al farizi

LANJUT

Figure 18. Face Authentication
Process Success Notification

Figure 19. Valid Face
Authentication Results

The Evaluation Screen page is an important part of the
application that functions to display the results of the
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performance evaluation of the facial recognition model
as presented in Figure 20. On this page, users can get an
objective picture of how well the model is performing
based on the evaluation data sent from the backend.
When a page is accessed, the system automatically
sends a request to the server via an evaluation-specific
API endpoint . Next, the backend processes the request
and returns data in the form of the results of the
visualization of the model performance that has been
generated as show in Figure 21.

10238 & 10238 @

< Evaluation

s Evaluation

| 4

M Visualisasi Autentikasi: Salman
Al farizi

E= Confusion Matrix

£ t-SNE Embedding

30k 1.SNE dar) Emboing Walsh

/ Precision / Recall / F1-Score

Procisian, Recall, dan F1-Scare
100 100 100

< DistriliUsi AkuraS} (Pie Chart)

@ Akurasi Total:
84.57°

Figure 20. Visualization of
Face Authentication
Evaluation Results

Figure 21. Visualization of
Accuracy Distribution and t-
SNE Embedding on Face
Authentication Evaluation

Some of the visualization forms displayed include the
confussion matrix, which shows the number of correct
predictions for each recognized face class, making it
easier to identify the level of accuracy per class.
Furthermore, precision, recall, and F1-score metrics are
also displayed to provide an understanding of the
accuracy, completeness, and balance between the two
in the predictions made by the system. Another
visualization in the form of pie charts is used to show
the distribution of the proportion of data or prediction
results in the form of a circle, both correctly recognized
and incorrectly recognized. In addition, t-SNE plots are
also presented to project the representation of facial data
into a two-dimensional field. Through t-SNE, the
similarities between faces can be visualized intuitively,
where adjacent points show a high degree of similarity,
while distant points represent significant differences
according to the model.

3.3 Discussion

The first problem that is important to discuss is the lack
of consistency of approach that combines image
preprocessing techniques with lightweight models for
facial authentication in online exams. Previous studies
have confirmed the effectiveness of median filtering in
reducing noise without obscuring important details of
the face [17]. However, its application in the context of

online exams is still rarely reported systematically. At

the same time, MobileNetV2 proves to be efficient
and suitable for devices with computing limitations
[20], [22]. This gap shows that the integration of the two
approaches has not been comprehensively studied, so
this study contributes by testing the effect of median
filtering on MobileNetV2 performance directly in an
online exam scenario.

The second problem is related to the limited
generalization power of facial authentication systems in
real conditions. The literature shows that the variability
of lighting, the angle of the face capture, as well as the
quality of the camera on the end device greatly affect
the accuracy of recognition [5], [10]. However, most
previous studies have focused on controlled
environments with standardized datasets, so they have
not fully represented the varied online exam situation
[36]. This research tries to fill this gap by conducting
experiments using authentic facial data taken directly
from students, as well as strengthening the dataset with
augmentation techniques so that the system is more
resistant to changing conditions.

The third problem is the security and ethical aspects of
using facial authentication in online exams. Previous
studies have highlighted the risk of spoofing via photos
or videos if the system is not equipped with a liveness
detection mechanism [15], [37], and raise ethical
debates about student privacy in online exam proctoring
[6]. However, the integration between technical
solutions in the form of liveness detection and privacy
ethical considerations is still rarely discussed within the
same framework [36]. This study tries to close the gap
by designing an authentication system that not only
emphasizes technical accuracy, but also pays attention
to biometric security aspects and ethical issues to make
it more acceptable in higher education practice [38].

4. Conclusions

Based on the results of the study that has been
conducted, it can be concluded that the study
successfully designed and evaluated a facial
authentication system for online exams by integrating
median filtering as the pre-processing stage and the
MobileNetV2 architecture as the core of the
classification model. The results of the experiments
showed that this combination was able to increase
authentication accuracy by close to 95% with high
generalization stability. Median filtering has proven to
be effective in reducing noise while maintaining facial
details, making it easier for MobileNetV2 to extract
relevant features. The application of data augmentation
also supports the model's resistance to variations in
exposure, viewing angles, and image quality.

Although the overall performance of the system is very
good, there are still some cases of individual classes that
experience a decrease in precision or recall values due
to similarities between faces or variations in
expressions. This condition indicates the potential for

1535



Sudrajat et al

Jurnal RESTI (Rekayasa Sistem dan Teknologi Informasi), Vol.9 No. 6 (2025)

false positives and false negatives that need to be
overcome in follow-up research. In addition, this study
has not in-depth discussed the integration of liveness
detection mechanisms to deal with the threat of
spoofing, and has not tested user acceptance regarding
ethical and privacy aspects in online exam supervision.

Thus, this research contributes to providing efficient,
lightweight, and accurate technical solutions to support
online exam security. However, further development is
needed, among others through strengthening anti-
spoofing mechanisms, exploring more diverse data
augmentation techniques, and assessing the ethical
dimensions and user acceptance. These steps are
expected to be able to produce a facial authentication
system that is not only technically reliable, but also
adaptive, secure, and widely accepted in digital-based
higher education practices.
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