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Abstract

The spread of negative, engagement-driven content online causes significant societal harm, requiring advanced
automated moderation tools. However, current classification systems often treat harmful content subtypes as
independent, "flat" categories, which hinders their ability to thematically overlap content. This study designed and
validated a novel integrated framework to accurately and transparently classify such complex cases. We proposed
KG-DToT-HTC, a hybrid framework that synergistically combines three methodologies: a predefined
Hierarchical Text Classification (HTC) taxonomy to structure the decision-making process; a domain-specific
Knowledge Graph (KG) to provide factual, real-world context; and Decision Tree-of-Thought (DToT) prompting
to guide a Large Language Model through an explicit, step-by-step reasoning process. On a real-world dataset of
harmful Indonesian news, the proposed framework achieved a state-of-the-art Macro-F1 score of 0.934,
representing a nearly 15-percentage point improvement over a zero-shot baseline. Ablation studies confirmed that
each component—hierarchy, knowledge, and reasoning—provided a distinct and critical contribution to the final
performance. The major conclusion of this study is that a synergistic architecture is essential for the accurate
classification of complex harmful content. This work demonstrates a viable path toward “glass-box," interpretable
Al moderation systems whose decisions are not only highly accurate but also fully auditable.
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1. Introduction

News and social media platforms often amplify
negative and sensational content to boost user
engagement. An additional negative word in a headline
increases click-throughs by about 2.3% [1], while
negative news is shared on social media nearly twice as
often as positive or neutral stories [2]. This has resulted
in pervasive exposure to harmful content, with 66% of
UK adults reporting encounters with it [3] and 90% of
U.S. adults perceiving social media as having negative
effects [4].

Beyond attention-seeking negativity, certain types of
content—including  scams, hate speech, and
pornography—cause direct societal harm. Even brief
exposure can worsen mental health, with studies
reporting heightened anxiety and depressive symptoms
after as little as 14 minutes of negative news

consumption [5], [6]. These harms are amplified for
children and adolescents, who face elevated risks from
predation and cyberbullying, where victims are three
times more likely to attempt suicide [7]. At a societal
level, misinformation undermines trust in democratic
institutions and can fuel unrest [8]. These converging
threats create an urgent need for automated, scalable
content moderation and public-safety monitoring.

While Transformer models like BERT and RoBERTa
have achieved strong results on broad news categories
[9-11], they struggle with the nuances of negative-news
subdomains like violent extremism and financial scams
[12]. Early flat classification approaches, which treat
harmful subtypes as independent classes, often fail
when themes overlap. For instance, an LSTM-RNN for
Indonesian posts struggled when scam and extremist
cues co-occurred [13], and a CNN confused “violent
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protest” with “violent propaganda” [14]. Even with
Transformer-based fine-tuning [15], these models can
mislabel a cryptocurrency-funded terror cell as a
“scam” instead of “violent extremism,” a high-stakes
error with tangible consequences [16], [17]. These
limitations demand methods that can encode label
structure and external knowledge.

Hierarchical text classification (HTC) offers a partial
solution by modeling parent—child relations to enforce
top-down consistency [18]. This method organizes
labels in a tree, assigning broad categories before
refining to subcategories, which improves accuracy and
reduces confusion between related labels [19]. The
effectiveness of this approach is evident in diverse
applications. In multilingual settings, a teacher-student
pipeline using GPT-40 and XLM-RoBERTa matched
large-model performance on media topics [20]. For
low-resource Indonesian toxicity detection, a three-
stage hierarchy reduced false positives by 8% compared
to a flat model [21]. Recent work has begun integrating
external  knowledge graphs into hierarchical
frameworks to better model semantic dependencies
across label levels and improve robustness [22].
However, such integrations remain limited in the
context of negative-news classification and public-
safety monitoring.

Knowledge-graph  (KG)-enhanced  classification
further improves disambiguation by grounding entities
(e.g., “Bitcoin,” “ISIS”) in a network of structured facts.
Fusing KG embeddings with text helps separate
overlapping labels and propagate external signals like
source reliability [23]. This technique has vyielded
significant gains across various domains, improving
precision in cryptocurrency-fraud detection by 7% [24],
reducing false positives in fake-news classification by
12% [25], and increasing F1 scores for hate speech by
5% [26]. It has also proven effective in low-resource
settings, achieving 86.16% accuracy in Indonesian fact-
checking [27]. Yet, the integration of KGs into
hierarchical pipelines for negative-news classification
remains underexplored.

Even with these structural and knowledge-based
enhancements, model decisions can be opaque.
Decision  Tree-of-Thought (DToT) prompting
addresses this by guiding a large language model
through a structured reasoning process [28] an
evolution of Tree-of-Thought methods that explore
multiple reasoning paths [29], [30]. With DToT, the
model first forms a coarse rationale (e.g., “This post
may be hateful”) and then refines it with targeted sub-
questions (e.g., “Does the text contain slurs?”). This
approach improves toxic-content classification by up to
4.6% over standard Chain-of-Thought and produces
transparent, audit-ready rationales [31]. To date,
however, DToT has not been combined with
hierarchical taxonomies or KGs.

Despite individual progress with HTC, KG
enhancement, and DToT, critical gaps persist. To our
knowledge, no prior work unifies these three paradigms
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into a comprehensive framework for classifying
negative news. Annotated, multi-level datasets for
harmful content remain scarce, particularly for low-
resource languages [21]. Consequently, there is no
integrated method that routes an article through a KG
and then traverses a classification hierarchy with DToT-
guided reasoning, leaving boundary cases unresolved
and explanations fragmented.

To address these challenges, we propose KG-DToT-
HTC, a framework that links news entities to a
knowledge graph, encodes a hierarchical category tree,
and employs DToT to generate stepwise rationales at
each level. Recent advances in automated knowledge
graph construction using large language models enable
dynamic schema induction and scalable triple
extraction from web-scale corpora, making such
integration increasingly feasible in real-world
monitoring systems [32]. Our aims are to (a) reduce
misclassification among related harmful topics, (b)
enhance interpretability through transparent, level-by-
level explanations, and (c) improve generalization in
low-resource and overlapping-label scenarios.

2. Methods

This chapter describes the methodology used to develop
and evaluate the proposed KG-DToT-HTC framework
for classifying harmful Indonesian online content. We
begin by presenting an overview of the end-to-end
architecture and the role of the gatekeeper module as an
initial filtering mechanism (Section 2.1). We then detail
the data sources, preprocessing procedures, and train—
validation—test split strategy (Section 2.2). Next, we
explain the design of the IndoBERT-based Gatekeeper
Classifier (Section 2.3) and the two-level hierarchical
taxonomy that structures the label space (Section 2.4).
The construction of the domain-specific Knowledge
Graph for contextual grounding is described in Section
2.5, followed by the Decision Tree-of-Thought (DToT)
reasoning mechanism that guides hierarchical label
traversal (Section 2.6). Finally, we present the
implementation details (Section 2.7) and the
experimental setup, including evaluation metrics and
ablation configurations (Section 2.8).

2.1 Overview of the KG-DToT-HTC Framework

We design a two-stage pipeline framework to
accurately classify harmful online content. A specially
trained IndoBERT model first acts as a gatekeeper,
performing a rapid initial screening to flag potentially
harmful articles. Content identified as harmful is then
forwarded to the full KG-DToT-HTC pipeline for
detailed hierarchical categorization.

This specialist pipeline integrates three complementary
components. The Knowledge Graph (KG) links entities
extracted from the article to a compact, domain-specific
graph of factual relationships. This grounding provides
embedding representations and concise natural-
language context that help disambiguate overlapping
topics, such as distinguishing cryptocurrency-related
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fraud from violent extremism. The Decision Tree-of-
Thought (DToT) mechanism guides the LLM at each
hierarchy node to generate multiple candidate labels
with supporting rationales, critically compare these
alternatives, assign confidence scores, and select the
most  appropriate  category, thereby producing
transparent and auditable explanations. Finally,
Hierarchical Text Classification (HTC) organizes the
label space through a predefined two-level taxonomy,
where broad parent categories guide finer-grained
subcategories. This top-down traversal constrains the
reasoning path and reduces misclassification among
nested or semantically related subtypes.

As illustrated in Figure 1, the pipeline begins with the
Gatekeeper Classifier. If an article is flagged as
harmful, it proceeds to entity linking against the
Knowledge Graph before entering the hierarchical
DToT classification stages for Level 1 and Level 2. The
final output is a leaf-node label (e.g., “Financial Crimes
— Scams & Fraudulent Schemes”) accompanied by a
complete chain of human-readable rationales.

Jurnal RESTI Vol. 10 No. 1 (2026)

Article KG-DToT-HTC Pipeline

Knowledge Graph (KG)
l Embed & retrieve context

}

Decision Tree of Thought
Generate & critique labels

" '
NO Henui Hierarchical Text

Classification (HTC
Navigate taxonomy

'

Leaf node label

Gatekeeper
Binary classifier

Figure 1. KG-DToT-HTC Framework Pipeline
2.2 Data Acquisition and Preprocessing

We obtained 7,365 monitoring records from the
Directorate of Security Operations and Information
Control at Indonesia’s National Cyber and Crypto
Agency (BSSN) covering October 1 to December 31,
2024. After removing duplicates and records missing
critical text fields, a final dataset of 7,140 records was
used. We illustrate the dataset with anonymized
instances showing the exact fields used by our pipeline
in Table 1.

Table 1. Dataset Examples

Title Description Type Cluster Sub-cluster Action
« T, “Tautan mengarah ke situs Promotion of Illicit Activities . .
Promo judi... taruhan. . post Substances Online Gambling block
J.I gu.nakf’,n “Penggalangan dana anonim...”  news ldeological Threats & Extremism V|olen_t Extremism & report
Bitcoin... Terrorism
“Kiloan Sabu e . » Promotion of Illicit
disita..” Polisi menyita paket... NeWs \ tivities/Substances Drugs-Related Content block
Konten video “Video eksplisit...” tweet Exploitation, Abuse & Endangerment Pornography & Sexual block

viral...”

Content

The subcluster distribution is heavily skewed toward
certain types of harmful content. At the top end, Online
Gambling (988), Drugs Related Content (945),
Pornography (898) and Group (846) together account
for over half of all records, reflecting the prevalence of
these topics in BSSN’s monitoring logs. The rarest
labels—Hate Speech Governments (362), Scam (300),

Online Gambling
Drugs
Pornography
Groups

Human Trafficking
Separatism
Financial Crime
Child Exploitation
Individuals
Governments
Scam

Violent Extremism 297

and Violent Extremism (297)—highlight subdomains
with comparatively fewer incidents but potentially
higher risk per occurrence. This uneven distribution
underscores the need for careful handling of both high
volume and low volume classes in our classification
pipeline. The distribution of subcluster labels in the
dataset can be seen in Figure 2.

988

600 800
Frequency

1000

Figure 2. Distribution of subcluster labels
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Our preprocessing pipeline concatenates the title and
description fields, applies standard text cleaning
(lowercasing,  punctuation  removal), performs
stemming using the Sastrawi library, and normalizes
common slang using custom dictionaries.

Finally, we perform a stratified split based on the
combined cluster—subcluster labels into 70% training
(5,000 records), 10% validation (714 records), and 20%
testing (1,426 records). All random seeds are fixed
(seed=42) for reproducibility. The training and
validation sets are used to fine-tune the Gatekeeper
Classifier and build the Knowledge Graph. The core
DToT-HTC pipeline utilizes a pre-trained LLM without
further fine-tuning, ensuring a zero-shot reasoning
approach.

2.3. Gatekeeper Classifier Design

To optimize the efficiency of our framework, we
employ a binary Gatekeeper Classifier designed to filter
out clearly benign content before it reaches the more
resource-intensive LLM pipeline. For this task, we fine-
tune IndoBERT BaTok, a state-of-the-art BERT model
developed for the Indonesian language.

The model was trained on a binary text classification
task where we mapped the action field from the dataset
to create ground-truth labels: records with an action of
“none” were labeled as Benign (0), while those marked
for “block™ or “report to authorities” were labeled as
Harmful (1). The fine-tuning process was conducted on
the 5,000-record training set and tuned using the 714-
record validation set.

2.4 Taxonomy & Hierarchy Design

To capture the nuanced landscape of harmful content,
we designed a two-level hierarchical taxonomy based
on BSSN's expert labels. At the root is Negative Online
Content, which splits into five Level 1 parent
categories. Each branch is then refined into specific
Level 2 subcategories, as detailed in Table 2.

Table 2. Taxonomy hierarchy

Level 1 (Parent Category)
Financial Crimes &

Level 2 (Child Subcategories)
- Scams & Fraudulent

Deception - Financial Crimes
Exploitation, Abuse & - Child Exploitation &
Endangerment Endangerment
- Pornography & Sexual
Content

- Human Trafficking

- Violent Extremism &
Terrorism

- Separatism & Subversion

- Drugs-Related Content

- Online Gambling

- Individuals

- Groups (ethnicity, religion)
- Governments

Ideological Threats &
Extremism

Promotion of Illicit
Activities/Substances
Hate Speech

2.5 Knowledge Graph Construction

To ground our model in real-world context, we built a
compact, domain-specific Knowledge Graph (KG). We
started by extracting unique entities from our training
data and integrated BSSN’s local lexicons. A team of
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domain experts then manually curated approximately
500 triples to define the core ontological relationships.
These curated triples formed the ontological backbone,
which was then expanded by automatically mapping the
unique entities extracted from the training data to their
respective categories (e.g., ("Sabu", is a, "Narcotic”),
resulting in the final graph of 4,302 triples. At inference
time, entities detected in an article are matched to their
KG nodes to provide context for the DToT prompt.

The final compact KG serves as a rapid look-up tool
during the classification process. When a new article is
analyzed, entities within its text are identified and
matched to corresponding nodes in the KG. The factual
context retrieved from the KG (e.g., embeddings and
natural-language facts) is then summarized and injected
directly into the DToT prompt. This provides the LLM
with the explicit, real-world knowledge needed to
differentiate between semantically similar but critically
different categories, such as distinguishing a financial
scam from terrorism financing.

To assess coverage, we measured the fraction of test-set
entity mentions successfully linked to KG nodes (top-1
lexical match with morphological normalization):
91.4% at Level 1 clusters and 84.7% at Level 2
subclusters. We expose the top-k KG facts injected into
prompts to enable auditability and error analysis.

2.6 Decision Tree-of-Thought (DToT) Prompting

The heart of our framework is DToT prompting, which
The core reasoning component of our framework is
Decision Tree-of-Thought (DToT) prompting, which
induces structured, comparative deliberation at each
node of the label hierarchy, rather than relying on
standard zero-shot prediction or a single linear chain-
of-thought. For each decision point, the model receives
a single, structured instruction that includes the article
title and description, a concise summary of relevant
facts retrieved from the Knowledge Graph, the current
position in the hierarchy, and the set of candidate child
categories available at that node.

Given this input, the model first proposes up to three
plausible candidate categories and provides a brief
rationale for each candidate, explicitly grounded in cues
from the text and the injected KG context. The model
then performs a comparative self-evaluation by
examining the competing rationales, selecting the
strongest category, and reporting a confidence score on
a 1-100 scale together with a short justification for why
the selected option is preferred. This procedure is
repeated in a top-down manner: the chosen category
determines the next hierarchy node, and the same
deliberation process continues until a leaf-level label is
reached. As a result, the system outputs both the final
classification and a coherent sequence of human-
readable rationales along the traversed path, enabling
transparent and auditable decisions.

To ensure consistent formatting and downstream
parsing, each node-level decision is produced in a
constrained JSON structure containing the set of
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candidate “thoughts” (category—rationale pairs) and a
final “evaluation” field with the selected category,
confidence score, and final rationale. Operationally, the
prompt content is bounded to maintain stability and cost
control: the article snippet is truncated to at most 400
tokens and the KG context summary to at most 60
tokens. When the model’s confidence remains low—
specifically, when all proposed candidates receive
confidence scores below 60—the system invokes a
fallback procedure by expanding the KG context (up to
120 tokens) and re-issuing the decision once. If
confidence remains below threshold after this second
attempt, the instance is routed to a human reviewer for
adjudication.

2.7 Implementation Details

Figure 3 shows a step-by-step “reasoning trace” for
classifying a post about Jemaah Islamiyah using
Bitcoin. The input snippet (A) is enriched with
Knowledge Graph facts (B)—that JI is a terrorist
organization and Bitcoin is a cryptocurrency—then a
Deliberate Tree-of-Thought module (C) generates
competing rationales and provisional labels (e.g.,
Financial Crimes, Ideological Threats & Extremism,
Promotion of Illicit Activities). Following the
taxonomy, the system selects the branch Root — Safety
Risks — lIdeological Threats & Extremism — L2
Violent Extremism & Terrorism with confidence 87
(D). A fallback is shown: if the top confidence is below
a threshold, the model expands KG context, re-asks
once, and escalates to human review if still uncertain.

Input

Jemaah Islamiyah
uses Bitcoin to soiicit

anonymous donations...

@ KG Facts

Jemaah Islamiah
is.a, TerroristOrganization

Title Description —> <Bitcoin, isa

Descristapp @u** Cryptocurrency

Timestamp 2024-1-1

Source Source

C | KG Facts @ Decision Path
Proposed Label

Thought #- Rationale at Current Node

1 Focus on
‘cryptocurrency —

Financial Crimes

Safety Risks
Idelogical Threats
& Extremism

2 Jemaah Ideological
Islamivah linked to Threats & Extrerism

Promotion of lllicit
Activities/Substances

3 Mentions of
‘promotion’

L2 Violent
Extremism & Terorism

Confidense
87

Figure 3. End-to-end decision path

Candidate children =60
Financial Crimes
Ideological Threats & Extrenism

Promotion of Illicit Activities/Substances

All components were implemented in Python 3.10. We
used PyTorch and the Hugging Face Transformers
library. The entity linking pipeline was built on spaCy
3.5. Knowledge Graph embeddings were trained using
PyTorch-BigGraph. LLM inference was managed via
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the OpenRouter API. All training and embedding
workloads ran on a single NVIDIA V100 GPU, while
LLM inference was handled on a CPU-only instance.
Table 3 details the key environmental settings.

Table 3. Environmental Details

Component Library / Tool Key Settings
Gatekeeper Hugging Face Model: IndoBERT BaTok; Ir
Classifier Transformers /= 2e-5; batch_size = 16;
(Binary) PyTorch epochs =3
Knowledge Algorithm: Transg; dim =
Graph 128; margin = 1.0;
Embedding PyTorch-BigGraph neg_sampling = 1:1
Base model:
spaCy 3.5  +id_core_news_sm; no

Entity Linking ~ Custom Patterns
DToT

Prompting

(LLM Inference) OpenRouter API

additional fine-tuning

Temperature = 0.0; top_p =
0.9; max_tokens = 256;
beam_size =3

2.8 Experimental Setup & Evaluation Metrics

The experiments are designed in two stages: first, to
determine the most effective foundational LLM, and
second, to evaluate the contribution of each major
component in our framework through targeted ablation
studies. Table 4 summarizes the testing scenarios used.

Table 4. Testing Scenarios

Scenario Configuration Purpose
Full DToT+KG+HTC on Identify the best
Comparison GPT 4.1, Gemini 2.5 Pro, base LLM
Claude Sonnet 4
(identical prompts &
hyperparams)
No-KG DToT+HTC (no KG Quantify KG’s
Ablation grounding) contribution
No-DToT Zero-shot HTC+KG (no  Assess DToT’s
Ablation DToT multi-step  impact
reasoning)
No-HTC DToT +KG + flat Evaluate
Ablation 12-way subcategory  hierarchical
prompt routing
Baseline Zero-shot flat  Establish a
classification (no DToT, minimal LLM
KG, or HTC) performance
baseline

We evaluate model performance across all scenarios
using taxonomy-aware and imbalance-robust metrics.
Macro F1-score is our primary accuracy measure
because it computes an F1-score for each class and then
averages these scores equally across all Kclasses,
ensuring that rare but critical categories are not
overshadowed by frequent classes such as “Drugs” or
“Online Gambling.” Formally, Macro F1 is computed
as shown in Equation 1, where K denotes the total
number of classes and F1, denotes the F1-score for
class k.

Macro-F1 =~ 3K_, F1 1)
We also report the Hierarchical F1-score (hF1) to assess
how well predictions respect the taxonomy structure
(Equation 2). This metric assigns partial credit when the
predicted and true labels share ancestors in the
hierarchy, penalizing within-branch confusions less
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than cross-branch errors. Hierarchical precision
(Equation 3) and recall (Equation 4) are computed using
the overlap between the ancestor sets of the predicted
and gold labels, as defined in. In this equation, N
denotes the total number of evaluated instances, y; is
the gold label for instance i, ¥; is the predicted label for
instance i, and A (y) denotes the set containing label
yand all of its ancestor labels in the taxonomy,
including the root.

__ 2-hPrec-hRec

hF1 = 2
hPrec+hRec
TN AGINAG)I
P e =1 3
hPrec SV AG| @)
_ 3N AGDNAG)I
hRec = =5 ool @)

In addition to accuracy-based metrics, we measure
latency, defined as the average response time per LLM
call, to assess real-time feasibility in operational content
moderation settings. We also measure cost, calculated
as the average and total token usage per classification,
to estimate the computational and financial implications
of each configuration, particularly when relying on
commercial LLM APIs.

3. Results and Discussions

This chapter presents the empirical evaluation of the
proposed KG-DToT-HTC framework. We first report
quantitative results, including foundational LLM
comparisons and ablation studies assessing the
contributions of KG, DToT, and HTC (Section 3.1). We
then provide a qualitative case study to illustrate how
the integrated framework resolves complex semantic
ambiguity (Section 3.2). Key findings are synthesized
to highlight component-specific failure modes (Section
3.3), followed by a comparison with prior work
(Section 3.4). Finally, we discuss broader implications,
limitations, and directions for future research (Sections
3.5-3.6).

3.1 Quantitative Findings

To identify the most suitable foundational language
model, the complete KG-DToT-HTC pipeline was
evaluated across three leading LLMs—GPT-4.1,
Gemini 2.5 Pro, and Claude Sonnet 4—using identical
prompts and configurations. As shown in Table5,
GPT-4.1 achieved the highest scores in both Macro F1
and Hierarchical F1, making it the optimal choice for all
subsequent ablation and baseline experiments.

Table 5. Comparative Performance of Foundational LLMs

Model MacroF1  H-F1  Latency (s)  Tokens
GPT-4.1 0.934 0.931 2.2 1150
Gemini 2.5 Pro 0.923 0.925 25 950
Claude Sonnet 4 0.905 0.911 1.4 820

Using GPT-4.1, we conducted ablation studies to isolate
the contribution of each major component—KG, DToT,
and HTC—and included a zero-shot baseline for
comparison. The results presented in Table 6 reveal the
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performance drop when key modules are removed. The
full model consistently outperforms all ablations,
confirming the synergistic value of the integrated
design.

Table 6. Ablation and Baseline Scenario Results

Model / Macro  Hierarchical nggéy é\égt
Configuration F1 F1 (hF1) ) (tokens)
Full Model 0.934 0.931 2.2 1150
(KG-DToT-

HTC)

No KG (DToT  0.861 0.902 2.1 920
+HTC)

No DToT (KG  0.884 0.885 1.8 700
+ HTC, Zero-

Shot)

No HTC 0.892 0.883 1.9 900
(DToT + KG,

Flat)

Baseline 0.785 0.790 11 650
(Zero-Shot,

Flat Only)

3.2 Qualitative Analysis: A Case Study in Reasoning

To provide concrete evidence of how the KG-DToT-
HTC framework succeeds in untangling nuanced
content, we present a qualitative analysis of a
challenging example from the test set. The case
involves an Indonesian news snippet that intertwines
themes of financial technology and terrorism—a
combination that proved difficult for our baseline and
ablation models.

Test Article: "The Jemaah Islamiyah (JI) group is now
using Bitcoin to raise funds anonymously. These funds
will be used to finance operations in conflict regions."

Zero-Shot Flat Classifier (Scenario 5): This model
predicted “Financial Crimes,” fixating on the prominent
keyword "Bitcoin™ while entirely missing the more
severe threat posed by "Jemaah Islamiyah.” DToT-HTC
without KG (Scenario 2): This model correctly
identified the top-level category “Ideological Threats &
Extremism” but incorrectly classified the subcategory
as “Separatism & Subversion.” Lacking specific entity
knowledge, it made a plausible but incorrect inference
based on the text's tone alone.

Full Framework Success (Scenario 1): The full KG-
DToT-HTC pipeline navigated the complexity by
leveraging all its components to produce a transparent,
evidence-based rationale.

Level 1 Decision: The DToT agent extracted "Jemaah
Islamiyah™ and queried the Knowledge Graph,
retrieving the triple (Jemaah Islamiyah, is_a,
TerroristOrganization). This single fact allowed it to
confidently discard "Financial Crimes" and select
“Ideological Threats & Extremism.” Level 2 Decision:
Proceeding down the hierarchy, the DToT prompt was
now enriched with the context that a terrorist
organization was using Bitcoin. This allowed it to
precisely differentiate between sibling subcategories
and confidently select “Violent Extremism &
Terrorism.”

138



Hadiprakoso et al

3.3 Key Findings

The quantitative results not only confirm the superiority
of our integrated framework but also pinpoint the
specific weaknesses of simpler approaches. The
performance drops in the ablation studies are
meaningful—they reveal each component's vital role by
showing the specific errors that occur in its absence.

The most significant drop in fine-grained accuracy
(Macro-F1: 0.934 — 0.861) occurred when the
Knowledge Graph was removed. This points to a major
failure in understanding context and subtle differences
in meaning (semantic disambiguation). Without the
KG, the DToT model can still interpret the general tone
and structure of a text—correctly identifying a post as
an "ldeological Threat"—but it lacks the factual anchor
to differentiate between specific real-world entities. For
example, it might fail to distinguish a post about a local
separatist movement from one about an international
terrorist organization because, to the model, they are
just names. The KG provides the essential context (is_a:
TerroristOrganization) that turns a guess into an
evidence-based conclusion.

Removing the DToT reasoning process (Scenario 3)
reveals a failure to resolve ambiguity. This model has
access to all the necessary facts from the KG and the
structure from the hierarchy. However, when faced with
conflicting evidence (e.g., an article linking "Bitcoin™ to
"Jemaah Islamiyah"), it lacks the cognitive mechanism
to weigh the facts and make a deliberate judgment. It
performs a simple, one-shot inference that can be
swayed by strong but misleading signals, leading to a 5-
point drop in accuracy. DToT’s multi-step "generate-
critique-select” process provides the necessary
cognitive loop to resolve this conflict effectively.

The "No HTC" model (Scenario 4) highlights a logical
consistency failure. While its Macro-F1 score was
surprisingly high, it achieved the lowest Hierarchical F1
score. This indicates that while the powerful DToT+KG
combination can often find the correct leaf-node label,
its errors are more severe and logically inconsistent. It
might, for instance, misclassify "Online Gambling" as
"Hate Speech” an error that a hierarchical model would
never make, as it would have already pruned the "Hate
Speech" branch. The hierarchy thus acts as an essential
"guardrail," forcing the model's reasoning down a
plausible path and preventing these kinds of severe,
cross-category mistakes.

3.4 Comparison with Prior Work

Our findings both corroborate and extend earlier
research across the framework'’s three core components.
The failure of our flat baseline (Macro-F1 = 0.785)
aligns with the struggles of earlier models for
Indonesian content [24, 25], confirming that this
architectural limitation persists even with modern
LLMs. The 7-point Macro-F1 drop in our "No KG"
ablation quantitatively mirrors the 5-7% performance
gains reported in KG-enhanced classification studies
[28, 29]. The 5-point Macro-F1 decline in our "No
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DToT" ablation confirms the findings of Zhang et al.
[23], who reported a similar ~4.6% accuracy lift using
DToT for toxic content detection.

In sum, while prior work has demonstrated the
individual benefits of HTC, KG, and DToT, our
research provides the first empirical evidence that only
their unified application can deliver the accuracy and
transparent reasoning needed to fill the gap for a fully
integrated harmful-news classification system.

3.5 Broader Implications of Key Findings

Beyond the performance metrics, these findings have
significant implications for the design and deployment
of Al systems for content moderation.

A Paradigm Shift Towards Interpretable, "Glass-Box™
Moderation: The success of the full framework
demonstrates a viable path away from opaque, "black-
box" classifiers. For sensitive domains like content
moderation, where decisions impact free speech and
public safety, the ability to produce a transparent, step-
by-step rationale is critical for fairness, accountability,
and building user trust. Our results show that this
interpretability does not have to come at the cost of
accuracy.

Validating the "Cognitive Architecture” Approach: The
massive 15-point performance leap from the zero-shot
baseline to the full framework proves that a powerful
LLM alone is not a solution. The success comes from
the cognitive architecture, the synergistic combination
of a structured hierarchy (long-term memory), a
knowledge graph (external memory), and a reasoning
engine (the processing unit). This suggests that for
complex, real-world problems, a more effective path to
improvement is not just scaling up models but
designing sophisticated frameworks that enable them to
reason and use knowledge effectively.

A Blueprint for Culturally Aware and Context-Specific
Al: The framework’s reliance on a domain-specific
Knowledge Graph provides a tangible blueprint for
developing Al systems that are sensitive to local
contexts. Instead of depending on generic models
trained primarily on Western data, platforms can build
and maintain KGs that capture local political entities,
cultural nuances, extremist group names, and regional
slang relevant to a specific country like Indonesia. This
addresses a major flaw in global content moderation
efforts, providing a path toward more equitable and
effective local deployments.

3.6 Limitations and Future Work

While the proposed framework demonstrates
substantial improvements, several limitations remain.
First, modality constraints apply because the current
system is designed exclusively for textual inputs and
therefore cannot capture harm expressed through
images, memes, or videos, which are common in real-
world online environments. Second, taxonomy rigidity
limits expressiveness because the model follows a
single hierarchical path, whereas harmful content may
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be inherently multi-faceted—for example, hate speech
that simultaneously targets a government and an ethnic
group. In addition, the fixed taxonomy may not readily
accommodate emerging threats, such as novel scam
strategies or the promotion of illicit weapons, without
manual revision.

This study also raises ethical considerations related to
potential bias. The training data, drawn from
monitoring records maintained by Indonesia’s National
Cyber and Crypto Agency (BSSN), may reflect
institutional priorities or broader societal biases in
determining what is labeled as harmful. Similarly, the
manually curated knowledge graph may inadvertently
encode subjective judgments from the experts involved.
These risks can be partially mitigated by the
framework’s interpretability: because the system
produces transparent, step-by-step rationales, human
auditors can scrutinize not only the final label but also
the evidence and reasoning that led to it, supporting
accountability and bias monitoring.

Future research can address these limitations in several
ways. One direction is to extend the framework to a
multi-modal setting by incorporating vision—language
models so that the DToT agent can jointly reason over
textual and visual evidence. Another direction is to
increase taxonomic flexibility by supporting multi-label
hierarchical classification, enabling an instance to be
assigned to multiple relevant categories when
appropriate. A further direction is to integrate novelty
detection to identify out-of-distribution content; when
the model exhibits uniformly low confidence across
available categories, the system could flag the instance
as potentially harmful but uncategorized and route it to
human reviewers, creating a feedback loop for
discovering and incorporating new harm categories.

4. Conclusions

This research sets out to address the failure of existing
models to accurately classify nuanced and overlapping
harmful content at scale. The objective was to design
and validate a novel framework that could untangle
complex themes by unifying hierarchical classification
(HTC), knowledge graph (KG) grounding, and
advanced LLM reasoning (DToT). Our proposed KG-
DToT-HTC framework has successfully met this
objective. The integrated system achieves state-of-the-
art performance, with a Macro-F1 score of 0.934 on a
challenging real-world dataset. The findings
conclusively show that the framework's success is not
attributable to any single component, but to their
powerful synergy. Ablation studies revealed that
removing the KG caused the most significant drop in
accuracy, removing DToT crippled the model's ability
to resolve ambiguity, and removing the HTC structure
resulted in more severe, logically inconsistent errors.
Through its step-by-step reasoning process, it enhances
model interpretability, moving beyond opaque "black
box" systems to provide transparent and auditable
rationales for its decisions.
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