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Abstract  

Blockchain has been identified as a technology that can be used in healthcare systems, especially in terms of data security, 

privacy, and interoperability. This article explores the application of blockchain in various medical processes ranging from 

patient registration, visit registration, initial examination, patient examination, diagnostic input, and drug preparation. This 

study was conducted at a healthcare facility that utilizes blockchain as a technology to manage patient data, medical records, 

and drug prescriptions. This study uses a combined approach between literature studies and qualitative methods using the 

Focus Group Discussion (FGD) technique for evaluates the impact of model blockchain.  Model validation with domain experts 

in the health sector (doctors, nurses, administrators, IT experts, and pharmacists). The results research is a validated Model 

blockchain public health sector improves the security and privacy of patient data but also accelerates operational processes 

in the healthcare chain. This study concludes that blockchain can be a transformational solution for addressing major problems 

in the healthcare sector, although cross-sector collaboration is needed to ensure successful implementation. 
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1. Introduction  

In the era of rapidly developing digital technology, 

modern healthcare systems face significant challenges 

in terms of data security, patient privacy, and 

interoperability between healthcare institutions [1], [2]. 

Patient data management involving electronic health 

records (EHR) has become the standard, but existing 

systems still face many obstacles in terms of speed, 

efficiency, and data integrity [3]–[5]. The increasing 

presence of cyber threats and the inability of various 

systems to share data efficiently indicate the importance 

of the need for more secure and transparent technology 

[6]–[8]. In this context, blockchain has emerged as a 

potential alternative solution to address various 

challenges in the healthcare system in Indonesia. 

Blockchain is a distributed ledger technology that 

allows secure and decentralized data recording[4], [9], 

[10]. Data stored in the blockchain cannot be changed 

or deleted without the consent of all nodes in the 

blockchain network [11]–[15]. With this way of 

working, blockchain technology offers great 

opportunities for application in the healthcare sector, 

where data integrity, security, and reliability are very 

important. The blockchain model developed in this 

study is designed to be applied at various stages of 

healthcare services, from patient registration, 

management of electronic medical records, and 

interoperability between healthcare information 

systems, to management of electronic medicines and 

prescriptions. The model developed aims to address 

issues of patient data security, and operational 

efficiency, and increase transparency in the healthcare 

service process. 

One of the main challenges in today's healthcare system 

is the security of patient data. Personal health 

information is one of the most sensitive and valuable 

types of data. In a centralized system, data is usually 

https://doi.org/10.29207/resti.v9i6.6934
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stored on a single server or location which is the main 

point of vulnerability. When a cyberattack or data leak 

occurs, the implications for patients and healthcare 

providers can be very detrimental. In this case, 

blockchain offers a fundamental solution, where data in 

the blockchain is distributed across various nodes in the 

network so that the risk of cyberattacks or system 

damage can be minimized [16]–[19]. There is no single 

point of failure that can be exploited by irresponsible 

parties. In addition, the use of strong cryptographic 

technology ensures that only authorized parties can 

access patient data [16], [20], [21]. In addition to data 

security issues, the developed blockchain model also 

offers a more efficient system in the hospital operational 

process, especially inpatient registration. Currently, the 

patient registration process is often time-consuming and 

involves many manual steps, including identity 

verification, filling out forms, and checking insurance. 

By using blockchain, patient data can be stored and 

verified automatically through encrypted digital 

identities [9], [18], [22]. Each patient has a unique 

digital ID stored in the blockchain and linked to their 

medical records. When patients come to the hospital, 

this ID can be used to verify their identity directly and 

ensure that all necessary information is available 

without the need for time-consuming manual processes.  

Blockchain enables better interoperability between 

health information systems. One of the problems often 

faced by hospitals and clinics is the inability of different 

systems to share patient data securely [23]–[27]. For 

example, when a patient is referred from one hospital to 

another, patient data often has to be sent manually or 

through unintegrated systems, which can slow down the 

care process and increase the risk of errors. By using 

blockchain, patient data can be accessed by all 

authorized parties in real-time, without compromising 

security. All medical records, test results, and patient 

treatment history can be viewed by doctors at any 

hospital connected to the blockchain network, provided 

they have the necessary permission from the patient. 

Electronic medical record (EHR) management also 

becomes more secure and structured with the 

implementation of blockchain [9], [28], [29]. Whenever 

there is a change or update to a patient's medical data, 

the change is recorded in the blockchain and verified by 

all nodes in the network. This ensures that the patient's 

medical record is always up-to-date and cannot be 

changed by unauthorized parties [9], [30]. With 

traditional systems, there are often errors in updating 

data or even the risk of data being lost or deleted. 

However, with blockchain, all changes are recorded 

transparently and permanently so that every step in the 

patient care process can be traced. 

Another important aspect of this blockchain model is 

the management of electronic medicines and 

prescriptions. One of the major problems in the 

pharmaceutical supply chain is the difficulty in tracing 

the origin of medicines and verifying the authenticity of 

prescriptions [31]. Counterfeit medicines have become 

a serious problem in many countries, and existing 

systems often lack sufficient transparency to ensure that 

the medicines received by patients are genuine. With 

blockchain, every step in the drug distribution process, 

from the factory to the patient's hands, can be clearly 

traced. Pharmacies can verify that the prescriptions they 

receive are valid and in accordance with those 

prescribed by the doctor, thereby reducing the risk of 

errors in drug administration. Blockchain also allows 

the recording of every interaction between the doctor, 

pharmacy, and patient regarding drug administration, 

which ensures full transparency in drug management 

[1], [2], [32], [33].  

The implementation of blockchain in healthcare 

systems has the potential to significantly improve 

operational efficiency, reduce costs, and enhance data 

security by automating administrative processes like 

patient registration, insurance verification, and 

prescription management, which in turn reduces the 

reliance on manual processes and paper use[34]–[36]. 

This not only reduces staff workload but also optimizes 

patient service time, while giving patients full control 

over their health data, thereby fostering trust in the 

healthcare system. However, despite these promising 

benefits, the adoption of blockchain technology faces 

challenges, particularly the high initial implementation 

costs and the need for training staff unfamiliar with the 

technology. As revealed in Focus Group Discussions, 

while blockchain addresses critical issues such as 

security, efficiency, and interoperability, overcoming 

the barriers of cost and staff training is essential for 

successful implementation. Therefore, hospitals and 

healthcare providers must develop a comprehensive 

strategy to address these challenges and ensure the 

technology’s full potential is realized for the benefit of 

both patients and the healthcare system. 

This study develops a blockchain model and 

architecture for Public Health Services. This model 

offers a holistic and innovative solution to address the 

challenges faced by the modern healthcare system. By 

enhancing data security, transparency, and operational 

efficiency, blockchain can have a significant impact on 

improving the quality of healthcare services and patient 

experience. Furthermore, with validation from the 

FGD, this model shows that the application of 

blockchain in the healthcare sector has great potential 

to create a more integrated, secure, and patient-centric 

system in the future. 

2. Methods 

This study uses a combined approach between literature 

studies and qualitative methods using the Focus Group 

Discussion (FGD) technique. This approach is designed 

to gain a more comprehensive understanding of the 

application of blockchain technology in the health 

sector, especially regarding the development of the 

proposed model. Literature studies are used to identify 

key concepts, existing problems, and potential 

applications of blockchain in the health sector. 
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Meanwhile, the FGD method allows researchers to 

gather insights from key stakeholders in the health 

sector, including doctors, nurses, administrative staff, 

and health information technology experts. 

 

Figure 1. Scheme Methodology 

The research was done sequential, and connected steps 

to make sure that the solution that came out of it really 

meets the needs of people in the field as shown in Figure 

1. The first step was to figure out what the problems 

were by looking at the literature and learning about how 

blockchain is used in healthcare. At this point, 

researchers looked at a number of journal articles, 

research reports, and books from reliable scientific 

databases to learn more about patient privacy, data 

security, system interoperability, and how to make 

healthcare services run more smoothly. Researchers 

used this review to find long-term problems with 

managing electronic medical records and to come up 

with the main focus of their research. 

Once the problem was fully understood, the next step in 

the research was to create a model. At this point, the 

researchers came up with a design for a blockchain 

model that they thought would solve the problems they 

had found. The development process used both theory 

and direct conversations with stakeholders through the 

Focus Group Discussion (FGD) method. Researchers 

learned a lot about what users need, what problems they 

face in their work, and what they expect from the new 

system through these talks. 

The next step was to check the model to make sure it 

was reasonable and could be used in real life. Validation 

was done through follow-up focus group discussions 

(FGDs) with people chosen based on their roles and 

experience, such as medical staff, hospital 

administrators, and health information technology 

experts. The talks were set up so that everyone could 

say what they thought, what they didn't like, and what 

they thought could be done better. These comments 

were then used to make the model more appropriate for 

the field. 

The last step was analysis and results, when the 

researchers talked in depth about the validated model. 

This stage talked about how the model that was created 

solved the research problem, what benefits it could 

have, and what problems that still needed to be solved. 

The results of this study should help with future model 

implementation and lead to more research. 

3.  Results and Discussions 

This study aims to explore the impact of blockchain 

technology implementation on the health system, with 

a focus on improving data security, operational 

efficiency, and interoperability between health 

institutions. In addition, this study also presents the 

development of a blockchain model and architecture 

specifically designed for the health service process, 

from patient registration to drug distribution. The 

results of the study are supported by validation 

conducted through Focus Group Discussions (FGD) 

with stakeholders, including doctors, nurses, hospital 

administration staff, and health information technology 

experts. 

3.1. Blockchain Model Development in the Health 

System 

The blockchain technology model in health services 

shown in Figure 2 shows a business process flow 

integrated with blockchain to secure and manage 

medical data. At the top of the diagram, it can be seen 

that various users, such as patients, admins, nurses, 

doctors, and pharmacies, are involved in the health 

service cycle. The business process starts from patient 

registration, visit registration, initial examination 

(screening), patient examination by a doctor, diagnostic 

input, to drug preparation at the pharmacy. All of these 

stages are connected to the blockchain, which functions 

as a decentralized and secure database to manage 

various types of data, such as registration data, visitor 

data, medical record data, and drug prescription data. 

Based on literature analysis and needs in the healthcare 

system, the blockchain model developed in this study 

consists of several main components, namely: (1) 

Patient Registration and Identification Blockchain 

allows patient registration to be carried out more safely 

and efficiently. Each patient is given a unique ID that is 

stored decentralized in the blockchain. This ID is 

connected to the patient's health data, including medical 

history, medical records, and diagnosis results. With 

blockchain, manual verification is no longer needed 

through a long form-filling process because ID 

verification can be done automatically by the system. 

(2) Electronic Medical Record (EHR) Data 

Management In this model, patient medical records are 

stored encrypted in the blockchain. Only parties 

authorized by the patient (such as doctors or medical 

personnel) can access the data. In addition, every time 

there is a change or update to the data, the change is 

recorded in the ledger, so that all transactions or 

changes can be tracked clearly and cannot be changed 

or deleted. (3) Interoperability between Health Systems 

One of the main problems in the healthcare system is 

the inability of various systems to share data securely. 

This blockchain model offers better interoperability 

between healthcare institutions, such as hospitals, 

clinics, laboratories, and pharmacies. Any data or 

medical history related to the patient can be accessed by 

various parties, according to the access rights granted, 

without causing the risk of data leakage or information 

inconsistency. (4) Drug Authentication and Electronic 

Prescriptions In drug management, blockchain is used 

to ensure the authenticity and accuracy of drug 

prescriptions issued by doctors. Every prescription 

issued by a doctor is stored in the blockchain, and 

pharmacies can access it securely to ensure that the 
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drugs given are in accordance with the prescription. 

This also helps reduce the risk of counterfeit drug 

distribution and drug administration errors. (5) 

Tracking and Transparency Blockchain allows all 

interactions or transactions in the healthcare chain to be 

clearly tracked. Starting from patient registration, 

examination, to drug distribution. Every step in this 

process is recorded in the blockchain, ensuring 

transparency and minimizing the potential for 

administrative errors or data manipulation 

 

Figure 2. Research Model Blockchain Public Health

3.2. Development of Blockchain Technology 

Architecture in Healthcare 

The blockchain architecture in healthcare enables 

secure, transparent, and decentralized management of 

electronic medical records (EMR). In this system, users 

like doctors, nurses, patients, and administrators 

contribute to medical records, which are then verified 

on the blockchain to ensure their validity and 

immutability. Nodes within the network manage a 

distributed ledger that stores verified medical data, 

while smart contracts automate processes such as 

granting access based on predefined rules. This ensures 

that medical records are accessible across various 

healthcare services, including hospitals and pharmacies, 

while maintaining data security, authenticity, and 

transparency. The use of a distributed ledger guarantees 

that every transaction is recorded and auditable, leading 

to a more efficient and secure healthcare ecosystem that 

safeguards patient privacy, as shown in Figure 3. 

3.3. Model and Architecture Validation with FGD 

(Focus Group Discussion) 

To ensure that the developed blockchain model is 

relevant and can be implemented in the real world, a 

validation process was carried out through FGD with 

key stakeholders in the health sector. This FGD 

involved doctors, nurses, health information technology 

experts, hospital administrators, and pharmacists. This 

discussion aims to better understand the needs, 

challenges, and potential for blockchain 

implementation in hospital operational processes. The 

results of the FGD provide several important insights 

that support the development of the blockchain model: 

(1) Security and Privacy of Patient Data Stakeholders, 

especially doctors and hospital administrators, strongly 

emphasize the importance of patient data security and 

privacy. They agree that blockchain offers a more 

secure system compared to traditional systems.  

 

Figure 3. Blockchain technology architecture in healthcare services 

One of the main challenges in managing patient data is 

the potential for privacy violations, where patient data 

can be accessed without permission. With blockchain, 

they believe that this risk can be minimized because this 

technology only provides access to authorized parties 

and patients have full control over who can see their 

data. As expressed by one of the FGD participants, 

“With blockchain, patients are more comfortable 

because they know who can access their data, and every 

time the data is accessed or updated, everything can be 

tracked.”. (2) Operational Process Efficiency Hospital 

administrators stated that one of the main problems 
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currently faced is the complexity of the patient 

registration process and other administration. In the 

proposed blockchain model, this process can be 

accelerated and automated. One example is the 

reduction in the time required for patient registration, 

where with blockchain, this process can be completed 

in minutes. In addition, patient identity verification can 

also be done faster because the blockchain system 

allows for digital identity management. (3) 

Interoperability Between Systems Nurses and doctors 

involved in the FGD stated that they often face 

difficulties in sharing patient data between different 

systems, for example, when a patient is referred to 

another hospital. This often results in delays in patient 

care. In the blockchain model, interoperability between 

various systems becomes easier because data is stored 

decentralized and can be accessed by all authorized 

parties without having to use an intermediary system. 

One nurse said, “With blockchain, we don’t have to 

wait long to receive medical records from other 

hospitals. All data can be accessed immediately and 

securely.” (4) Transparency in Drug Supply Chain 

Pharmacists who participated in the FGD emphasized 

the importance of ensuring the authenticity of drugs 

given to patients. They stated that blockchain provides 

a solution that allows tracking and verification of drugs 

from the factory to the hands of patients. This is very 

important in preventing the entry of counterfeit drugs 

into the supply chain. With the blockchain model, every 

stage of drug distribution is recorded and can be verified 

by related parties. One pharmacist said, "In this day and 

age, it is important to be able to verify whether the drugs 

we receive are genuine or not. With blockchain, we can 

know the origin of the drugs, and this is very helpful in 

maintaining the quality of the drugs we provide to 

patients." 5. Acceptance and Implementation 

Challenges Although the majority of FGD participants 

saw blockchain as a promising solution, they also 

identified several challenges in its implementation. 

Some of the main challenges expressed included high 

initial costs, the need for training for staff who are not 

familiar with the technology, and possible resistance 

from some stakeholders who are more comfortable with 

existing systems. To overcome these challenges, 

participants suggested that blockchain implementation 

be carried out in stages, starting with pilot projects in 

certain departments before being widely adopted across 

healthcare institutions. 

To verify the blockchain architecture in healthcare, one 

effective method is through Focus Group Discussion 

(FGD) involving resource persons from various related 

fields. This FGD aims to obtain input, validation, and 

deeper insights into the application of blockchain in 

electronic medical record management (EMR). The 

invited participants included medical personnel such as 

doctors and nurses, hospital IT teams, blockchain 

experts, health regulators, cybersecurity experts, and 

patient representatives. The findings of the FGD show 

several main aspects in the validation of the model and 

architecture of blockchain use in healthcare as shown in 

Table 1. 

Table 1. FGD Result 

No Validation 

Indicator 

Architecture 

Results obtained 

1 Improved Security 

and Privacy 

With blockchain technology, 

patient privacy is better protected, 

and every interaction with patient 

data can be easily tracked. This 

prevents unauthorized access and 

maintains patient trust in the 

healthcare system 

2 Operational 

Efficiency 

Blockchain implementation 

reduces patient registration time 

and speeds up the insurance 

verification process and 

prescription management. This 

not only reduces the workload of 

hospital staff but also improves the 

patient experience  

3 Interoperability Blockchain allows patient data to 

be shared securely and efficiently 

between institutions, speeding up 

care and reducing errors that may 

occur due to delays or data 

inconsistencies 

4 Transparency in 

Drug Management 

Every step in the drug supply 

chain can be tracked, ensuring that 

patients receive genuine drugs that 

are in accordance with the 

prescription 

The findings from the Focus Group Discussion (FGD) 

and initial trials of the blockchain model in hospitals 

highlight several key benefits and challenges of its 

implementation in healthcare. Blockchain can 

significantly enhance data security, privacy, operational 

efficiency, and transparency in drug management. 

Stakeholders agreed that the model addresses many of 

the existing system's issues, though challenges remain, 

particularly regarding costs and staff training. The FGD 

provided valuable insights into the technical feasibility, 

practicality for medical personnel, and potential risks 

associated with blockchain adoption. Recommendation 

for overcoming these challenges, including pilot 

projects and collaboration with relevant stakeholders, 

were discussed to ensure successful and sustainable 

blockchain implementation in healthcare. 

3.4. Discussion 

The implementation of blockchain technology in the 

healthcare sector brings various implications, which not 

only affect technical aspects, but also operational, 

social, and legal aspects. In this section, the discussion 

will include an analysis of the research results in the 

context of existing literature, comparing the advantages 

and challenges faced during implementation, and its 

impact on various stakeholders. In addition, this 

discussion will also consider the challenges that may be 

faced in the future, as well as how this technology can 

be further adapted in the healthcare environment. 

Patient data security and privacy are critical issues in 

today's digital healthcare systems, and blockchain 

technology offers a promising solution to address these 
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concerns. By leveraging its decentralized nature and 

cryptographic mechanisms, blockchain significantly 

reduces the risk of data breaches, ensuring that only 

authorized parties can access sensitive patient 

information. In this study, the implementation of 

blockchain resulted in no reported data leakage 

incidents, confirming its effectiveness in closing the 

security gaps present in traditional healthcare systems. 

This aligns with previous research [9], [30] that 

highlights blockchain's ability to secure electronic 

medical records (EHR) by utilizing its cryptographic 

and decentralization features, which are crucial given 

the increasing targeting of health data in cyberattacks 

due to its high value on the black market. 

In addition to enhancing security, blockchain provides 

patients with greater control over their data, a feature 

absent in traditional healthcare systems where third 

parties manage sensitive information. With blockchain, 

patients can determine who can access their data, thus 

increasing privacy and trust in the system. However, 

challenges remain in implementing blockchain for 

large-scale medical data management, as blockchain’s 

basic form struggles with handling vast amounts of 

data. Proposed solutions such as off-chain storage or 

integrating blockchain with cloud technology offer 

ways to overcome these limitations, but they introduce 

new concerns related to interoperability and 

security[29]. These challenges must be addressed to 

fully realize the potential of blockchain in safeguarding 

Interoperability remains a significant challenge in the 

global healthcare system, as the lack of seamless data 

exchange between hospitals, laboratories, doctors, and 

pharmacies can delay patient care and increase the risk 

of medical errors. Blockchain technology offers a 

promising solution by providing a decentralized 

platform where data can be securely and efficiently 

shared across various healthcare entities. The results of 

this study demonstrate the improvements in operational 

efficiency, especially in patient registration and 

insurance verification. For example, the time taken for 

patient registration was significantly reduced from 30 

minutes to just 10 minutes after blockchain 

implementation, highlighting its ability to streamline 

administrative processes and enhance the patient 

experience. This aligns with previous studies, such as 

[26], which found that blockchain can automate 

processes, cut waiting times, and improve service 

delivery. 

However, despite these benefits, blockchain's 

interoperability with existing health information 

systems presents a significant challenge. Many 

healthcare providers have heavily invested in Electronic 

Health Records (EHR) and Health Information Systems 

(HIS), making the transition to blockchain complex and 

costly. To overcome this, a robust interoperability 

framework is required to ensure that blockchain can 

integrate smoothly with legacy systems without 

disrupting operations. Clear standards and protocols are 

essential to facilitate the seamless exchange of data 

between traditional systems and blockchain networks, 

as emphasized by studies such as [23], [26]. 

Overcoming these interoperability barriers is crucial for 

the successful adoption of blockchain in healthcare and 

its potential to revolutionize the sector. 

This study makes a significant contribution to the 

growing body of literature on blockchain technology in 

healthcare, particularly in the areas of medical data 

management and operational efficiency. Blockchain 

introduces a shift from the traditional centralized model 

of data management to a decentralized approach, 

offering new theoretical implications. By emphasizing 

decentralization, transparency, and enhanced security, 

blockchain fundamentally changes the way medical 

data is managed. This challenges traditional theories of 

centralized control in healthcare data systems, 

providing a novel framework for secure, transparent, 

and efficient data management. 

The findings of this study also support existing theories 

that blockchain technology can address the security and 

privacy challenges inherent in managing sensitive 

medical data. Blockchain's decentralized nature 

significantly reduces the risks of cyberattacks, which 

are often targeted at centralized systems. The 

distributed ledger approach ensures that every change 

in data is auditable by all nodes in the network, creating 

a more transparent and resistant system against 

manipulation. This aligns with current theories in 

cybersecurity, which emphasize the importance of 

decentralization in securing data. Furthermore, the 

study enhances the theoretical understanding of system 

interoperability in healthcare, proposing blockchain as 

a solution to the longstanding issue of inefficient and 

insecure data exchange between healthcare entities. 

This research challenges traditional concepts of data 

privacy and ownership within centralized systems. In 

conventional healthcare models, institutions control 

patient data access, but blockchain introduces a more 

personalized model where patients have full control 

over who can access their data. This decentralization of 

data control shifts privacy from an institutional 

framework to an individual-centric model, reshaping 

theories of data ownership. Moreover, the study 

challenges traditional organizational theories, 

particularly those that advocate for centralized control 

to ensure efficiency and integrity. Blockchain’s 

distributed authority model, built on consensus among 

nodes, offers a new organizational framework that 

emphasizes trust and collaboration over centralization. 

Ultimately, this study enriches the literature on 

blockchain’s role in healthcare and opens avenues for 

future research into its applications in other sectors 

The application of blockchain in healthcare data 

management and operations offers a variety of benefits 

that can improve efficiency, security, and patient 

satisfaction. These managerial implications focus on 

several key areas: data management, operational 

efficiency, patient satisfaction, and strategic planning. 

First, in terms of data management, blockchain provides 
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a great opportunity for hospital managers and 

healthcare providers to improve the security and 

transparency of patient data. By using blockchain 

technology, patient data is no longer at a single point of 

failure, which is often the target of cyber attacks. 

Managers can implement a blockchain system to ensure 

that data is stored decentralized and encrypted, reducing 

the risk of security breaches. Furthermore, blockchain 

enables transparent data audit trails, so management can 

easily track data access to prevent misuse of 

information. From an operational efficiency 

perspective, blockchain can help managers automate 

and simplify administrative processes. As found in this 

study, the use of blockchain in patient registration and 

insurance verification can significantly reduce wait 

times. Managers can leverage this technology to speed 

up processes, reduce the need for intermediaries, and 

cut administrative costs. Thus, human resources can be 

more focused on more strategic tasks, such as 

improving the quality of care and managing the patient 

experience. Another important implication is the 

improvement of patient satisfaction. With blockchain, 

patients have more control over their data, which 

increases transparency and trust in healthcare providers. 

Hospital managers should consider this as a key factor 

in improving patient relationships. Providing patients 

with secure and controlled access to their medical 

records not only improves the patient experience but 

also reduces the administrative burden of data requests. 

This can improve the institution’s reputation with 

patients and strengthen loyalty. 

Managerial perspective, strategic planning also needs to 

adapt to the trend of blockchain technology adoption. 

Managers in hospitals and healthcare providers should 

start planning for blockchain integration into their long-

term strategies. This may require investment in 

technology infrastructure, staff training, and 

collaboration with technology providers. Managers 

should also be prepared to collaborate with regulators 

to ensure that blockchain implementations comply with 

applicable security and privacy standards. The role of 

managers is critical in ensuring the success of this 

technology transition, as they will be responsible for 

managing change within the organization. 

The adoption of blockchain also provides managers 

with the opportunity to explore new business models. 

With increased interoperability and security, managers 

can develop new services that enable secure data 

sharing among various stakeholders in the healthcare 

ecosystem, such as medical research, pharmaceuticals, 

and insurance companies. This opens up wider business 

opportunities for healthcare institutions to utilize 

patient data in an ethical and secure manner. 

4. Conclusions 

This study confirms that blockchain technology has 

significant potential to revolutionize the healthcare 

system in Indonesia, especially in terms of data security, 

operational efficiency, and interoperability between 

healthcare institutions. By implementing blockchain, 

patient data can be managed in a decentralized and 

encrypted manner, ensuring a higher level of security 

and giving patients full control over access to their 

information. Improved hospital operational efficiency 

is also achieved through the automation of various 

administrative processes such as patient registration and 

identity verification, which previously took a long time. 

In addition, interoperability between different health 

information systems, which is often a major challenge 

in this sector, can be significantly improved with 

blockchain, allowing for faster and more secure data 

exchange. Another benefit of this technology is 

transparency in the management of the drug supply 

chain, where every stage in the distribution of drugs can 

be tracked and verified to prevent counterfeit drugs 

from entering the market. However, blockchain 

implementation is not without its challenges, especially 

related to high initial costs and the need for training for 

medical and technical staff. However, with the right 

approach, such as the implementation of pilot projects 

and cross-sector collaboration, blockchain has the 

potential to be a transformational solution for the 

healthcare sector, providing improved service quality, 

data security, and higher efficiency in the future. This 

research paves the way for further development in the 

application of blockchain technology in the healthcare 

sector, as well as encouraging in-depth discussions on 

how this technology can be widely and effectively 

adopted across the healthcare ecosystem. 

Acknowledgements  

This research was funded by the Indonesian Ministry of 

Education and Culture through a Fundamental Grant in 

2024. The title "Pengembangan Model dan Platform 

Pelayanan Kesehatan Publik dengan Teknologi 

Blockchain sebagai Sarana Layanan Publik Menuju 

Industri 4.0”.  

References 

[1] E. Fernando, M. Meyliana, H. L. H. S. Warnars, and E. 

Abdurachman, “Blockchain Technology Factor for Improve 

Good Distribution Practice in the Pharmaceutical Industry,” 

Int. J. Recent Technol. Eng., vol. 8, no. 6, pp. 2174–2180, Mar. 

2020, doi: 10.35940/ijrte.F7181.038620. 

[2] E. Fernando, Meyliana, H. L. H. S. Warnars, and E. 

Abdurachman, “Blockchain technology for pharmaceutical 

drug distribution in Indonesia: A proposed model,” ICIC 

Express Lett., vol. 14, no. 2, pp. 113–120, 2020, doi: 

10.24507/icicel.14.02.113. 

[3] S. Chenthara, H. Wang, K. Ahmed, F. Whittaker, and K. Ji, “A 

Blockchain based model for Curbing Doctors Shopping and 

Ensuring Provenance Management,” Proc. - 2020 Int. Conf. 

Netw. Netw. Appl. NaNA 2020, pp. 186–192, 2020, doi: 

10.1109/NaNA51271.2020.00040. 

[4] P. Esmaeilzadeh, “Benefits and concerns associated with 

blockchain-based health information exchange (HIE): a 

qualitative study from physicians’ perspectives,” BMC Med. 

Inform. Decis. Mak., vol. 22, no. 1, pp. 1–18, 2022, doi: 

10.1186/s12911-022-01815-8. 

[5] O. Gutiérrez, G. Romero, L. Pérez, A. Salazar, P. Wightman, 

and M. Charris, “Healthyblock: Blockchain-based it 

architecture for electronic medical records resilient to 

connectivity failures,” Int. J. Environ. Res. Public Health, vol. 

17, no. 19, pp. 1–38, 2020, doi: 10.3390/ijerph17197132. 



Fernando et al                                   Jurnal RESTI (Rekayasa Sistem dan Teknologi Informasi), Vol. 9 No. 6 (2025) 

 

                                                                                       1492 

 

[6] A. Arafa, H. A. Sheerah, and S. Alsalamah, “Emerging Digital 

Technologies in Healthcare with a Spotlight on Cybersecurity: 

A Narrative Review,” Inf., vol. 14, no. 12, pp. 1–15, 2023, doi: 

10.3390/info14120640. 

[7] R. Qin, Y. Yuan, and F. Y. Wang, “A novel hybrid share 

reporting strategy for blockchain miners in PPLNS pools,” 

Decis. Support Syst., vol. 118, pp. 91–101, 2019, doi: 

10.1016/j.dss.2019.01.006. 

[8] F. Kurugollu, S. H. Ahmed, R. Hussain, F. Ahmad, and C. A. 

Kerrache, “Vehicular sensor networks: Applications, advances 

and challenges,” Sensors (Switzerland), vol. 20, no. 13, pp. 1–

4, 2020, doi: 10.3390/s20133686. 

[9] G. Capece and F. Lorenzi, “Blockchain and healthcare: 

Opportunities and prospects for the ehr,” Sustain., vol. 12, no. 

22, pp. 1–17, 2020, doi: 10.3390/su12229693. 

[10] Y. Kostyuchenko and Q. Jiang, “Blockchain Applications to 

combat the global trade of falsified drugs,” IEEE Int. Conf. 

Data Min. Work. ICDMW, vol. 2020-Novem, pp. 890–894, 

2020, doi: 10.1109/ICDMW51313.2020.00127. 

[11] A. Qodirov, “Blockchain technology for digitalization of the 

pharmaceutical sector of the Russian Federation,” E3S Web 

Conf., vol. 291, p. 02028, Jul. 2021, doi: 

10.1051/e3sconf/202129102028. 

[12] A. A. Emmanuel et al., “A Hybrid Framework of Blockchain 

and IoT Technology in the Pharmaceutical Industry: A 

Comprehensive Study,” Mob. Inf. Syst., vol. 2023, 2023, doi: 

10.1155/2023/3265310. 

[13] Y. Fernando, N. H. M. Rozuar, and F. Mergeresa, “The 

blockchain-enabled technology and carbon performance: 

Insights from early adopters,” Technol. Soc., vol. 64, 2021, doi: 

10.1016/j.techsoc.2020.101507. 

[14] M. Wang, B. Wang, and A. Abareshi, “Blockchain technology 

and its role in enhancing supply chain integration capability 

and reducing carbon emission: A conceptual framework,” 

Sustain., vol. 12, no. 24, pp. 1–17, 2020, doi: 

10.3390/su122410550. 

[15] M. Javaid, A. Haleem, R. Pratap Singh, S. Khan, and R. 

Suman, “Blockchain technology applications for Industry 4.0: 

A literature-based review,” Blockchain Res. Appl., vol. 2, no. 

4, p. 100027, 2021, doi: 10.1016/j.bcra.2021.100027. 

[16] L. Franke, M. Schletz, and S. Salomo, “Designing a blockchain 

model for the paris agreement’s carbon market mechanism,” 

Sustain., vol. 12, no. 3, pp. 1–20, 2020, doi: 

10.3390/su12031068. 

[17] P. Gazzola, E. Pavione, A. Barge, and F. Fassio, “Using the 

Transparency of Supply Chain Powered by Blockchain to 

Improve Sustainability Relationships with Stakeholders in the 

Food Sector: The Case Study of Lavazza,” Sustain., vol. 15, 

no. 10, 2023, doi: 10.3390/su15107884. 

[18] A. Khurshid, “Applying blockchain technology to address the 

crisis of trust during the COVID-19 pandemic,” JMIR Med. 

Informatics, vol. 8, no. 9, pp. 1–9, 2020, doi: 10.2196/20477. 

[19] G. K. Badhotiya, V. P. Sharma, S. Prakash, V. Kalluri, and R. 

Singh, “Investigation and assessment of blockchain technology 

adoption in the pharmaceutical supply chain,” Mater. Today 

Proc., vol. 46, no. xxxx, pp. 10776–10780, 2021, doi: 

10.1016/j.matpr.2021.01.673. 

[20] M. Humayun, N. Z. Jhanjhi, M. Niazi, F. Amsaad, and I. 

Masood, “Securing Drug Distribution Systems from 

Tampering Using Blockchain,” Electron., vol. 11, no. 8, pp. 1–

14, 2022, doi: 10.3390/electronics11081195. 

[21] B. Marchi, I. Ferretti, M. Pasetti, S. Zanoni, and L. E. 

Zavanella, “The disruptive potential of blockchain 

technologies in the energy sector,” Eceee Summer Study Proc., 

vol. 2019-June, pp. 899–906, 2019. 

[22] N. Saxena, I. Thomas, P. Gope, P. Burnap, and N. Kumar, 

“Pharmacrypt: Blockchain for critical pharmaceutical industry 

to counterfeit drugs,” Computer (Long. Beach. Calif)., vol. 53, 

no. 7, pp. 29–44, 2020, doi: 10.1109/MC.2020.2989238. 

[23] M. Das Turjo, M. M. Khan, M. Kaur, and A. Zaguia, “Smart 

Supply Chain Management Using the Blockchain and Smart 

Contract,” Sci. Program., vol. 2021, 2021, doi: 

10.1155/2021/6092792. 

[24] O. Alkhoori et al., “Design and Implementation of 

CryptoCargo: A Blockchain-Powered Smart Shipping 

Container for Vaccine Distribution,” IEEE Access, vol. 9, pp. 

53786–53803, 2021, doi: 10.1109/ACCESS.2021.3070911. 

[25] H. U. Khan, M. Z. Malik, and S. Khan, “Systematic Analysis 

of Risk Associated with Supply Chain Operations Using 

Blockchain Technology,” Wirel. Commun. Mob. Comput., vol. 

2022, pp. 1–17, Aug. 2022, doi: 10.1155/2022/6916048. 

[26] M. El Khatib, H. M. Alzoubi, S. Hamidi, A. Baydoun, A. Al-

Nakeeb, and M. Alshurideh, “Impact of Using the Internet of 

Medical Things on e-Healthcare Performance: Blockchain 

Assist in Improving Smart Contract,” Clin. Outcomes Res., vol. 

15, no. May, pp. 397–411, 2023, doi: 10.2147/CEOR.S407778. 

[27] R. Stackowiak, Azure internet of things revealed: Architecture 

and fundamentals. 2019. doi: 10.1007/978-1-4842-5470-7. 

[28] Y. Wang, A. Zhang, P. Zhang, and H. Wang, “Cloud-Assisted 

EHR Sharing with Security and Privacy Preservation via 

Consortium Blockchain,” IEEE Access, vol. 7, pp. 136704–

136719, 2019, doi: 10.1109/ACCESS.2019.2943153. 

[29] A. Odeh, I. Keshta, and Q. A. Al-Haija, “Analysis of 

Blockchain in the Healthcare Sector: Application and Issues,” 

Symmetry (Basel)., vol. 14, no. 9, 2022, doi: 

10.3390/sym14091760. 

[30] A. M. Ala’a and T. Ramayah, “Predicting the Behavioural 

Intention of Jordanian Healthcare Professionals to Use 

Blockchain-Based EHR Systems: An Empirical Study,” J. 

Syst. Manag. Sci., vol. 13, no. 4, pp. 107–139, 2023, doi: 

10.33168/JSMS.2023.0407. 

[31] V. Plotnikov and V. Kuznetsova, “The Prospects for the Use 

of Digital Technology ‘Blockchain’ in the Pharmaceutical 

Market,” MATEC Web Conf., vol. 193, p. 02029, Aug. 2018, 

doi: 10.1051/matecconf/201819302029. 

[32] E. Fernando, M. Meyliana, H. L. H. S. Warnars, and E. 

Abdurachman, “Blockchain Technology for Tracing Drug with 

a Multichain Platform: Simulation Method,” Adv. Sci. Technol. 

Eng. Syst. J., vol. 6, no. 1, pp. 765–769, 2021, doi: 

10.25046/aj060184. 

[33] E. Fernando, Meyliana, and Surjandy, “Blockchain 

Technology Implementation in Raspberry Pi for Private 

Network,” Proc. 2019 4th Int. Conf. Sustain. Inf. Eng. Technol. 

SIET 2019, pp. 154–158, 2019, doi: 

10.1109/SIET48054.2019.8986053. 

[34] P. Esmaeilzadeh and T. Mirzaei, “The Potential of Blockchain 

Technology for Health Information Exchange: Experimental 

Study From Patients’ Perspectives,” J. Med. Internet Res., vol. 

21, no. 6, p. e14184, Jun. 2019, doi: 10.2196/14184. 

[35] M. Mettler, “Blockchain technology in healthcare: The 

revolution starts here,” in 2016 IEEE 18th International 

Conference on e-Health Networking, Applications and 

Services (Healthcom), Sep. 2016, pp. 1–3. doi: 

10.1109/HealthCom.2016.7749510. 

[36] T.-T. T. Kuo, H.-E. E. Kim, and L. Ohno-Machado, 

“Blockchain distributed ledger technologies for biomedical 

and health care applications,” J. Am. Med. Informatics Assoc., 

vol. 24, no. 6, pp. 1211–1220, Nov. 2017, doi: 

10.1093/jamia/ocx068. 

 


