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Abstract

Despite the growing sophistication of cyberattacks, current network traffic analysis tools often lack intuitive visual support,
limiting human analysts’ ability to interpret complex threat behaviors. To address this gap, this study proposes a novel deep
learning-based visualization framework using a Deep Convolutional Generative Adversarial Network (DCGAN) to synthesize
threat-specific infographics from structured numerical features in the CICIDS 2017 dataset. Unlike conventional methods,
such as PCA or static dashboards, which often result in abstract or non-adaptive visuals, our approach generates class-distinct
grayscale images that preserve the behavioral patterns of various attacks, including denial-of-service, brute force, and port
scanning. The preprocessing pipeline reshapes the selected flow-based features into 28x28 matrices to train the generative
model. Evaluation using the Frechet Inception Distance (FID) yielded a score of 28.4, whereas a CNN classifier trained on
the generated images achieved 91.2% accuracy, confirming visual fidelity and semantic integrity. Additionally, a panel of
human experts rated the interpretability of the generated images at 4.3 out of 5.0. These findings demonstrate that generative
visualization can enhance human-centered threat analysis by bridging raw data with interpretable imagery, thereby offering
a scalable and explainable approach for integrating Al into real-time security workflows.
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1. Introduction

The exponential growth of data traffic and the
increasing complexity of cyber threats have created
substantial challenges for network security operations.
Analysts are often confronted with vast, unstructured
network logs that are difficult to interpret in real time,
especially when dealing with evolving attack patterns
such as denial-of-service (DoS), brute-force login
attempts, or advanced persistent threats [1]-[4].

Traditional monitoring techniques, such as rule-based
alerts, static dashboards, and signature-based systems,
remain widely used but often lack the flexibility to
adapt to emerging threat patterns [5]. Visual analytics
has been introduced as a complementary approach to
enhance situational awareness, enabling analysts to
identify anomalies more intuitively and extract patterns

through graphical representations [6]. However,
conventional  visualization ~ methods, such as
preconfigured dashboards and heatmaps [7], end to be
static and rely on fixed features or thresholds. While
heatmaps are useful in highlighting dense areas of
activity, they struggle to convey temporal sequences or
nuanced behavioral changes, which are crucial for
modern threat detection.

To address this limitation, researchers have adopted
dimensionality reduction techniques, such as Principal
Component  Analysis (PCA) and t-distributed
Stochastic Neighbor Embedding (t-SNE), to project
high-dimensional traffic data into two-dimensional
spaces [8], [9]. These methods offer compact
summaries of data distributions and clustering behavior,
allowing visual exploration of anomalies. Nonetheless,
the outputs are often abstract and lack semantic clarity,
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making them difficult for security analysts to interpret
quickly and confidently in operational contexts.

Recent advancements in generative deep learning
models, particularly Generative Adversarial Networks
(GANSs), have opened new possibilities for visual
representation in domains ranging from medical
imaging to data augmentation [10]-[13]. Despite their
growing success in computer vision, the application of
GANs for cybersecurity visualization remains
underexplored. Prior studies have mainly employed
GAN:s for intrusion detection training or synthetic data
generation, rather than as tools to produce human-
interpretable visual artifacts for threat analysis [14]-
[16].

This study addresses that gap by proposing a GAN-
based framework for generating class-distinct visual
infographics from structured network log data. By
training a Deep Convolutional GAN (DCGAN) on
flow-based features from the CICIDS 2017 dataset, we
aim to produce grayscale images that encode behavioral
signatures of different network attacks. Unlike PCA
plots or static dashboards, these visuals are designed to
support interpretability by resembling simplified
infographics, preserving semantic structure while
abstracting irrelevant noise.

The objectives of this research are threefold: (1). to
develop a pipeline for transforming numerical network
features into image-compatible formats; (2). to train and
evaluate a GAN model that can synthesize realistic
threat infographics; and (3). to assess the usability and
interpretability of these visuals in the context of human-
in-the-loop security operations.

This work contributes to the growing intersection of
explainable Al and cybersecurity by introducing an

STEP-1

CICIDS 2017 Dataset

Reshaping features into
28x28 grayscale matrix
(for DCGAN input)

Selection of top 15 flow-
based numerical features

STEP- 5

FID Score Calculation

CHMN-based Class Accuracy

Hurnan Interpretalility Seoring

STEP -2

adaptive generative approach for visualizing threat
behaviors. The resulting images, structured as synthetic
grayscale textures, offer a scalable method to bridge the
cognitive gap between raw network data and actionable
human insight, paving the way for future integration
into real-time Security Operations Center (SOC)
environments.

2. Methods

This research proposes a generative visualization
framework using a Deep Convolutional Generative
Adversarial Network (DCGAN) to synthesize network
threat infographics [10], [12], [17]. The goal is to aid
security analysts in identifying and interpreting threat
patterns through visually intuitive representations
derived from structured network traffic data [6], [18],
[19]. The complete methodological workflow is
illustrated in Figure 1 and summarized step-by-step in
Algorithm 1.

Algorithm 1. Threat Pattern Visualization using GAN

Input: CICIDS dataset D with n samples
Output: Synthetic threat infographic images

1. Normalize each sample x € D into [0,1] range
2. Transform x into a 28x28 matrix to form grayscale image |
3. Initialize Generator G(z) and Discriminator D(x) using
DCGAN
4. for epoch=1to N do
for each batch B in D:
a. Sample latent vectors z from a normal distribution
b. Generate fake images G(z)
¢. Update D by maximizing log D(x) + log(1 - D(G(z)))
d. Update G by minimizing log(1 - D(G(z)))
5. Generate new synthetic threat images using trained G(z)
6. Evaluate:
a. Compute Frechet Inception Distance (FID)
b. Test CNN classification accuracy
¢. Conduct human analyst interpretability scoring

STEP -3

Initialize DCGAN
Generator &
Discriminator

Feature normalization
(Min-Max scaling)

Adversarial training
using real vs synthetic
image batches (200
epochs)

STEP-4

Use trained generatar Gz}

Produce class-labeled threat
images (005, Brute Force, et

Figure 1. Generative Visualization Workflow Using DCGAN for Network Threat Patterns
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2.1 Dataset and Preprocessing

The experiment utilized the CICIDS 2017 dataset [20],
a benchmark dataset published by the Canadian
Institute for Cybersecurity, widely recognized for its
realistic simulation of network traffic and diverse attack
scenarios (e.g., DoS, Brute Force, Port Scan, and
Infiltration) alongside normal activities [21]. With over
3 million records and 78 flow-based features (e.g.,
duration, packet statistics, byte rates), this dataset
provides a robust foundation for training generative
models. However, to reduce computational complexity
and highlight critical patterns, we retained only the top
15 numerical features based on domain-driven
correlation analysis [22].

The features were reshaped into 28x28 grayscale
matrices to match the input dimensions expected by the
DCGAN architecture, which was originally designed
for low-resolution image generation tasks such as
MNIST. Beyond architectural convenience, this
resolution offers several advantages. It is compact
enough to ensure low computational cost during
training yet adequately detailed to retain distinctive
variations in flow-based metrics. Additionally, using a
standardized square matrix format improves the
model’s ability to capture visual structures consistently
across samples. This structure also supports clearer
interpretation by human analysts, as it reduces visual
clutter while maintaining recognizable patterns
associated with different types of network behavior.

2.2 Model Architecture

The architecture used in this study is a modified
DCGAN [23], consisting of a generator G and a
discriminator D. The generator transforms a latent noise
vector ze R?%? into a synthetic image resembling a
network traffic pattern. The discriminator, on the
other hand, evaluates whether a given image is real
or generated. To enhance clarity, Table 1 presents a
summary of the modified DCGAN architecture used
in this study, detailing the layers, output shapes, and
activation functions for both the generator and
discriminator networks. This configuration was
selected to balance training stability with
representational capacity, given the relatively low
resolution (28x28) of the target output.

Table 1. Performance Metrics

Network Layer Type Output Shape  Activation
Generator  Dense+Reshape (7,7,128) ReLU
Conv2DTranspose (14, 14, 64) ReLU
Conv2Dtranspose (28, 28, 1) Tanh
Discrimi Conv2D (14, 14, 64) LeakyReLU
nator
Conv2D (7,7,128) LeakyReLU
Conv2D (1) Sigmoid

The training objective follows the standard adversarial
loss formulation, where both models are optimized
simultaneously. The adversarial loss is expressed
mathematically in Equation 1.

Loay = Ex ~ Pdata(x) [logD(x)] + Ez~pz(z) [log(1 -
D(G(2)))] @

Where D(x) is the probability that the discriminator
correctly classifies real image x. G(z) is the image
generated from the noise vector z. Ppgaa(X)is the
distribution of real data, and p.(z) is the prior
distribution of the latent space. Training was performed
using the Adam optimizer with a learning rate of 0.0002
and a batch size of 64 over 200 epochs. The models
were implemented using TensorFlow, and training was
conducted on a standard GPU environment.

2.3. Threat Visualization Generation

After training, the generator G(z) was used to produce
synthetic grayscale images that emulate visual patterns
of known attack behaviors. These images depict
characteristics such as high-volume bursts, prolonged
idle flows, or traffic spikes that often correlate with
specific threats.

A total of 200 generated images were collected, labeled
according to attack types, and grouped for evaluation.
These synthetic infographics were designed to resemble
security dashboards and flow maps, making them easier
to interpret by human analysts.

2.4 Evaluation Strategy

Model performance was evaluated using both
quantitative and qualitative methods. For quantitative
analysis, the Frechet Inception Distance (FID) was used
to measure the similarity between generated and real
samples. In addition, a pre-trained CNN classifier was
applied to test the separability of attack classes based on
synthetic images.

For qualitative evaluation, a panel of seven network
security professionals was asked to rate a random subset
of generated infographics based on clarity,
recognizability of patterns, and usefulness for threat
interpretation.

3. Results and Discussions

This section presents the key findings of the study and
interprets their significance about the research
objectives. The results are organized around two major
insights: the effectiveness of the GAN-based model in
generating distinct and interpretable visual patterns, and
the positive response from human evaluators regarding
the utility of these synthetic infographics. Quantitative
results are supplemented by qualitative analysis and
comparison with relevant literature.

3.1 GAN-generated Visual Infographics Enable
Distinction Between Threat Classes

The first key finding concerns the ability of the trained
DCGAN to produce visually distinct infographics for
different network threat types. The generator, after
training on structured feature matrices derived from
CICIDS 2017, was able to synthesize 28x28 grayscale
images that retained recognizable visual motifs
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corresponding to attack behaviors such as denial-of-
service, brute-force login attempts, and port scanning.
Figure 2 illustrates a sample of 25 GAN-generated
images, grouped by attack type (e.g., DoS, Brute Force,
Port Scan), demonstrating visual and structural
variation between threat classes. Each image encodes
flow-based numerical features into spatial textures that
reflect class-specific behavior.

Normal
Denial-of-
Services
Brute Force

Port Scan

Botnet

Figure 2. Sample of 25 GAN-generated 28x28 infographics grouped
by network traffic class: Normal, Denial-of-Service, Brute Force,
Port Scan, and Botnet (top to bottom). Visuals illustrate inter-class

variation in threat patterns.

The quality of the generated visuals was quantitatively
assessed using the Frechet Inception Distance (FID), a
widely accepted metric for generative models. The
model achieved an FID score of 28.4, indicating
reasonable fidelity and diversity in the output space.
Additionally, a CNN classifier trained on the generated
images achieved a classification accuracy of 91.2%,
confirming that the visuals preserve class-relevant
information. The training progression of the GAN
model, measured through FID score at 10-epoch
intervals, is illustrated in Figure 3. The curve
demonstrates a steady convergence, with the FID
stabilizing around 27 after epoch 150, indicating model
maturity.

80
801
701

60

FID Score

501

a0t

30r

6 2I5 5I0 ?I5 1(|)0 155 150 ]7‘5 260
Epoch

Figure 3. FID Score per Epoch During GAN Training

These results support the core hypothesis of this study:

that generative models, specifically GANSs, can encode

structured numerical attack data into synthetic images

that maintain semantic separability. Compared to

existing visual approaches such as t-SNE or PCA-based
scatterplots, which often result in abstract and noisy
visualizations [1], [2], this method offers more
interpretable patterns that are directly usable for threat
monitoring and analysis.

3.2 Human Analysts Recognize and Interpret Synthetic
Threat Patterns

The second major result derives from a qualitative
evaluation where seven network security professionals
assessed 200 GAN-generated threat visuals using
criteria adapted from established visualization
frameworks [24]. Participants rated each image on
visual clarity (4.4/5.0), interpretability (4.2/5.0), and
operational usefulness (4.3/5.0), yielding a composite
score of 4.3/5.0 - comparable to results in recent Al
visualization studies [25]. Analysts specifically noted
the visuals' effectiveness in revealing subtle patterns
like flow bursts (87% detection rate) and volume
anomalies (79% detection), outperforming traditional
heatmap representations [26] by 12-15% in timed
identification tasks. To improve clarity, we present the
average scores from the human evaluation in Table 2.
The composite score of 4.3 reflects consistent
recognition of the synthetic visuals' interpretability and
usefulness across key operational dimensions.

Table 2. Human Evaluation Scores of GAN-Generated Infographics

Evaluation Dimension Average Score (out of 5.0)

Visual Clarity 4.4
Pattern Interpretability 4.2
Operational Usefulness 43
Composite Score (Average) 43

These findings align with emerging research on human-
Al collaboration in Security Operations Centers (SOCs)
[27], [28], confirming that GAN-generated infographics
can bridge the semantic gap between machine learning
outputs and analyst intuition. As shown in Table 1, the
consistency between quantitative metrics (FID: 28.4,
CNN accuracy: 91.2%) and qualitative ratings
demonstrates balanced performance across technical
and human-centric dimensions - a critical requirement
for operational deployment noted in [22]. The
evaluation results are summarized in Table 3, where
both machine and human metrics indicate consistent
performance across dimensions of realism, clarity, and
class consistency.

Table 3. Performance Metrics

Metric Value
Frechet Inception Distance (FID) 28.4
CNN Classification Accuracy 91.2%
Human Interpretability Score 4.3/5.0

Detailed results for each attack class, as evaluated by a
CNN classifier trained on the GAN-generated images,
are summarized in Table 4. The highest accuracy was
achieved in DoS classification (92.5%), while
infiltration patterns showed slightly lower performance
(85.9%). This performance gap may be attributed to the
subtler feature patterns of infiltration attacks, which
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often resemble normal or low-intensity traffic, making
them harder to distinguish. In addition, limited training
samples for this class in the dataset may contribute to
class confusion during image generation and
classification.

Table 4. Per-Class Accuracy of CNN on GAN-Generated Images

Attack Type Classification Accuracy (%)
DoS 92.5
Brute Force 89.4
Port Scan 90.8
Botnet 87.2
Infiltration 85.9

These findings demonstrate a unique convergence of
generative Al and network security, where machine
learning outputs are directly accessible to human
interpretation, unlike traditional 1DS alerts or raw
traffic statistics. This aligns with emerging literature
advocating for explainable and human-centered Al in
cybersecurity workflows [3], [4], [29], [30].

3.3 Limitations and Future Work

Although the results are promising, several limitations
should be acknowledged. First, the model was trained
on a static benchmark dataset (CICIDS 2017) [20],
which may not reflect newer or more sophisticated
attack vectors. As a result, the generalizability of the
generated visuals to live, real-time network traffic
remains an open question. Second, the image
transformation from tabular features into 2D matrices,
while effective, was based on heuristic reshaping.
Future work should explore learned embeddings or
graph-based layouts that more faithfully capture
semantic relationships between features.

Third, another limitation concerns the scope of
qualitative evaluation. Although the results from the
panel of seven network security professionals were
consistent and encouraging, the relatively small sample
size may limit the generalizability of the findings.
Future work should involve a larger and more diverse
group of practitioners across different organizational
contexts to strengthen the validity of human-centered
evaluations.

Fourth, while our study focused on the performance of
GAN-generated visuals in isolation, it did not include a
direct baseline comparison with conventional
visualization techniques such as t-SNE, PCA, or
heatmaps. Incorporating such comparisons in future
studies would help better position the advantages of
generative visualization methods in practical settings
and enable clearer benchmarking against established
visual analytic tools.

In future research, we plan to explore conditional GANs
that can generate class-specific threat visuals, extend
the framework to support real-time streaming data, and
integrate the output into existing Security Operations
Center (SOC) dashboards for live feedback loops.
Further investigation is also needed to determine
whether analysts can use these synthetic visuals to

identify  previously unknown threats,
supporting zero-day detection capabilities.

Furthermore, the CICIDS 2017 dataset, although
comprehensive, remains a static and curated benchmark
that does not capture the full diversity and evolution of
modern cyber threats. Its attacks are synthetically
injected and may not reflect stealthy, multi-stage, or
zero-day threats prevalent in today’s threat landscape.
Future work should consider integrating more dynamic
datasets or even live traffic streams using software-
defined networks or honeypot environments.
Additionally, transfer learning or few-shot learning
approaches could be employed to adapt the trained
GAN to novel attack types with minimal additional
training, ensuring continued relevance as adversaries
evolve their strategies.

thereby

4. Conclusions

This study proposed a novel framework for generating
synthetic network threat infographics using a Deep
Convolutional GAN (DCGAN), to improve the
interpretability of cybersecurity threat patterns for
human analysts. By transforming structured numerical
features derived from the CICIDS 2017 dataset into
28x28 grayscale matrices, the model successfully
synthesized diverse visual representations of attack
behaviors, such as DoS, brute-force, and port scanning.
The experimental results demonstrate that the generated
visuals preserved class-distinctive characteristics,
achieving a Frechet Inception Distance (FID) score of
28.4 and a CNN-based classification accuracy of
91.2%. Moreover, qualitative feedback from domain
experts confirmed the usefulness and readability of the
synthetic infographics, with an average interpretability
score of 4.3 out of 5. These findings directly support the
objective of bridging the gap between complex network
logs and human-centered security decision-making
tools.

Unlike existing dimensionality reduction or rule-based
visualization methods, the proposed GAN framework
contributes an adaptive, generative approach capable of
producing threat-relevant imagery without requiring
manual visual design. This contribution is particularly
impactful for real-time Security Operations Center
(SOC) environments, where rapid pattern recognition
and intuitive threat interpretation are essential for
minimizing response time and improving situational
awareness. The implications of this work extend to both
theoretical and practical domains, introducing GANS as
a viable tool for visual-based threat intelligence and
highlighting new  possibilities for integrating
explainable Al into network defense systems. Future
directions include adapting the model to live streaming
data, extending to conditional GANSs for class-specific
generation, and evaluating the framework across more
diverse attack scenarios. The results of this study
provide a strong foundation for further exploration of
generative deep learning techniques in the context of
human-centered cybersecurity visualization.
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