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Abstract  
Electrical substations are crucial infrastructure in power transmission and distribution but are increasingly vulnerable to 
cyber threats. However, existing intrusion detection systems (IDS) face several limitations, such as high false positive rates, 
weak in anticipating new attack patterns, and imbalances in detecting different types of intrusions. This study proposes a 
Stacking Ensemble Learning model to enhance intrusion detection accuracy in electrical substations. The proposed model 
integrates Logistic Regression (LR), K-Nearest Neighbors (KNN), Support Vector Machine (SVM), and XGBoost (XGB) as 
base models with XGB acting as the meta-model. A real-world electrical substation IEC 60870-5-104 network traffic dataset 
comprising 319,949 instances with multiple attacks, such as DoS, Port Scan, NTP DdoS, IEC 104 Starvation, Fuzzy Attack, 
Flood Attack, and MITM, was used in this study. The results demonstrate that the stacking model achieves the best performance, 
with accuracy (0.99990), precision (0.99990), recall (0.99990), and F1 score (0.99990), surpassing the base model, Bagging, 
and Boosting. T-test results further confirmed statistical significance, with p-values of 0.00428 (LR), 0.04237 (SVM), 0.00000 
(XGB), 0.00057 (KNN), 0.00549 (Boosting), and 0.00000 (Bagging) reinforcing the superiority of the proposed method 
approach. These findings highlight the effectiveness of Stacking Ensemble Learning in enhancing the detection performance 
of IDS for electrical substations and outperforming traditional models and other ensemble learning methods. 
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1. Introduction  

Electrical substations have become an essential part of 
power transmission and distribution systems. They are 
important to ensure stability and reliability in the power 
system [1]. Modern substations are now interconnected 
through the networks, enabling seamless 
communication, automation, and remote monitoring 
[2]. The most common protocols used in substation 
networks are IEC 61850 and IEC 60870-104. IEC 
61850 creates fast and standardized communication 
between Intelligent Electronic Devices (IEDs) [3], 
while IEC 60870-104 facilitates remote monitoring and 
control over wide-area networks [4].  

However, the growth of this digitalization poses a 
challenge as substations become more vulnerable to 
network intrusion and cyber-attacks. This attack can 
cause serious damage to the substation system as 
hackers could take control of the substation through the 

network [5]. Hence, an intrusion detection systems 
(IDS) are essential for the security, reliability, and 
resilience of a critical infrastructure such as substations 
[6]. 

The current IDS system is divided into three categories: 
signature-based IDS, anomaly-based IDS, and hybrid 
IDS [7]. Signature-based IDS are developed by giving 
predefined attack signatures for the system to identify 
malicious data by matching it to known patterns [8]. 
Anomaly-based IDS are developed by training models 
to learn normal behavior and give alerts when 
anomalies arise [9]. Then, hybrid IDS combines both 
methods for more effective intrusion detection. 
Although IDS has become more advanced, challenges 
and limitations exist [10], such as low accuracy in 
detecting intrusion and high false positive rates [11]. 

Several studies have been conducted on IDS 
development. A study by Zhu et al. utilized the Random 
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Forest (RF) for detecting intrusions in electrical power 
systems and achieved 99.39% average accuracy and 
0.037% false alarm rate [12]. Other studies by Shanti et 
al. utilized the Support Vector Machine (SVM) and 
Isolation Forest Model (IFM) for IDS and achieved 0.99 
accuracies for the Isolation Forest and 0.95 accuracies 
for the SVM [13]. Their study also reported additional 
evaluation metrics, with the Isolation Forest model 
obtaining recall score of 0.87 and F1-score of 0.78, 
while the SVM achieved a recall score of 0.88 and F1-
score of 0.67. However, their study did not include false 
alarm results. In addition, a study by Sharma and Shah 
utilized a hybrid approach of RF and SVM, achieving 
an accuracy of 98.98%, precision of 97.9%, recall score 
of 97.6%, and F1-score of 99.9% [14].  

From previous studies, existing models still face 
challenges such as high false positives, limited 
adaptability to detect zero-day attack, and imbalanced 
detection rates across different intrusion types. This 
problem highlights the need for improved detection 
performance, false alarm reduction, and model 
generalization. 

Machine Learning (ML) approach has become a key 
method for developing IDS [15]. ML can extract 
meaningful patterns from data, allowing it to make 
informed judgments and accurate predictions. This 
approach is essential for detecting network intrusion 
and enhancing decision-making. There are two popular 
ML approaches: supervised and unsupervised learning 
[16]. Supervised learning is ML algorithms that learn 
patterns from input data and map the target using 
labeled output data to make predictions [17]. 
Unsupervised learning is an ML algorithm that 
discovers patterns in data without requiring labeled 
outputs [18]. Both approaches are powerful methods in 
the development of IDS. 

Traditional machine learning models, including 
individual classifiers and hybrid approaches, often rely 
on a single or limited combination of algorithms, which 
may not be fully effective in learning the complexity of 
network intrusions and preventing it [19]. Stacking 
Ensemble Learning offers a promising approach to 
address these limitations by combining multiple ML 
model with a meta-model to enhance performance and 
robustness [20]. Unlike traditional ensemble methods 
such as Bagging and Boosting, stacking utilizes the 
diversity of different ML algorithms by training them 
individually and then using a high-level model to learn 
from their combined predictions [21]. This hierarchical 
learning process allows the model to mitigate individual 
weaknesses, improve generalization, and capture 
complex patterns more effectively, leading to a more 
adaptive and reliable IDS. Given network traffic's 
diverse and evolving nature, IDS data often exhibits 
complex, nonlinear patterns that require sophisticated 
learning techniques to distinguish malicious activities 
accurately. 

Based on the explanation, this study proposes a highly 
accurate and robust IDS using Stacking Ensemble 
Learning, integrating Logistic Regression (LR), SVM, 
K-Nearest Neighbors (KNN), and XGBoost (XGB). 
The study focuses on enhancing performance and 
reducing false alarm using a real-world IEC 60870-104 
dataset, enabling a realistic evaluation of the model 
under practical conditions. By leveraging the strengths 
of LR, SVM, and KNN in capturing different decision 
boundaries and data distributions, combined with 
XGB’s ability to handle complex patterns, the proposed 
model aims to provide a more effective and robust IDS 
that can be applicable in electrical substations while 
outperforming the performance and robustness of 
standard ensemble methods such as Bagging and 
Boosting. 

2. Methods 

Figure 1 visualizes the research method of this study. 
This study was conducted in four stages: data 
collecting, data preprocessing, model training, and 
model evaluation. 

 
Figure 1. Research Method 

Figure 2 illustrates the system design, which outlines 
the end-to-end pipeline from data preprocessing to 
model evaluation. The explanation of the system design 
is shown in section 2.1 to 2.6. 

2.1 Dataset 

The dataset used in this study was obtained from the 
Data in Brief journal, specifically from the study by 
Gutiérrez et al. [22], titled “A dataset to train intrusion 
detection systems based on machine learning models 
for electrical substations,” published in December 
2024. The dataset used in the study can be found at 
https://zenodo.org/records/14096593 . This study 
focuses on the dataset of IEC 60870-104 (IEC104), 
which is a protocol widely used in electrical substations. 
The dataset includes both real substation traces and 
testbed traces. The real substation traces were collected  

https://zenodo.org/records/14096593
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Figure 2. System Design

from an electrical facility in Iltsi, Ukraine, where 
IEC104 and NTP communications network traffic was 
captured over seven days. A controlled laboratory 
testbed was implemented to simulate the attack 
scenarios, as performing such tests in real substations is 
infeasible due to the critical nature of the infrastructure. 

A total of 83 features with 319,949 records consist in 
the dataset covering various attack scenarios, including 
Denial of Service (DoS), Flood attack, Fuzzy attack, 
IEC 104 starvation attack, Man-in-the-Middle (MITM), 
NTP DDoS, Port scan attacks, and normal condition-
making it highly relevant for cybersecurity research. 
These features include numerical and categorical 
attributes, such as network identifiers, traffic flow 
statistics, time-based features, and protocol-related 
attributes. Additionally, throughput, performance 
metrics, and bulk transfer provide deeper insights into 
network traffic patterns. These attributes are crucial in 
distinguishing between normal and malicious traffic, 
enabling more accurate intrusion detection. 

One of the key challenges of this dataset is its 
imbalanced class distribution, where certain attack 
types, such as MITM and Flood Attack, have 
significantly fewer instances than others, like DoS. This 
imbalance can negatively impact model performance, 
making it crucial to apply techniques such as 
resampling to enhance classification accuracy. 
Furthermore, the dataset reflects real-world 
cybersecurity threats, making it well-suited for testing 
and improving intrusion detection models. The class 
distribution for attack scenarios is shown in Table 1. 

Table 1. Attack Scenarios Data Distribution 

Scenarios Total 
DoS 304627 
Port Scan 9710 
NTP DDoS 2278 
IEC 104 Starvation 2028 
Fuzzy Attack 939 
Attack Free 255 
Flood Attack 108 
MITM 26 

2.2 Data Cleaning 

The dataset underwent several preprocessing steps to 
enhance model performance [23]. Irrelevant identity-
based attributes were removed from the dataset To 

improve the efficiency and accuracy of the model. 
These attributes, such as Flow ID, Src IP, Dst IP, Dst 
Port, Protocol, and Timestamp, do not contribute 
meaningful information for intrusion detection and 
could introduce unnecessary complexity. Additionally, 
duplicate records were removed to prevent data 
redundancy, ensuring that the model is trained on 
diverse network traffic patterns and reducing the risk of 
overfitting. 

Then, different attack types were converted into 
numerical values. This transformation ensures 
compatibility with machine learning algorithms and 
effectively allows the model to learn from attack 
classifications. Encoding the labels also facilitates 
accurate predictions by assigning meaningful numerical 
representations to each category. 

After that, the dataset was divided into 70:30 ratio for 
train and test set. This ensure a fair model performance 
evaluation. Stratified sampling was applied to maintain 
the original class distribution, preventing any training 
and testing datasets imbalance. 

2.3. Feature Selection 

Feature selection is an important step in model 
development that enhances performance by eliminating 
irrelevant or redundant features [24]. This study used a 
filter-based method for feature selection as it efficiently 
removes irrelevant features before model training, 
reducing computational costs and improving 
performance [25].  

Feature selection begins with removing constant 
features, which have zero variance and provide no 
valuable information for distinguishing between data 
points. Next, quasi-constant features, which exhibit 
minimal variance with a 0.01 threshold, are removed to 
prevent redundancy. Highly correlated features are 
identified and removed using Spearman’s correlation 
matrix to further refine the dataset. Feature from each 
highly correlated pair with a correlation coefficient 
above 0.9 is dropped to reduce multicollinearity. 

2.4 Oversampling and Feature Scaling 

After feature selection, SMOTE techniques were 
applied to tackle the class imbalance problem in the 
dataset. This technique increases the representation of 



Alam et al                                 Jurnal RESTI (Rekayasa Sistem dan Teknologi Informasi), Vol. 9 No. 5 (2025) 

 
                                                                                       1033 

 

minority classes by creating synthetic samples, ensuring 
a more balanced class distribution [26]. By doing so, the 
model avoids bias toward majority classes and 
improves its ability to detect underrepresented attack 
types. 

Lastly, MinMax Scaling was applied to standardize all 
numerical features. This scaling technique transforms 
feature values to the 0 and 1 range, preserving the 
original distribution while ensuring no feature 
dominates due to its scale [27]. MinMax Scaling 
improves model convergence by preventing large-
magnitude features from skewing the learning process. 
This normalization step enhances training stability and 
ensures that all features contribute proportionally to 
intrusion detection. Formula 1 shows the formula for 
calculating MinMax scaling. 

𝑥𝑥′ =  𝑥𝑥−min (𝑥𝑥)
max (𝑥𝑥)−min (𝑥𝑥)

                           (1) 

x is the data value. 

2.5 Model Training 

The proposed model utilizes Stacking Ensemble 
Learning, which integrates LR, SVM, XGB, and KNN 
as base models, with XGB serving as the meta-model 
for more reliable and accurate intrusion detection. Each 
base model is trained separately before being combined 
in the stacking framework, allowing for a 
comprehensive comparison between individual models 
and the ensemble approach. 

Model Training is conducted on Google Colab using 
Python 3.11.11. Several essential libraries used in this 
study are detailed in Table 2. 

Table 2. Libraries Used 

Function Library 
Data Manipulation Pandas, NumPy 
Visualization Matplotlib, Seaborn 
Model Training and Evaluation Scikit-learn 

Stacking Ensemble Learning is an advanced ensemble 
learning method that enhances ML performance by 
combining multiple ML models as the base models with 
a meta-model [28]. This method enhances the meta-
model's generalization and improves prediction 
accuracy and robustness [29]. In this study, base models 
such as LR, SVM, XGB, and KNN are trained on the 
dataset to generate individual predictions. Out-of-fold 
(OOF) predictions from each base model are generated 
using 5-fold cross-validation to avoid data leakage. 
These OOF predictions are then used as input to the 
meta-model. XGB performs the final classification as 
the meta-model. Figure 3 illustrates the proposed 
Stacking Ensemble Learning model architecture. 

LR is used in this study as a baseline model because of 
its simplicity, efficiency, and ability to provide 
probabilistic outputs [30]. IDS requires models that can 
quickly classify anomalies in network traffic, making 
LR a practical starting point. It performs well with 
linearly separable data, which helps identify 
straightforward attack patterns. 

 
Figure 3. Proposed Stacking Ensemble Learning Model Architecture 

SVM is included in this study due to its effectiveness in 
handling complex high-dimensional data. The dataset 
used in this research contains 83 features, many of 
which may exhibit complex relationships that define 
attack patterns. SVM is known for finding optimal 
decision boundaries by maximizing the margin between 
different classes [31], making it highly effective in 
distinguishing network traffic. Furthermore, the 
flexibility of using kernel functions enables SVM to 
capture nonlinear relationships within the data [32].  

KNN is selected for its instance-based learning 
approach [33], which proves highly effective for 
intrusion detection. Unlike parametric models, KNN 
does not require strict assumptions about data 
distribution, making it more flexible in recognizing 
various cyberattack patterns. Given our dataset, which 
consists of 319,949 entries and 83 features, KNN can 
leverage its non-parametric nature to model complex 
attack patterns. KNN classifies network traffic by 
comparing it against previously observed instances, 
thereby making it particularly adept at detecting novel 
threats. 

XGB is utilized as the meta-model in the stacking 
ensemble framework because it combines predictions 
from multiple base learners and improves classification 
accuracy. XGB is highly efficient due to its optimized 
implementation, which includes parallel processing, 
tree pruning, and hardware-aware computation [34]. 
XGB’s gradient Boosting framework also helps reduce 
bias and variance, leading to a more generalized model. 
As the meta-model, XGB optimally combines the 
outputs of the base models to produce more reliable 
intrusion detection results based on their strength. 

2.6 Model Evaluation 

Model evaluation was conducted using several 
commonly used performance metrics such as accuracy, 
precision, recall, F1-score, and t-test to assess the 
performance of the Stacking Ensemble Model. 
Accuracy measures the correct prediction among the 
dataset. Precision calculated the number of correctly 
identified intrusion cases among predicted intrusions 
[35]. Recall assesses the model’s performance to detect 
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all actual intrusion cases. The F1-score combines 
precision with recall and then divide them, providing a 
stable metrics between the two. This makes it a handy 
metric, particularly when applied to datasets with class 
imbalance. The performance metrics are calculated 
using Formula 2,3, and 4. 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =  𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

                           (2) 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 =  𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

                           (3) 

𝐹𝐹1 − 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 =  2 × 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 ×𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 +𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅

                          
(4) 

where TP are intrusions cases that correctly predicted, 
FP are cases incorrectly predicted as intrusions, and FN 
represents intrusions cases that predicted as normal. 

These performance metrics ensure a comprehensive 
analysis of the model’s performance in intrusion 
detection. In addition to the performance metrics, the 
model evaluation also includes a confusion matrix to 
provide a detailed view of the model’s classification 
performance. 

The t-test is a statistical method used to identify whether 
there is a significant difference between two 
independent groups. In this study, the t-test was applied 
to compare the performance metrics of the stacking 
model with the base models, Bagging and Boosting. 
The null hypothesis (H₀) assumes no significant 
difference exists between the Stacking Ensemble 
Learning Model with the base, Bagging, and Boosting 
models, whereas the alternative hypothesis (H₁) 
suggests a significant difference [36]. The t-test statistic 
can be compute computed using Formula 5. 

𝑡𝑡  =   X1
���� − X2����

�s1
2

n1
 + 

s2
2

n2

                                                                   (5) 

 𝑋𝑋1��� and  𝑋𝑋2��� represent the performance metrics of the 
two models, 𝑠𝑠12 and 𝑠𝑠22 are the variances of performance 
metrics for each model, and 𝑛𝑛1 and 𝑛𝑛2 are the number 
of metrics. A significance level of 𝛼𝛼 = 0.05 was used to 
determine statistical significance. If the resulting p-
value is less than 0.05, H₀ is rejected, indicating a 
statistically significant difference exist. This analysis 
provides insights into whether the performance 
improvements of the Stacking Model are statistically 
meaningful. 

Additionally, a 5-fold cross-validation (CV) strategy 
was employed to prevent overfitting while ensuring 
generalization capabilities. This approach had two main 
objectives: (1) to generate OOF predictions from the 
base model, which were then used as train data for the 
meta-model, and (2) to provide consistent performance 
evaluations for all models. 5-fold CV was applied to 
each model to obtain average metrics from various data 
divisions. After the training and cross-validation 
processes were completed, the final performance was 
evaluated using a separate test set to assess the model's 
effectiveness on new data that had not been used before. 

3. Results and Discussions 

The proposed Stacking Ensemble Learning, base, 
Bagging, and Boosting model was evaluated using 
performance and t-test. Each model was assessed using 
5-fold CV on the training set to ensure consistent 
performance across different data splits. During the 5-
fold CV process, each fold contained approximately 
341,163 samples, ensuring that every model was trained 
and validated on balanced and representative subsets of 
the data. The average cross-validation metrics are 
reported in Table 3. 

Table 3. Model Evaluation Using 5-Fold CV 

Model  Accuracy Precision Recall F1-
Score 

Boosting  0.85701 0.89384 0.85701 0.83760 
LR  0.95408 0.96249 0.95408 0.95292 
SVM  0.95265 0.96196 0.95265 0.95060 
XGB  0.99991 0.99991 0.99991 0.99991 
KNN  0.99992 0.99992 0.99992 0.99992 
Bagging  0.99992 0.99992 0.99992 0.99992 
Stacking 
Ensemble 
Learning 

 
0.99994 0.99994 0.99994 0.99994 

The 5-fold CV results show that Stacking Ensemble 
Learning delivers the best performance on all 
evaluation metrics, with performance metrics score of 
0.99994, surpassing all other models. Bagging and 
KNN followed, yielding nearly equivalent results, with 
each achieving 0.99992 on all performance metrics, 
indicating highly reliable and consistent classification 
capabilities. XGB also performed well with a score of 
0.99991 on all metrics. On the other hand, SVM 
achieved an accuracy and recall of 0.95265, a precision 
of 0.96196, and an F1-score of 0.95060. LR was slightly 
lower but still competitive, with an accuracy and recall 
of 0.95408, precision of 0.96249, and an F1-score of 
0.95292. Boosting ranked lowest among the models 
tested, with an accuracy and recall of 0.85701, precision 
of 0.89384, and an F1-score of 0.83760. 

After CV, the final models were later tested on the held-
out test set to assess their generalization ability. These 
results are shown in Table 4. 

Testing results on a held-out test set show that Stacking 
Ensemble Learning once again ranks at the top across 
all performance metrics, with an accuracy, recall and 
F1-score of 0.99989, and precision of 0.99990, 
surpassing all other models. KNN came in second with 
a very close performance, namely an accuracy and 
recall of 0.99984, a precision of 0.99986, and an F1-
score of 0.99985, confirming its classification strength. 
Bagging also showed excellent results with an 
accuracy, recall, and F1-score of 0.99980, and precision 
of 0.99981. Meanwhile, XGB recorded comparable 
performance, with an accuracy and recall of 0.99954, 
precision of 0.99956, and an F1-score of 0.99955. 
Boosting achieved an accuracy and recall of 0.99786, 
precision of 0.99884, and an F1-score of 0.99833. SVM 
performed quite competitively with an accuracy and 
recall of 0.98843, precision of 0.99848, and an F1-score 
of 0.99201. LR showed the lowest performance among 
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all models, with an accuracy and recall of 0.97718, 
precision of 0.98730, and an F1-score of 0.98204. 

Table 4. Model Evaluation Using Held-Out Test Set 

Model  Accuracy Precision Recall F1-
Score 

LR  0.97718 0.98730 0.97718 0.98204 
SVM  0.98843 0.99848 0.98843 0.99201 
Boosting  0.99786 0.99884 0.99786 0.99833 
XGB  0.99954 0.99956 0.99954 0.99955 
Bagging  0.99980 0.99981 0.99980 0.99980 
KNN  0.99984 0.99986 0.99984 0.99985 
Stacking 
Ensemble 
Learning 

 
0.99990 0.99990 0.99990 0.99990 

The confusion matrix for Stacking Ensemble Learning 
as in Figure 4, demonstrates its classification 
performance across all attack categories. The model 
accurately classified all 77 attack-free instances (class 
0) and 682 NTP DDoS attack instances (class 6), with 
only one misclassification into class 5 (MITM attack). 
Similarly, DoS attacks (class 1) were correctly 
classified in 91,381 instances, with only three 
misclassified as port scan attacks (class 7), while flood 
attacks (class 2) had 30 correctly classified instances, 
with one misclassified as port scan attacks (class 7). 
Fuzzy attacks (class 3) and IEC 104 starvation attacks 
(class 4) exhibited high accuracy, with only one and two 
misclassifications, respectively. A minor number of 
misclassifications were observed, such as one MITM 
attack (class 5) being classified as NTP DDoS (class 6) 
and two port scan attacks (class 7) being classified as 
MITM attacks (class 5). 

 
Figure 4. Stacking Ensemble Learning Confusion Matrix 

The t-test results, as shown in Table 5, indicate 
statistically significant differences between the 
Stacking Ensemble Learning model and the other  
model. The p-values for LR (0.00428), SVM (0.04237), 
XGB (0.00000), KNN (0.00057), Bagging (0.00000), 

and Boosting (0.00549) are all below the 0.05 threshold, 
confirming that the Stacking model significantly 
outperforms these base models. The negative T-statistic 
values indicate that the Stacking Ensemble model 
scores higher than individual models. The most 
substantial difference is observed with XGBoost (T = -
119.51151, p = 0.00000), followed by KNN (T = -
15.58846, p = 0.00057), demonstrating that even high-
performing base models are further improved through 
ensemble learning. The smallest but still significant 
difference is found with SVM (T = -3.40280, p = 
0.04237), suggesting that while SVM performs well, 
the stacking approach enhances its performance. 
Interestingly, Bagging also significantly improves (T = 
-322.00000, p = 0.00000), while Boosting shows a 
notable but slightly smaller difference (T = -7.21218, p 
= 0.00549). 

Table 5. T-Test Result 

Model Comparison (vs. 
Stacking Ensemble Learning) T-Statistic P-Value 

LR -7.86417 0.00428 
SVM -3.40280 0.04237 
XGB -119.51151 0.00000 
KNN -15.58846 0.00057 
Bagging -322.0 0.00000 
Boosting -7.21218 0.00549 

The experimental results demonstrate that the proposed 
model outperforms all other models evaluated in both 
the 5-fold CV scenario and testing with held-out data, 
achieving performance scores of 0.99990. When 
compared to previous studies, this achievement 
represents a significant improvement, as shown in 
Table 6, where the proposed Stacking Ensemble 
Learning model consistently outperforms other 
approaches in all evaluation metrics. This superior 
performance confirms that the Stacking Ensemble 
Learning method effectively utilizes the 
complementary strengths of the base models and 
combines them through an efficient meta-learner, 
resulting in a better performance model. 

The confusion matrix analysis confirms the Stacking 
Ensemble Learning model's ability to accurately 
classify a wide range of cyberattack types with minimal 
misclassifications. This high level of precision is 
particularly critical for IDS in electrical substations, 
where false positives can lead to operational 
disruptions, and false negatives can result in undetected 
intrusions with potentially severe consequences. The 
model demonstrated strong class-wise performance, 
distinguishing between normal traffic and various 
attack categories. 

Table 6. Comparison to Other Studies 

Study Model Used Accuracy Precision Recall F1-Score 
Zhu et al. [12] RF 0.9939 - - - 

Shanti et al. [13] IFM 0.99 - 0.87 0.78 
SVM 0.95 - 0.88 0.67 

Sharma and Shah [14] Hybrid (RF + SVM) 0.9898 0.979 0.976 0.999 
Proposed Method Stacking Ensemble (LR, SVM, KNN, XGB) 0.99990 0.99990 0.99990 0.99990 
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Furthermore, statistical validation using paired t-tests 
shows that the performance improvements achieved by 
the Stacking Ensemble Learning model are statistically 
significant across all evaluation. All p-values were 
below the 0.05 significance threshold, indicating that 
the observed enhancements are unlikely to have 
occurred by chance. This statistical evidence reinforces 
the model’s superiority over individual base classifiers 
and other ensemble approaches, such as Bagging and 
Boosting. 

These outcomes demonstrate that the proposed 
Stacking Ensemble Learning IDS is highly accurate, 
consistent, and reliable. It is a robust solution well-
suited for practical deployment in real-world electrical 
substation environments, where timely and the 
detection accuracy of cyber threats is crucial. 

4. Conclusions 

The evaluation results proven that the proposed 
Stacking Ensemble Learning significantly outperforms 
the other models in network intrusion detection with an 
accuracy of 0.99994, precision of 0.99994, recall of 
0.99994, and F1-score of 0.99994 during 5-fold CV and 
0.99990, 0.99990, 0.99990, and 0.99990, respectively, 
on the held-out test set. T-test confirmed the superiority 
of Stacking Ensemble Learning with all significant p-
values below 0.05, indicating a robust improvement in 
performance. Compared to traditional models and other 
ensemble techniques such as Bagging and Boosting, 
Stacking Ensemble Learning effectively combines the 
strengths of its base models and outperforms them in 
terms of accuracy and generalization. These findings 
suggest that Stacking Ensemble Learning is a highly 
robust approach for electrical substations cybersecurity 
applications, providing superior classification 
performance and ensuring enhanced network security. 
Future work may explore the applications of the 
proposed model in real-world IDS to assess 
performance under operational constraints, as well as 
adaptation for other industrial communication protocols 
beyond IEC 60870-104, such as Modbus, DNP3, or IEC 
61850, to broaden its applicability across various 
critical infrastructure. 
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