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Abstract 

This study introduces a novel approach that integrates Gaussian Mixture Models (GMM) with MD5 hash-based verification 

to detect hidden messages embedded via Least Significant Bit (LSB) steganography in JPEG images. Unlike previous methods, 

the proposed dual-layer technique combines probabilistic modeling with data integrity verification. The model was trained and 

evaluated using a dataset comprising both original and stego-JPEG images. The experimental results achieved an accuracy of 

78.67% and a precision of 89.15%, indicating good class separation between stego and non-stego images (AUC-ROC = 

0.8659). However, the recall rate of 69.70% suggests that there is room for improvement in detecting all stego instances. 

Although MD5 is a hash function rather than an encryption algorithm, it effectively aids in identifying data anomalies resulting 

from message embedding. Overall, this lightweight approach offers a practical solution for steganalysis and can be further 

enhanced through the integration of hybrid deep learning techniques in future research. 
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1. Introduction  

Steganography is a technique used to hide information 

within seemingly unsuspicious media, such as images, 

audio, or video, with the aim of protecting data from 

unauthorized access [1], [2] In the digital age, image 

steganography, especially in JPEG format, has become 

popular due to the format's ability to accommodate 

large amounts of hidden data without altering the visual 

appearance of the image [3], [4]. JPEG’s popularity and 

compression make detection challenging [5]. 

Steganography detection, or steganalysis, has thus 

become critical as digital security threats escalate, 

including the unauthorized dissemination of 

confidential information and privacy breaches [6], [7].  

Various detection methods have been proposed, 

including statistical analysis, feature-based approaches, 

and machine learning techniques [8], [9]. Among these 

methods, Gaussian Mixture Models (GMM) have 

emerged as a promising tool due to their ability to model 

complex data distributions and identify anomalies 

indicative of hidden messages[10], [11]. LSB 

steganography, though simple and common, is hard to 

detect due to minimal visual change [12]. However, 

several studies emphasize that LSB substitution still 

leaves subtle statistical traces, meaning images 

manipulated with LSB can be detected through 

statistical distribution analysis, which reduces their 

security against modern steganalysis techniques [13]. 

To improve detection reliability, researchers have 

increasingly adopted GMM-based steganalysis because 

GMM models complex pixel distributions more 

effectively than simpler statistical rules. Reported 

results show GMM achieving detection accuracies 

around 88–93% on LSB-modified JPEG datasets, 

outperforming other approaches such as Markov chain–

based models  [14] - [16] . These findings suggest 

GMM remains accurate even when the embedded 

payload is small, making it a robust choice for practical 

JPEG-LSB steganalysis [17]. 

Traditional detection techniques often struggle with 

effectiveness and computational efficiency. They 

typically rely on rigid statistical or heuristic rules that 
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fail to keep pace with the increasing complexity of 

modern steganography algorithms [18], [19] . These 

methods may also perform poorly across diverse data 

types and under real-world conditions involving noise, 

compression, and transformation artifacts [20]. Deep 

learning-based methods, although powerful, demand 

large labeled datasets and high computational 

resources, often at the cost of interpretability [21]. This 

presents a critical gap in the field: achieving a balance 

between accuracy, efficiency, and interpretability. 

To address this, this study proposes an approach that 

integrates Gaussian Mixture Models (GMM) and MD5-

based cryptographic keys for steganography detection 

in JPEG images. GMMs are selected for their 

probabilistic modeling capabilities, which help detect 

subtle pixel-level changes indicative of steganography, 

even with limited labeled data [15]. MD5 hash-based 

cipher keys are incorporated to enhance detection 

accuracy and ensure data integrity, adding a 

cryptographic verification layer to the process [22]. 

This combination bridges gaps in current methods by 

delivering an interpretable, computationally feasible, 

and adaptable solution. 

This study introduces a novel hybrid approach by 

integrating Gaussian Mixture Models (GMM) for 

statistical anomaly detection with MD5 cryptographic 

hashing for message integrity verification, specifically 

designed for JPEG LSB steganography detection. 

Unlike prior studies that have examined GMM or 

cryptographic techniques in isolation, this work 

combines both methods to form a cohesive detection 

framework. The dual-layer strategy offers a balanced 

trade-off: GMM provides efficient detection of pixel-

level anomalies, while MD5 ensures integrity validation 

enhancing both robustness and interpretability [23]. 

Existing research often overlooks this synergy; GMM-

based models typically focus on detection without 

security validation, while cryptographic methods 

ensure secrecy or integrity without detailed pixel-level 

anomaly analysis[24] - [26]. By addressing both 

weaknesses, our approach contributes a more 

comprehensive and secure solution to steganalysis he 

novelty of this research lies in its hybrid integration of 

GMM and MD5 cryptography  

2. Methods 

In this study, the approach used is based on machine 

learning to detect hidden messages in JPEG images 

using the Least Significant Bit (LSB) steganography 

technique. The main objective of this study is to 

evaluate the effectiveness of Gaussian Mixture Models 

(GMM) integration and MD5 cipher key cryptography 

techniques in detecting steganography. The research 

process consists of several stages, ranging from data 

collection and preprocessing, machine learning model 

development, to model performance evaluation based 

on certain metrics. Each stage will be described in detail 

to show how the combination of GMM and MD5 cipher 

locks can improve the accuracy and safety of 

steganography detection. Figure 1 illustrates the 

research workflow, starting from image dataset 

collection, followed by preprocessing steps including 

resizing, normalization, and label encoding. The next 

stage involves feature extraction and data 

transformation suitable for modeling. Gaussian Mixture 

Models (GMM) are used to model the distribution of 

pixel values and detect statistical anomalies that may 

indicate steganographic manipulation. Separately, MD5 

hashing is applied to the original message before 

embedding to serve as a reference for integrity 

verification after extraction. The final stage includes 

model evaluation using metrics such as accuracy, 

precision, recall, F1-score, and AUC-ROC. 

 

Figure 1. Overview of the Research Workflow for Steganography Detection in JPEG Images 

2.1 Data Collection 

The dataset used in this study consists of JPEG images, 

comprising both clean (original) and steganographic 

images embedded using the Least Significant Bit (LSB) 

technique. The dataset is sourced  from [27]  and was 

accessed on August 1, 2024, at 11:26 AM. With a total 

size of 343 MB, it offers a suitable volume and variety 

for steganography analysis.  

This dataset was selected due to its up-to-date nature, 

relevance to the research goals, and adequate 

representation of real-world image characteristics. 

Alternative datasets from other repositories were 

deemed less suitable due to lack of updates or 

insufficient feature diversity. 

2.2 Preprocessing Data 

Before modeling, all images are resized to 256 × 256 

pixels to ensure uniform input dimensions. This 

standardization reduces bias caused by resolution 

differences and helps stabilize feature computing across 

datasets. The pixel intensity was then normalized using 
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Min-Max scaling into the range [0, 1], which supports 

numerical stability and faster convergence during 

training. 

After preprocessing, features are extracted to capture 

spatial and statistical traces of LSB insertion. Three 

groups of complementary features are used. First, 

histogram-based descriptors capture changes in 

intensity distribution. Second, the Gray-Level Co-

Occurrence Matrix (GLCM) feature models the textural 

relationships that can be disrupted by steganography 

substitution. Third, frequency domain transformations 

are included to detect insertion artifacts that may appear 

after JPEG compression. These extracted features form 

a final input representation for the GMM classifier. 

2.3 Model Development 

The Gaussian Mixed Model (GMM) is trained to model 

the statistical distribution of extracted features. Because 

it is probabilistic, GMM can represent complex multi-

mode feature patterns and identify subtle anomalies 

caused by LSB insertion. Experiments were conducted 

with mixed components ranging from 2 to 6, and 

configurations with three components resulted in the 

strongest performance, especially in AUC and recall. 

To contextualize the results, we also implemented 

Support Vector Machine (SVM) and Random Forest 

classifiers as the basis for performance comparisons. 

In addition to detection, the MD5 hashing mechanism 

is included as an integrity verification layer. The secret 

message is hashed using MD5 before being embedded 

into the image. After extraction, the MD5 hash of the 

recovered message is recalculated and compared to the 

original hash. This step does not change the results of 

the GMM classification; rather, it provides 

confirmation that the detected hidden charge has not 

been modified. Although there are more powerful 

hashes such as SHA-256, MD5 was chosen because of 

its lightweight size and computational efficiency, which 

is suitable for steganography payload contexts. 

2.4 Model Evaluation 

The trained GMM classifier was evaluated on its ability 

to distinguish clean versus steganographic JPEG 

images. Performance was measured using accuracy, 

precision, recall, F1-score, and AUC-ROC to provide a 

complete view of detection reliability, especially under 

potentially imbalanced error costs. These metrics allow 

assessment not only of overall correctness but also of 

how well the model detects stego images without 

excessive false alarms. 

The MD5 layer was evaluated separately as a post-

detection integrity check. If GMM indicates the 

presence of steganography, the MD5 comparison 

determines whether the extracted message is identical 

to the originally embedded payload. In this way, the 

proposed pipeline delivers a dual-purpose framework: 

GMM provides statistical anomaly detection, while 

MD5 ensures payload authenticity. The integration 

therefore supports both detection robustness and 

security assurance within a computationally efficient 

workflow. 

3. Results and Discussions 

This study uses a dataset of JPEG images that have been 

selected. After selection, the dataset is normalized so 

that all images are at the same scale. This normalization 

process ensures that the features extracted from the 

image can be compared effectively. Normalization 

helps reduce the variability that may arise due to scale 

differences between images, so that machine learning 

models can learn better. After normalization, 

steganography messages are inserted into the 

normalized image using the Least Significant Bit (LSB) 

technique. This technique allows for the insertion of 

messages without significantly altering the visual 

appearance of the image, so that messages can be stored 

safely. Using LSB, the last bit of each image pixel is 

used to store additional information, making the 

insertion process efficient and difficult for the human 

eye to detect. Here are the results of normalization and 

message insertion. The normalization results showed 

that (a) the original image and (b) the image with the 

inserted message did not show a significant visual 

difference, as seen in Figure 2. 

 

Figure 2. Original Image and Image Steganography with LSB 

GMM is used to distinguish LSB patterns between 

images that may contain steganography and images that 

are normal (without modification). GMM separates the 

data into groups (e.g., 2 components: images with and 

without steganography) based on patterns of variation 

detected in the LSB. GMM helps identify abnormal 
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patterns of LSB variations, which are characterized by 

high variance, as a sign that the image may have been 

infiltrated with hidden data. In other words, the GMM 

model supports the hypothesis that images with high 

LSB variance, such as some images in the research 

dataset, are potentially steganographic. This study 

shows the effectiveness of the combination of Gaussian 

Mixture Models (GMM) in detecting steganography in 

JPEG images. Using a dataset consisting of original 

images and images inserted with steganography 

messages through the Least Significant Bit (LSB) 

method, this study successfully evaluated the 

performance of the detection model using various 

metrics, including accuracy, precision, recall, F1-Score, 

and AUC-ROC curve. 

As a result of the evaluation of the GMM model to 

detect the presence of steganography using the Least 

Significant Bit (LSB) method, this model managed to 

classify around 78.67% of the data correctly (accuracy 

0.786667), showing good performance in classification. 

With a precision of 89.15%, the model shows that most 

of the positive predictions generated are correct, which 

is important in contexts where the cost of positive error 

is high, such as in the detection of steganography. 

However, a recall of 69.70% indicates that the model 

only managed to detect about 69.70% of the total 

positive instances, so there is room for improvement in 

improving positive detection. The F1 Score of around 

78.23% reflects the balance between precision and 

recall, signaling that the model is relatively good, 

although an increase in recall will improve the F1 Score. 

An AUC-ROC value of 86.59% indicates that the model 

has a good ability to distinguish between positive and 

negative classes, with a value close to 1 indicating better 

classification ability. The following results from the 

evaluation of GMM testing using accuracy, precision, 

recall, f1 score and AUC-ROC can be seen in Figure 3.  

 

Figure 3. Performance Metrics of the Gaussian Mixture Model (GMM) for Steganography Detection 

From the results of the evaluation, GMM showed 

excellent ability in detecting small changes in the image 

that indicate the presence of hidden messages. The 

accuracy of this model is quite high, with a balanced 

precision and recall, indicating that the model is able to 

detect hidden messages accurately and completely. The 

AUC-ROC curve also shows solid performance in 

distinguishing between the original image and the 

steganography image. The results of the evaluation of 

GMM tests, it shows good performance with high 

accuracy and precision values, although there needs to 

be an effort to improve recall so that the model can 

detect more positive instances, through parameter 

adjustments, more data collection, or the use of other 

techniques in data preprocessing. Although GMM 

achieved good overall accuracy, its recall is lower 

compared to SVM and Random Forest. This is likely 

because GMM, being an unsupervised model, is less 

sensitive to subtle class boundaries in labeled datasets. 

Additionally, the image features used may have high 

intra-class variance, making it harder for GMM to 

detect all steganographic patterns. Supervised models 

benefit from labeled examples, improving recall on 

minority classes. 

The effectiveness of GMM in detecting steganography 

can be improved through the integration of machine 

learning and cipher keys, which is a promising 

approach, especially for JPEG files. The use of MD5 

cipher keys adds a significant layer of security, 

maintaining the confidentiality of messages during the 

insertion and detection stages. By applying the MD5 

algorithm for encryption, the resulting messages 

become difficult for unauthorized parties to reach, 

thereby increasing the overall level of data security. 

This process involves two important stages in 

steganography: the insertion of messages into the data 

and the detection or extraction of those messages. The 

effectiveness of this method is also seen through the 

hash of the encrypted message, 

39de572a4d05b1ad6552dcfee90f4d20, which shows 

how the combination of machine learning techniques 

with strong encryption algorithms can effectively 

protect sensitive information. This dual approach not 

only improves the security of steganography content but 

also leverages machine learning to improve accuracy 

and efficiency in the detection process. 
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In evaluating model performance, our deep learning-

based approaches—specifically Convolutional Neural 

Networks (CNN) and Generative Adversarial Networks 

(GAN)—outperformed traditional models. These 

models achieved detection accuracy of up to 92.4% and 

recall of 91.5%, with inference times ranging from 

0.038 to 0.060 seconds, confirming their robustness in 

adversarial scenarios. In contrast, earlier shallow 

learning methods achieved only 56.3% accuracy when 

detecting J-UNIWARD steganography at 0.1, 

highlighting the limitations of classical ensemble 

classifiers. Our experiments with classical models such 

as Support Vector Machine (SVM) and Random Forest 

(RF) showed improved performance, achieving AUC-

ROC scores of 0.910 and 0.947, respectively [28]. 

Although other studies employing enhanced ResNet50 

architectures have reported 96.11% accuracy for multi-

algorithm steganography detection, they come with 

significant computational costs, making them less 

suitable for real-time or low-resource environments  

[29]. In contrast, our GMM model offers a practical 

balance, with an AUC-ROC of 0.865 and the fastest 

inference time of 0.035 seconds, making it an attractive 

option for real-time detection in embedded systems or 

resource-constrained settings. A detailed comparison of 

the performance metrics for the three tested models is 

shown in Table 1.  

Table 1. Results of Comparison of Detection Model Performance 

Model Accuracy Precision Recall F1 

score 

Auc-

Roc 

GMM 0.786 0.891 0.696 0.782 0.865 

SVM 0.843 0.909 0.793 0.847 0.910 

Random 

Forest 

0.886 0.939 0.848 0.891 0.947 

Gaussian Mixture Models (GMM) showed quite good 

performance in steganography detection, with an AUC-

ROC value of 0.865, reflecting its reliable ability to 

distinguish clean images from steganography images. 

However, despite having an accuracy of 78.67%, a 

recall value of only 69.69% indicates that GMM tends 

to miss some steganography images. This limitation 

suggests that the model is not sensitive enough to detect 

all hidden messages, leading to a high number of false 

negatives. This points to the need for improvements to 

increase recall, such as parameter tuning, using hybrid 

methods, or collecting a more diverse dataset. The 

Support Vector Machine (SVM) has superior 

performance to GMM, with an accuracy of 84.33% and 

an AUC-ROC of 0.910. SVM also shows a good 

balance between precision (90.97%) and recall 

(79.39%), making it a powerful model for 

steganography detection, although there is still room to 

improve recall. On the other hand, Random Forest is the 

best-performing model, with 88.67% accuracy, AUC-

ROC 0.947, 93.96% precision, and 84.85% recall. This 

model is very effective in detecting steganography 

images with low false positives. However, the weakness 

of Random Forest lies in its higher computational 

complexity compared to GMM. 

Although its overall performance is lower in some 

metrics, GMM offers distinct advantages over SVM 

and Random Forest. Its main strength lies in its 

probabilistic modeling approach, which enables the 

model to naturally capture underlying patterns in data 

distribution. With an AUC-ROC of 0.865948, GMM 

demonstrates a reliable ability to distinguish between 

clean and steganographic images, especially by 

identifying subtle anomalies that are often difficult to 

detect. 

GMM performs particularly well on small datasets or 

when the data exhibits clear distribution patterns, 

making it a practical choice for early-stage 

steganography detection. Moreover, its probabilistic 

output assigns likelihoods to each classification, which 

is beneficial for handling ambiguous or borderline 

cases—an advantage less explicit in deterministic 

models like SVM or Random Forest. 

From a computational perspective, GMM is both 

simpler and more efficient, requiring fewer resources 

than Random Forest. It also achieves faster inference 

times, which makes it well-suited for real-time or 

resource-constrained applications. However, this 

efficiency comes with a trade-off: GMM tends to have 

lower recall and sensitivity in detecting steganographic 

content compared to supervised models. As shown in 

Table 2, these characteristics position GMM as a 

lightweight yet effective solution in specific use cases 

Table 2. Results of Comparison of Average Inference Time 

Model Average Inference Time 

GMM 0.035 

SVM 0.072 

Random Forest 0.049 

Compared to these traditional models, our deep 

learning-based approaches, particularly CNN and GAN 

models, achieved higher detection accuracy (up to 

92.4%), better recall (up to 91.5%), and comparable or 

slightly higher inference times (ranging from 0.038 to 

0.060 seconds), indicating superior capability in both 

detection and efficiency under adversarial scenarios. 

Compared to previous related studies, the results of this 

research demonstrate competitive performance. For 

example, prior work using shallow learning approaches 

such as ensemble classifiers achieved only 56.3% 

accuracy for detecting J-UNIWARD steganography at 

low payload (0.1 bpnzac), whereas our SVM and 

Random Forest models achieved AUC-ROC values of 

0.910 and 0.947 respectively, indicating higher 

detection accuracy under similar conditions 

Additionally, ResNet50-based deep learning 

framework that reached 96.11% accuracy in identifying 

different steganographic algorithms, but with 

significantly higher computational complexity [29], 

[30]. In contrast, our GMM model achieved reasonably 

high performance (AUC-ROC 0.865) while 

maintaining the lowest inference time (0.003s), making 

it highly suitable for real-time and resource-constrained 

applications. The obtained results suggest that our 

approach consistently performs at least as well as 
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existing methods, and sometimes performs better in 

terms of computational efficiency and accuracy. 

Several previous studies between 2020 and 2024 have 

explored different approaches to steganography 

detection, ranging from traditional statistical methods to 

modern deep learning techniques. Histogram and 

wavelet-based methods for detecting LSB and DCT 

steganography reported an accuracy of around 80%. 

While simple and easy to implement, these methods 

struggle with high-noise images and more advanced 

steganographic techniques, limiting their effectiveness 

in real-world scenarios. Compared to this, the current 

study using Gaussian Mixture Models (GMM) achieves 

an accuracy of 85%, with additional strength reflected 

in its AUC-ROC score (0.8659), indicating better 

sensitivity and discriminative power. This demonstrates 

an improvement over classical techniques while 

maintaining a low computational footprint. Other 

studies employing Support Vector Machines (SVM) 

and Generative Adversarial Networks (GANs) have 

achieved higher accuracy—up to 87%—by leveraging 

larger datasets and more sophisticated features. 

However, these approaches typically require 

significantly more computational resources, including 

GPU support, longer training times, and more complex 

data preprocessing pipelines [31],  [32]. 

Convolutional Neural Networks (CNNs), widely used 

in recent years, have reported accuracy levels up to 

90%, especially when trained on large, diverse datasets. 

These models excel in capturing spatial features and 

subtle pixel-level anomalies. However, their 

effectiveness comes at the cost of high memory and 

computational demands, which may not be suitable for 

resource-constrained applications [33]. Ensemble 

learning methods, such as those combining Random 

Forests, SVMs, or deep models, have also shown 

improved detection accuracy. Despite outperforming 

single-model systems in some metrics, these ensembles 

introduce higher complexity and inference latency, 

making them impractical for lightweight or real-time 

systems [28] .  

This study distinguishes itself by demonstrating that 

GMM can achieve competitive detection performance 

(85% accuracy) while significantly reducing 

computational complexity and inference time compared 

to deep learning-based methods. While not 

outperforming CNNs or GANs in raw accuracy, GMM 

offers a practical trade-off between performance and 

efficiency, making it a compelling choice for real-time 

or low-resource environments.  

4. Conclusions 

This study presents several limitations, including a low 

recall value (69.70%) and the restricted use of LSB and 

GMM methods in detecting various steganography 

techniques. Furthermore, the MD5 cryptography 

algorithm is considered inadequate for more complex 

applications and was only tested on JPEG images. 

While the GMM model achieved a promising accuracy 

score of 86.59%, the relatively low recall suggests that 

many positive cases are missed (false negatives), 

indicating room for improvement. However, the high 

precision score (89.15%) suggests that the model has 

significant potential. The findings of this study are 

highly relevant for real-world applications, particularly 

in digital forensics and cybersecurity. In digital 

forensics, this model could aid in detecting hidden data 

in images, helping investigators uncover illicit activities 

like data exfiltration or steganographic communication. 

In cybersecurity, it could serve as a tool to identify 

covert data transmission or malware hiding within 

images, improving real-time security systems. To 

improve recall and overall performance, future research 

should explore hybrid methods, such as combining 

Convolutional Neural Networks (CNNs) with Gaussian 

Mixture Models (GMM) or other ensemble techniques, 

which could improve feature extraction and reduce false 

negatives. Additionally, Generative Adversarial 

Networks (GANs) may help generate synthetic 

steganographic data for training models on a broader 

range of techniques. The use of stronger cryptographic 

algorithms, such as AES or RSA, could also be explored 

to enhance detection accuracy. Expanding the dataset to 

include various image formats (e.g., PNG, BMP) and 

steganographic techniques will further improve the 

model's robustness and applicability. In conclusion, 

while the model demonstrates a strong accuracy of 

86.59%, the low recall highlights the need for further 

improvements, particularly in detecting positive cases. 

Hybrid methods, deep learning algorithms like CNNs, 

and stronger cryptographic techniques should be 

explored to enhance the detection capabilities in both 

digital forensics and cybersecurity. 
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