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Abstract

Health monitoring is important in the technology and information era. A health monitoring device must possess high accuracy
in monitoring an individual's health. The MAX30100 sensor still exhibits low accuracy and requires improvements to enhance
its precision. This study proposes a remote health monitoring system based on a MAX30100 sensor for heart rate and oxygen
saturation detection. The digital signal processing method uses the Chebyshev Il filter on PPG to reduce noise, and the RSA
algorithm is employed to enhance data security. The results of testing the MAX30100 sensor value without a filter produced
the lowest error value of 0.97%, the highest 6.59% for BPM, the lowest error value of 1.88%, and the highest error of 2.66%
for SpO2. The MAX30100 sensor with the Chebyshev Il filter that the author proposed has the highest level of accuracy with
a low error value compared to previous tests, with the lowest error value of 0.23% and the highest 0.99% for BPM and the
lowest error value of 0% and the highest error of 0.2% for SpO2. The RSA algorithm ensures secure data transmission from
data modification by eavesdroppers. The average total time required by the system is 542.9 ms.
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1. Introduction and heart rate with Photoplethysmography signals and
transfers information to the microcontroller (ESP32)
viathe 12C interface. Thus, the sensor has two functions
integrated into it: monitoring heart rate and measuring
oxygen saturation levels simply. When compared to
factory-produced oximeters, the MAX30100 sensor has

a low level of accuracy [1], [6].

Health monitoring is important in today's increasingly
complex public health conditions. Patients experience
health difficulties due to inadequate health monitoring
systems. Monitoring heart rate and blood oxygen levels
is integral to tracking a person's health and
physiological parameters. Existing health monitoring

cannot provide real-time patient health alerts and is
constrained by the distance between the patient and the
hospital. The change in health monitoring from face-to-
face counselling to telemedicine has been facilitated by
the emergence of Internet of Things (loT) technology

[1] - [5].

In research [1]A health monitoring tool was created to
monitor patient oxygen saturation using the
MAX30100 and ESP32 sensors, and it was then sent to
the health worker's email for further treatment. The
MAX30100 sensor measures oxygen saturation levels

The prototype made in the study [1] monitors oxygen
saturation with an error of 1.6%. Meanwhile, the study
[6] used the device to monitor oxygen saturation and
heart rate. The ability to monitor oxygen saturation has
an accuracy level of 98.56%, and tracking heart rate has
an accuracy level of 92.947% [6]. This indicates that the
MAX30100 sensor has limitations in measurement
accuracy, which may affect its reliability in critical
health monitoring applications. Therefore, the accuracy
of the MAX30100 sensor needs to be improved. In
general, there are two types of filters, namely finite
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impulse response (FIR) and infinite impulse response
(IIR). FIR filters are often related to polynomials of
shift operators. 1IR filters are generally described as
rational functions that outperform polynomials and
have a low degree of adjusting the desired filter. IR
filters consist of Butterworth, Chebyshev, and Elliptic
[71- [10].

Butterworth filters have the advantage of a flat
frequency response in the passband region without
ripple but have a slower transition between the passband
and stopband than Chebyshev and elliptic filters.
Chebyshev filters offer a sharper transition between the
passband and stopband, which can control ripples in
their frequency response but produce signal distortion.
Meanwhile, elliptic filters provide a sharp transition
between the passbhand and the stopband. This allows
good control of ripples in both the passband and
stopband regions. However, it requires a more complex
implementation. Therefore, selecting an appropriate
filter must consider the trade-off between the desired

frequency  response,  signal  distortion, and

implementation complexity [7], [11] - [13].

Based on the types of IIR filters available, the
Chebyshev type Il filter is an effective filter for
performing Photoplethysmography (PPG) [8], [12],
[14]. In this study, the author will develop a prototype
from the study [1] by adding a Chebyshev type Il filter
to improve the accuracy of the MAX30100 sensor, and
the data is secured using the RSA algorithm [14], [15],
[16]. The data is displayed in real-time on the website
using Google Firebase, as done in the study [3], [17] -
[19] as a monitoring function by medical personnel. The
test focuses on comparing the study's accuracy level [1],
[6] with the level of accuracy after applying the
Chebyshev type Il filter to the MAX30100 sensor.

2. Research Methods

Research methodology to ensure that research results
are valid and reliable.
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Figure 1. System Overview

The process begins with the initialization of the ESP32
as a microcontroller module. The MAX30100 sensor is
initialized to measure heart rate and blood oxygen
levels. Figure 1 shows the system's process. The ESP32
takes data from the MAX30100 sensor. Heart rate and
oxygen level data are collected periodically and
processed by the ESP32. The Chebyshev I filter is used
to improve signal quality. The processed data is then
encrypted using the RSA algorithm. Data processing
results are displayed on a 0.96-inch OLED LCD and
sent to Firebase to be displayed on the website.

The implementation of this system aims to monitor
heart rate and blood oxygen levels in real-time. The
ESP32 microcontroller has Wi-Fi and Bluetooth
features to connect to the internet for remote data
transmission.

The system is designed to connect the VCC pin of the
OLED LCD and the MAX30100 sensor to the 3.3V pin
on the ESP32, ensuring a stable power supply. The
GND pin of both modules is connected to the ESP32
GND pin to complete the electrical circuit. Data

communication between the devices is done via the 12C
protocol, where the SDA pin of the OLED LCD and
MAX30100 is connected in parallel to the GP1021
(SDA) pin on the ESP32, while the SCL pin of both
modules is connected to the GP1022 (SCL) pin on the
ESP32. This configuration allows simultaneous
communication between the ESP32 and both modules
using the same 12C bus, minimizing the use of 1/O pins.

Figure 2. Hardware Configuration
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Figure 2 is a system design implemented in hardware.
The system proposed by the author consists of an LCD
screen component to display data, an ESP32
microcontroller to control the system, and an
MAX30100 sensor to measure heart rate and blood
oxygen levels. All components are connected using
jumper cables to maintain a stable connection between
system parts.
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Ten people were the subjects of data collection. Each
person was given five data collection sessions for each
condition without a filter, Butterworth Filter, and
Chebychev Filter type Il. The data from each condition
was compared with the Omron Oximeter to calculate
the error value.
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Figure 3. Infrared signal and red led signal graph

The MAX30100 sensor measures red and infrared (IR)
light signals reflected from blood to detect heart rate.
Changes in light absorption by blood in capillaries
produce values in the Red and IR signals. These AC
values reflect variations due to heart rate. A comparison
graph of infrared and red LEDs is shown in Figure 3.
Each measured AC value from the Red and IR signals
is squared to calculate the total squared AC value
(EvVredAC and XvirAC). After a certain number of
heartbeats are detected, the average of the squared AC
values is calculated for the Red and IR signals. The
logarithmic ratio of these averaged squared values to
calculated blood oxygen levels and itis calculated using
Formula 1.

log( SVredAC )
AC Ratio = 100 x —=mp eskecorded
log(samplesRecorded)
The heart rate (BPM) is calculated based on the detected

heartbeat period using Formula 2.

()

@ No Filter @ Butterworth Filter ® Chebyshev Type I Filter
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BPM = X 1000 x 60 @)

Formula 2 converts the heartbeat period to a frequency
in beats per millisecond, multiplied by 1000 to get beats
per second and by 60 to get beats per minute (BPM)
[20].

3. Results and Discussions

The proposed system’s accuracy is evaluated by
comparing its results with those from a standard
oximeter, demonstrating excellent performance in
detecting both heart rate and oxygen saturation levels.
This high level of accuracy underscores the system's
reliability and potential as an effective tool for precise
health monitoring. The model's ability to consistently
track these vital signs highlights its suitability as an
alternative to traditional oximeter devices, offering
reliable and accurate measurements.
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Figure 4. Digital filter comparison graph
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Figure 4 compares raw data from the MAX30100
sensor without a filter (blue), with a 1st-order
Butterworth filter (red) and a 4th-order Chebyshev type
2 filter (green). The unfiltered raw data shows sharp
fluctuations and significant noise, while the 1st-order
Butterworth filter can reduce some noise but still leaves
fluctuations. The 4th-order Chebyshev type 2 filter
significantly reduces noise, resulting in a smoother and
more stable signal.

However, the 4th-order Chebyshev type 2 filter
introduces a delay to the signal, as seen in the green
signal's phase shift compared to the blue and red
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signals. Although this delay is a common characteristic
of higher-order filters, it still significantly improves
signal quality, making it more representative and
reliable for further analysis, with the caveat that delay
should be considered in applications that require real-
time response or high timing precision.

On the other hand, using filters impacts noise reduction
and affects the shape and characteristics of the resulting
signal. Further analysis is needed to understand how
each filter type and order affects the signal under
various conditions and applications.
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Figure 5. Chebychev filter comparison graph

Figure 5 compares the response of a Chebyshev type 2
filter with various orders (1, 2, 3, and 4) to an input
signal in the time domain. The blue color shows the
response of a 1st order filter, red for 2nd order, green
for 3rd order, and yellow for 4th order. The graph shows
that the reaction of higher order filters (3rd and 4th
orders) has a smaller amplitude than the lower order
filters (1st and 2nd orders). In addition, the response of
higher-order filters tends to have more oscillations and
is more complex than the response of lower-order
filters. The 1st-order filter (blue) shows more
significant and rougher fluctuations, while the 4th-order
filter (yellow) shows smoother and more controlled
volatility. This indicates that the effect becomes
stronger as the filter order increases, resulting in a
smoother output signal less susceptible to high-
frequency interference. This comparison is important in
the design of signal processing systems, where the
selection of filter orders can affect the quality and
characteristics of the output signal according to specific
application needs.

Below are tables of heart rate and blood oxygen levels
(SpO2) measurements using a device made with a
MAX30100 sensor without a filter, with a Butterworth
filter, and a Chebyshev type 2 filter where each
measurement will be compared with a measurement
using an oximeter that was carried out simultaneously.
The percentage error is calculated for each
measurement to evaluate the accuracy of the
MAX30100 device compared to a standard oximeter.
These tables include columns for respondents, average
(Mean), standard deviation (STD), and percentage error
(Error). The research was conducted using 10

individuals as samples for each measurement, referring
to research [1], [19].

Table 1. Data measurements of SpO2 using MAX30100 with no

filter
Respondent Mean (%) STD Error (%)
1 95 0,54 2,66
2 94,6 0,44 2,27
3 96 0,54 2,63
4 93,8 0,44 1,88
5 95 0,54 2,66
6 94,6 0,70 2,07
7 97 0,54 2,61
8 96 0,54 2,63
9 93,8 0.44 1,88
10 95 0,54 2,66

Table 1 shows SpO2 measurement data using the
MAX30100 sensor without a filter. The data show that
the average SpO2 value ranges from 93% to 96%, with
the error percentage varying between 1.88% and 2.66%.
This indicates a significant difference between the
measurements of the MAX30100 sensor without a filter
and a standard oximeter.

Table 2. Data measurements of SpO2 using MAX30100 with

Butterworth
Respondent Mean (%) STD Error (%)
1 96,6 0,77 1,02
2 95,6 0,44 1,23
3 97,6 0,70 1,01
4 94,6 0,70 1,04
5 96,6 0,70 1,02
6 95,6 0,70 1,03
7 98,2 0,89 1,40
8 97,6 0,70 1,01
9 94,6 0,70 1,04
10 96,6 0,70 1,02
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Table 2 presents SpO2 measurement data using the
MAX30100 sensor with a Butterworth filter. The
measurement results show increased accuracy
compared to without a filter, with a slightly higher
average SpO2 value and a standard deviation within an
acceptable range. The percentage error also decreased
between 1.02% and 1.43%, indicating that using a
Butterworth filter can improve the accuracy of the
MAX30100 sensor measurement.

Table 3. Data measurements of SpO2 using MAX30100 with

Chebychev Il

Respondent Mean (%) STD Error (%)
1 97,8 0,44 0,20
2 96,6 0,44 0,20
3 98,8 0,44 0,20
4 95,8 0,44 0,20
5 97,8 0,44 0,20
6 96,6 0,70 0

7 99,2 0,89 0,40
8 98,8 0,44 0,20
9 95,8 0,44 0,20
10 97,8 0,44 0,20

Table 3 shows SpO2 measurement data using the
MAX30100 sensor with a Chebyshev type Il filter. The
average SpO2 value ranges from 95.8% to 99.2%. The
error percentage for 8 out of 10 measurements is 0.20%,
one measurement is 0.40%, and 1 has no error. This
shows that using a Chebyshev type Il filter significantly
improves measurement accuracy compared to not using
a filter and a Butterworth filter.

Table 4. Data measurements of heart rate using MAX30100 with no

filter
Respondent Mean (%) STD Error (%)
1 77,2 1,64 6,31
2 76,6 2,19 6,59
3 79 0,55 5,28
4 76,2 3,27 5,22
5 83,2 2,86 0,97
6 78,2 2,39 3,93
7 81 1,95 4,03
8 79 0,55 55
9 83,6 0,84 3,98
10 78 0,55 5,34

Table 4 shows that heart rate measurements using the
MAX30100 sensor without a filter show an average
heart rate ranging from 76.2 to 83.6 beats per minute.
The recorded standard deviation varies between 0.55
and 3.27. The percentage error in these measurements
ranges from 0.97% to 6.31%, with high error values
indicating a significant difference between the sensor
and oximeter measurement results.

Table 5 shows the heart rate measurements using the
MAX30100 sensor with a Butterworth filter. The
average heart rate was recorded between 78.2 and 82.8
beats per minute, with the percentage error in this
measurement ranging from 1.72% to 3.41%. This
indicates a significant improvement in measurement
accuracy when using a Butterworth filter compared to
without a filter.

Table 5. Data measurements of heart rate using MAX30100 with

Butterworth

Respondent Mean (%) STD Error (%)
1 80,2 11 2,67

2 79,2 1,48 341

3 81,4 0,71 24

4 78,2 0,45 2,74

5 80 0,55 2,91

6 80 1,95 1,72

7 82,8 0,89 1,9

8 81,8 1,1 2,15

9 79 1,95 1,74

10 80,2 11 2,67

Table 6. Data measurements of heart rate using MAX30100 with
Chebyshevll

Respondent Mean (%) STD Error (%)
1 82 0,55 0,48

2 81,8 11 0,24

3 83 0,89 0,48

4 80,6 0,84 0,24

5 82,8 0,89 0,48

6 82 0,55 0,73

7 84,6 0,45 0,23

8 83,8 1,1 0,23

9 81,2 11 0,99

10 82 1,14 0,48

Table 6 shows heart rate measurements using the
MAX30100 sensor with a Chebyshev type Il filter. The
average heart rate is between 80.6 and 84.6 beats per
minute, with a standard deviation between 0.45 and
1.14. The percentage error in this measurement is
0.24% to 0.73%. These results prove that the
Chebyshev type Il filter effectively reduces noise.

Table 7. System performance test

Encryption Decryption

Experiment (ms) (ms) Total (ms)
1 16 7 549
2 17 6 544
3 16 7 542
4 16 7 539
5 17 5 545
6 17 7 548
7 16 5 544
8 16 6 533
9 16 6 541
10 16 6 544

Table 7 shows the system's performance, measuring the
time duration, including encryption, decryption, and
total time from the sensor reading process to displaying
data on the website. The average time required for
encryption is 16.3 ms, and the average time for
decryption is 6.2 ms. The average total time needed for
the system is 542.9 ms.

Figure 6 shows the interface of the patient health
monitoring website. The website contains patient
information, including name, age, and identification
number. Monitoring data includes heart rate and blood
oxygen saturation (SpO2) in graphs based on time. The
website also provides a notification section to warn if
the patient's condition is outside the standard.
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Figure 6. Displaying data value of monitoring on the website

3.2 Discussions

In a previous study entitled "Monitoring SpO2, Heart
Rate, and Body Temperature on Smartband with Data
Sending Using loT Displayed on Android", this device
uses the MLX90614 sensor to measure body
temperature and the MAX30100 sensor to measure
oxygen saturation levels and heart rate on the index
finger. The measurement results from this device can be
displayed in real-time and remotely, and notifications
can be provided on the user's smartphone if the patient's
condition is abnormal [3]. However, the oxygen
saturation and heart rate values produced using the
MAX30100 sensor without additional filters have the
lowest error value of 0.2% and the most significant
1.6% with an average error of 0.84%, where a high level
of accuracy is required in a health monitoring system,
especially the monitoring system for long-distance
purposes.

Based on the study's results, test data showed that using
the Chebyshev Il filter successfully reduced
interference in the PPG signal from the MAX30100
sensor measurement results. The test results showed
that the MAX30100 sensor without a filter had the
lowest BPM error value of 0.97%, the highest of 6.59%,
the lowest SpO2 error value of 1.88%, and the highest
of 2.66%. After using the Butterworth filter, the lowest
and highest BPM error values were 1.72% and 3.41%,
respectively, while the lowest and highest SpO2 error
values were 1.01% and 1.40%. The MAX30100 sensor
with the Chebyshev |1 filter showed a high increase in
accuracy with the lowest BPM error value of 0.23%, the

highest of 0.99%, and the lowest SpO2 error value of
0% and the highest of 0.4%. The average error in taking
SpO2 data with the Chebyshev 11 filter was 0.2%. Thus,
compared to the study [3], the error value in this study
had a lower average value with a difference of 0.64%.

The Chebyshev Il filter has been shown to reduce noise
and produce more accurate values compared to no filter
and using the Butterworth filter. The RSA algorithm
added to the health monitoring system adds an
important layer of data security in remote health
monitoring, where patient data privacy and security are
critical. The proposed system performs 542.9 ms, with
an average encryption time of 16.3 ms and a decryption
time of 6.2 ms.

Overall, this study has successfully demonstrated that
using ESP32 with the MAX30100 sensor, adding the
Chebyshev Il filter, and implementing the RSA
algorithm can improve detection accuracy and data
security in the health monitoring system. This study can
provide the basis and knowledge for further research in
developing a more effective and secure health
monitoring system.

4. Conclusions

Based on the system we proposed, the test results of the
MAX30100 sensor value without using a filter
produced the lowest error value of 0.97%, the highest
of 6.59% for BPM, and the lowest error value of 1.88%
and the highest error of 2.66% for SpO2. The BPM error
value for the MAX30100 sensor equipped with a
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Butterworth filter was 1.72% for the lowest error and
3.41% for the highest error; the lowest error value for
Sp02 was 1.01%, and the highest error value was
1.40%. The MAX30100 sensor with the Chebyshev 11
filter that the author proposed had the highest level of
accuracy with the lowest error value compared to
previous tests, with the lowest error value of 0.23% and
the highest 0.99% for BPM and the lowest error value
of 0% and the highest error of 0.4% for SpO2. System
performance testing was also carried out by calculating
the duration of time from taking sensor data to
displaying data on the website. The RSA algorithm
ensures secure data transmission from data
modification by eavesdroppers. The average total time
required by the system, from reading the sensor to
displaying the data on the website, is 542.9 ms. In
conclusion, this study shows that the MAX30100
sensor device equipped with the Chebyshev 11 filter
produces accurate heart rate and oxygen saturation
detection values with low error values.
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