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Abstract. Information Technology is extensively utilized in contemporary healthcare settings. Nevertheless, healthcare 

facilities are frequently targeted by malicious actors aiming to disrupt services and exfiltrate sensitive data. Intrusion detection 

systems play a crucial role in monitoring and analyzing computer systems or networks for indications of such attacks. To 

safeguard healthcare technologies, including the Internet of Medical Things (IoMT), it is imperative to protect them from these 

threats. Machine learning models have demonstrated superiority over traditional methods in detecting intrusions. However, 

some of these models still exhibit limitations, such as generating false alarms when identifying attacks on IoMT. Consequently, 

the development of more accurate models for detecting these attacks is essential. Security experts have developed datasets that 

simulate various attack scenarios for testing purposes, one of which is the IoMT Attack Testbed. This study proposes a three-

step methodology for constructing an effective intrusion detection model. It employs a Random Forest classifier to categorize 

intrusions within the dataset. Through dataset analysis, the study provides insights into feature handling, addresses data 

imbalance issues, and identifies significant features for the model. The model's parameters were optimized to enhance its 

performance. The model was evaluated in two scenarios, with results indicating superior performance in the second scenario 

when data imbalance was addressed, critical features were selected, and parameters were fine-tuned. 
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1. Introduction 

The Internet of Things (IoT) encompasses the integration of interconnected digital entities, including sensors and 

processing units [1]. The rapid proliferation of IoT devices has significantly expanded the potential attack surface, 

thereby facilitating more severe cyber-attacks by malicious actors [2]. For example, certain intruders attempt to 

deplete the resources of target IoT networks through malicious activities, employing various forms of malware 

within cyberspace and computer networks [3]. Intrusion detection refers to the systematic monitoring and analysis 

of events or threats within a computer system or network to identify potential security incidents. Several datasets 

have been made available for benchmarking security models in the IoT domain, with notable examples being [2], 

[4], among others. 

A study highlighted that the advent of the Internet of Things (IoT) has facilitated more straightforward 

communication between machines and humans [5]. Furthermore, IoT applications are reportedly transforming 

various sectors, including healthcare, agriculture, and transportation, thereby significantly impacting our 

professional and personal lives. Additionally, IoT offers numerous benefits and opportunities for knowledge 

sharing, innovation, and advancement [6]. [7] contended that although numerous machine learning (ML) studies 

have been proposed for the development of intrusion detection systems, some still exhibit high false positive rates. 
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Indeed, various types of malwares have been employed to launch cyber-attacks, often utilizing detection-evasive 

techniques to avoid being identified [3]. Consequently, the assertion by [8] that Artificial Intelligence and Machine 

Learning have shown considerable promise in addressing challenges within the healthcare sector through 

intelligent methodologies is particularly pertinent in mitigating cyber threats. 

As highlighted by [9], safeguarding sensitive patient data and ensuring the integrity of devices and networks 

that underpin the Internet of Medical Things (IoMT) is crucial. Building on this premise, the present study aims 

to employ a multi-stage approach to enhance machine learning-based intrusion detection models within IoT 

networks. The innovative methodologies proposed in this research are designed to develop a robust RF-based 

intrusion classification model capable of generalizing effectively. Specifically, the objective is to construct an 

intelligent model that can accurately classify intrusions within the selected IoMT attack dataset through 

comprehensive exploratory data analysis (EDA), feature preprocessing, class balancing, feature selection, and 

model hyperparameter tuning. The chosen dataset encompasses health attributes and network features. Two 

scenarios are considered: the first involves constructing an RF-based intrusion classification model without class 

balancing, feature selection, and hyperparameter tuning of the learning algorithm, while the second incorporates 

these techniques. In summary, the overarching aim of this paper is to contribute to the development of more robust 

and accurate intrusion classification models in IoMT, thereby enhancing their performance on unseen data. 

A study proposed machine learning (ML)-based methodologies for detecting attacks within Internet of Things 

(IoT)-based Smart Home Environments, utilizing both single and ensemble classifiers [10]. The selected classifiers 

were integrated with a meta-heuristic feature selection algorithm. The authors contended that the innovative 

approaches to dataset cleaning, feature selection, and attack classification contributed to achieving promising 

outcomes, with Random Forest demonstrating marginally superior performance across all selected metrics. In a 

related study, [11] employed the K-means algorithm to categorize devices into predefined groups based on their 

attack sensitivity values within the IoT environment. The researchers asserted that the developed model achieved 

favorable results across all evaluation metrics. Furthermore, it was noted that the study laid a solid foundation for 

enhancing the precision of attack detection and protection. 

Another study introduced a shallow neural network designed to detect representative attacks within a 

communication network [12]. The authors proposed an enhanced attack-sharing loss function to address the 

challenge of imbalanced learning. They demonstrated that their proposed solution could detect network attacks 

with an F1 score exceeding 99% for various attacks in IoT device communication. In a related study, [13] 

developed an intrusion detection system aimed at identifying anomalous network traffic in IoT environments. The 

authors employed the Binary Grey Wolf Optimizer (BGWO) heuristic algorithm and subsequently applied 

recursive feature elimination (RFE) to select the most relevant feature subset for the target class. Given the dataset's 

significant class imbalance, the Synthetic Minority Oversampling Technique (SMOTE) was utilized to oversample 

the minority class. The pre-processed data were then classified using XGBoost. The researchers contended that 

their proposed method achieved favorable results in terms of accuracy, precision, recall, and F1 score based on the 

datasets employed. 

The methodology proposed by [14] involves the development of a hybrid model that integrates enhanced 

residual network blocks with bidirectional gated recurrent units. This research primarily focuses on constructing 

attack classification models for the early detection of attacks across two distinct scenarios. Additionally, [15] 

introduced a deep learning-based ensemble classification approach aimed at detecting malware in IoT devices. 

This model employs a three-step process. Initially, data undergoes pre-processing through scaling, normalization, 

and de-noising. In the subsequent step, feature selection is performed, and one-hot encoding is applied. Finally, in 

the third step, ensemble classifiers, specifically Convolutional Neural Networks (CNN) and Long Short-Term 

Memory (LSTM), are utilized for classification. The study reported an average accuracy of 99.5%. 

Machine learning models were developed for the classification of attacks within an IoT network. Five 

supervised learning models were constructed, tested, and evaluated using the IoTID20 dataset [16]. The selected 

algorithms included Shallow Neural Networks (SNN), Decision Trees (DT), Bagging Trees (BT), K-nearest 

neighbor (KNN), and Support Vector Machine (SVM). The authors reported that their experimental evaluation 

achieved an accuracy of 100% for detection in all instances. In a related study, [17] developed a model for detecting 

attacks in IoT smart applications using a machine learning approach. The authors utilized a public dataset named 

AWID for evaluation purposes. The study highlighted the promising performance of the t-test technique employed 

for selecting a reduced number of attributes. It was argued that the approach achieved an accuracy of 99% using 

only eight features. Furthermore, the authors asserted that the technique demonstrated excellent performance when 

compared with similar studies. 

A Hybrid Intrusion Detection (HID) system was developed utilizing machine learning algorithms, including 

Random Forest, XGBoost, Decision Tree, K-Nearest Neighbors, and a misuse detection technique [18]. The 

authors employed the NSL-KDD and CSE-CIC-IDS2018 datasets to evaluate the performance of these algorithms. 

The study demonstrated promising results across all evaluation metrics. In a related study, [19] proposed a 

framework for detecting malicious network traffic, employing Support Vector Machine (SVM), Gradient Boosted 
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Decision Trees (GBDT), and Random Forest (RF) algorithms. It was reported that the model utilizing the RF 

learning algorithm achieved an accuracy of 85.34%. Furthermore, [20] constructed four distinct models from the 

dataset using the following learning algorithms: RF, KNN, SVM, and Artificial Neural Network (ANN). The 

authors contended that the classification of attacks yielded promising results with the four selected algorithms. 

Recent studies have introduced novel methodologies to enhance the efficacy and implementation of anomaly-

based Intrusion Detection Systems (IDSs) in real-world networks by investigating the application of machine 

learning models for anomaly-based intrusion detection [21]. This research examined various neural network 

architectures, including Multilayer Perceptron (MLP), Autoencoders, and Deep Belief Networks (DBN), to 

evaluate their effectiveness in identifying different types of attacks, such as Denial of Service (DoS) and Brute 

Force Attacks. The author proposed a three-step approach for intrusion detection, which achieved a classification 

accuracy of 94.44% on the KDD Cup 99 dataset and 88.39% on the NSL-KDD dataset, with low false-positive 

rates. However, the datasets employed in this study are outdated compared to more recent datasets that capture 

contemporary attack representations. Consequently, the model may not generalize effectively to recent, unseen 

attack datasets. 

2.  Methods 

This study employs a three-stage machine learning approach to develop an intelligent intrusion classification 

model, subsequently comparing its performance with recent analogous studies. The research utilizes a dataset 

derived from security issues within the health Internet of Things environment. This dataset was sourced from an 

experiment known as the Enhanced Healthcare Monitoring System (EHMS) Testbed, as documented by [20]. The 

selection of this dataset is motivated by its capacity to facilitate the investigation of attacks targeting both medical 

biometrics and network data within the testbed, as highlighted by [20]. The ensemble method chosen for this study 

is the Random Forest classifier, which is a tree-based algorithm. Random Forest is a supervised learning algorithm 

applicable to classification or regression problems, utilizing a tree-like structure to generate predictions [22]. 

The primary objective of ensemble methods is to enable decision trees to learn from the errors made by their 

predecessors. Accordingly, this study aims to examine the performance of a Random Forest (RF)-based model in 

classifying intrusions within the Internet of Medical Things (IoMT) dataset, both with and without the application 

of Synthetic Minority Over-sampling Technique (SMOTE), feature selection, and hyperparameter tuning. The 

dataset was divided using an 85:15 split ratio for the experiments. Figure 1 presents a screenshot of the dataset 

utilized in the experimentation. 

 

Figure 1. Screenshot of the Original IoMT Dataset before Pre-processing 

 

Figure 2. IoMT Attack Testbed [20] 
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The key stages depicted in Figures 3 and 4 were instrumental in constructing the RF model under varying 

conditions. As illustrated, the experimental procedures in both scenarios commenced with data collection, followed 

by exploratory analysis to enhance understanding of the dataset, and data cleaning. Subsequently, attention was 

directed towards balancing the majority and minority classes using SMOTE, feature selection, and the tuning of 

the hyperparameters of the RF classifier in the second scenario. The objective is to examine the behavior of the 

RF-based model when these three critical activities in machine learning-based studies are integrated. 

 

Figure 3. Flow of Activities in the RF-based Intrusion Classification in Scenario1 (Without Class Balancing, Feature 

Selection and Model Tuning) 

 

Figure 4. Flow of Activities in the RF-based Intrusion Classification in Scenario 2 (With Class Balancing, 

Feature Selection and Model Tuning) 
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2.1 Feature Encoding and Feature Selection Technique used in the Study 

The dataset utilized in this study comprises both numeric and non-numeric (object) data types. Consequently, the 

non-numeric attributes were encoded as part of the data pre-processing measures. The feature encoding was 

conducted using label encoding. The issue of high-class imbalance within the dataset was addressed through the 

application of the Synthetic Minority Over-sampling Technique (SMOTE), as proposed by [23]. This technique 

was employed to rectify the imbalance ratio between the majority and minority classes in the dataset. 

Feature selection is recognized as a critical phase in most machine learning (ML)-based classification tasks. 

For example, [24] demonstrated the significance of selecting promising features in studies employing ML 

approaches for classification. This study utilized a feature importance method to identify the most promising 

features that exhibit the strongest relationship with the output variable. Feature importance is a statistical technique 

that assesses the relative significance of each input variable in predicting the target variable or outcome. It offers 

insights into which features most significantly influence the model’s predictions. A single feature may be utilized 

in different branches of the tree. In each of the selected ensemble learning classifiers, the feature importance is 

derived from the feature importance provided by the decision tree as a base classifier. Consequently, the feature 

importance in the tree-based ensemble can be calculated using equation one. 

 (1) 

The Random Forest algorithm, introduced by Leo Breiman, addresses various classification and regression 

challenges [25]. This algorithm is constructed from multiple decision trees utilizing the bagging method, resulting 

in a homogeneous ensemble. Random Forest operates by averaging numerous deep decision trees, each trained on 

distinct subsets of the same training dataset, with the objective of minimizing variance. In this study, the 

hyperparameters of the Random Forest ensemble were meticulously tuned to achieve enhanced results across five 

selected metrics. The parameters adjusted to optimize model performance included n_estimators, max_depth, 

min_samples_split, and min_samples_leaf. The significance of this approach lies in its ability to enhance the 

model's performance. 

2.2 Metrics for the Evaluation of the Intrusion Classification Models 

The selected metrics for evaluating the model facilitate the identification of an optimal balance to achieve a model 

with superior performance. The metrics employed include Accuracy, Precision, Recall, F1-Score, and Matthews 

Correlation Coefficient (MCC). In the context of models, MCC is utilized to assess the contribution of each feature 

in minimizing prediction error. Equations 2, 3, 4, 5, 6, 7, and 8 delineate the computation of these metrics. 

𝑃 = 𝑇𝑃 + 𝐹𝑁                            (2) 

          𝑁 = 𝐹𝑃 + 𝑇𝑁                                              (3) 

In this context, TP denotes True Positive, FP represents False Positive, FN signifies False Negative, and TN stands 

for True Negative. A True Positive (TP) occurs when a condition is positive in reality and is accurately predicted 

as positive. Conversely, a False Positive (FP) arises when a condition is negative in reality but is incorrectly 

predicted as positive. A True Negative (TN) is identified when a condition is negative in reality and is correctly 

predicted as negative. Lastly, a False Negative (FN) occurs when a condition is positive in reality but is erroneously 

predicted as negative. 

 

Accuracy = 
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
    (4) 

Precision = 
𝑇𝑃

𝑇𝑃+𝐹𝑃
          (5)      

Recall =  
𝑇𝑃

𝑇𝑃+𝐹𝑁
             (6)      

F1-Score = 2 ∗
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛∗𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
          (7)  

 

MCC = 
TP*TN-FP*FN

√(TP+FP)*(TP+FN)*(TN+FP)*(TN+FN)
   (8) 

2.3 Experimental Set Up and Scenarios 

All experiments were conducted within the Spyder Python environment on a Windows-based system equipped 

with a Core i5 processor, a 1TB hard disk drive (HDD), and 8GB of RAM. Various libraries, including pandas, 

numpy, sklearn, seaborn, Matplotlib, and imblearn, were utilized in the experiments. The study focused on three 

primary activities aimed at achieving effective classification of intrusions in Medical IoT data: extensive pre-

processing, attribute selection, and hyperparameter tuning of the classifier. The pre-processing tasks were 

meticulously executed based on insights derived from the exploratory analysis of the dataset.   
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3. Results  

This section presents the findings of this study, derived from various experiments conducted in relation to the 

proposed three-stage RF model for identifying intrusions in IoMT data. 

3.1 Dataset Basic Characteristics 

The distribution of the samples in the dataset as described by [20] is in Table 1. 
Table 1. Dataset Details based on Sample Size 

Number of normal samples (non-intrusions) 14,272 (87.5%) 

Number of attack samples (intrusions) 2,046 (12.5%) 

Total number of samples 16,318 

 
The data presented in Table 1 indicates the presence of a class imbalance issue within the dataset. The 

exploratory data analysis (EDA) conducted in the Python environment further elucidated the proportions of the 

majority and minority classes, as depicted in Table 1. Additionally, the results of various EDA activities revealed 

that the dataset comprises different data types: fifteen (15) features are of the floating-point number data type, 

twenty-two (22) are non-floating numeric values, and eight (8) attributes are categorical. The significance of 

conducting EDA on security datasets to enhance the understanding necessary for developing machine learning-

based models has been strongly established by [26] and [27]. To facilitate the use of these features in the training 

and testing of models, preprocessing was performed. 

Table 2. The Summary Statistics of the IoMT dataset used in this study. 

 Dir Flgs ... Attack Category Label 

count 16318.0 16318.000000 ... 16318.000000 16318.000000 

mean 0.0 3.789190 ... 1.818115 0.125383 

std 0.0 0.948991 ... 0.511686 0.331163 

min 0.0 0.000000 ... 0.000000 0.000000 

25% 0.0 4.000000 ... 2.000000 0.000000 

50% 0.0 4.000000 ... 2.000000 0.000000 

75% 0.0 4.000000 ... 2.000000 0.000000 

max 0.0 6.000000 ... 2.000000 1.000000 

 
Table 3. Features in the Dataset After Encoding 

 Dir Flgs SrcAddr DstAddr ... Resp_Rate ST Attack 

Category 

Label 

0 0 4 0 0 ... 0 0.0 2 0 

1 0 4 0 0 ... 17 0.4 2 0 

2 0 4 0 0 ... 17 0.4 2 0 

3 0 4 0 0 ... 17 0.4 2 0 

4 0 4 0 0 ... 17 0.4 2 0 

... ... ... ... ... ... ... ... ...  

16313 0 4 0 0 ... 19 0.3 2 0 

16314 0 4 0 0 ... 19 0.3 2 0 

16315 0 4 0 0 ... 19 0.3 2 0 

16316 0 4 0 0 ... 19 0.3 2 0 

16317 0 4 0 0 ... 19 0.3 2 0 

 
Table 4. Summary of the Dataset Characteristics 

Name of 

the 

Dataset 

Number of 

Instances in 

the Dataset 

Number of 

Features in the 

Dataset 

Any 

Missing/Dupli

cate Values 

Class 

Distribution 

Data Types in the 

Dataset 

Open 

Issues in 

the Dataset 

WUSTL-

EHMS-

2020 

16318 

 

There are 44 input 

attributes and one 

target class that 

supports binary 

classification. 

No missing 

values and No 

Duplicates 

Majority 

Class= 14272 

Minority 

Class= 2046 

Mixed Data Types 

are present in the 

dataset. Thus, there 

is need for feature 

encoding. 

The Dataset 

has class 

imbalance 

problem 

 

Following the exploratory data analysis (EDA), the dataset comprises the following features: Columns: [Dir, 

Flgs, SrcAddr, DstAddr, Sport, Dport, SrcBytes, DstBytes, SrcLoad, DstLoad, SrcGap, DstGap, SIntPkt, DIntPkt, 

SIntPktAct, DIntPktAct, SrcJitter, DstJitter, sMaxPktSz, dMaxPktSz, sMinPktSz, dMinPktSz, Dur, Trans, 

TotPkts, TotBytes, Load, Loss, pLoss, pSrcLoss, pDstLoss, Rate, SrcMac, DstMac, Packet_num, Temp, SpO2, 

Pulse_Rate, SYS, DIA, Heart_rate, Resp_Rate, ST, Attack Category, Label]. The nature of these features 

necessitated the encoding of certain categorical data to render them suitable for the selected learning algorithms.  
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3.2 Results of using SMOTE to solve the Class Imbalance Problem in the Dataset 

The Synthetic Minority Over-Sampling Technique (SMOTE) was utilized to address the issue of class imbalance 

within the dataset prior to the classification of intrusions. This procedure was essential to ensure that the 

constructed model would not exhibit bias. Figure 5 presents a histogram, with the classes depicted in blue, while 

the synthetically generated samples, aimed at resolving the class imbalance problem, are represented in red. 

 

Figure 5. Histogram of Class Imbalance Problem in the Dataset 

Table 5 presents the distributions of the dataset as initially observed, as well as before and after the application 

of SMOTE as a re-sampling technique, as derived from the experimental analyses. 

Table 5. Distribution of the Dataset Before and After Applying SMOTE 

S/N Description of the Operations Size of the Classes in the Dataset 

1 Original dataset as obtained from Hady et al. (2020) {0: 12127, 1: 1743} 

2 Before Counter {0: 12127, 1: 1743} 

3 After Counter {0: 12127, 1: 12127} 

 
Table 6. Classification Results of RF-based Intrusion Classification Model without FS and Hyper-parameter Tuning 

(Scenario1) 

 

Table 6 presents the classification results of the model based on the five selected metrics, utilizing the pre-

processed features input into the RF ensemble classifier without feature selection and without hyperparameter 

tuning. An 85:15 split ratio of the dataset was consistently employed across all experiments. 

 
Table 7. Classification Results of RF-based Intrusion Classification Model with FS and Hyper-parameter Tuning  

(Scenario2) 

 

Table 7 presents the classification results of the model based on the five selected metrics, following the 

selection of the most discriminative features and multiple tuning of the model's hyperparameters. An 85:15 split 

ratio was consistently employed across all experiments. 

4. Discussion  

This study presents findings from the application of a Random Forest (RF)-based classifier to detect intrusions 

within the selected binary class Internet of Medical Things (IoMT) dataset. The methodology employed in this 

paper is informed by the prevailing scholarly consensus that it is crucial to ensure the accuracy of results derived 

from an RF-based model. This is achieved by ensuring the model effectively and accurately learns the patterns 

within the dataset while avoiding data leakage and overfitting. Consequently, this study emphasizes the 

implementation of comprehensive exploratory data analysis, re-sampling of instances in the highly imbalanced 

dataset, selection of the most promising attributes using the feature importance method, and tuning of the RF 

algorithm's hyperparameters in the intrusion classification task.  

In the dataset, the features Dir, Flgs, SrcAddr, DstAddr, SrcMac, and DstMac were identified as non-numeric 

types necessitating encoding. Consequently, all non-numeric features in the dataset were encoded using label 

encoding as part of the data pre-processing steps implemented in the study. It was observed that, without addressing 

certain unresolved issues within the dataset, the model's performance in scenario 1 was suboptimal. For the train-

test split, 85% and 15% were allocated to the training and testing sets, respectively, across all experiments. The 

comprehensive exploratory analysis conducted revealed fundamental patterns and characteristics of the dataset. 

Learning Algorithm\Metrics Accuracy (%) Precision Recall F1-Score MCC 

Random Forest Algorithm 94.1200 0.9408 0.5248 0.6883 0.6901 

Learning Algorithm\Metrics Accuracy (%) Precision Recall F1-Score MCC 

Random Forest Algorithm 98.53 0.9852 0.9995 0.9123 0.7801 



Volume 4, No. 2, September (2025) | 49  

 

This analysis further informed the authors on how to effectively utilize the dataset for training and testing attack 

classification models in the IoMT environment.  

It was demonstrated that enhancing the dataset through SMOTE-based resampling, employing Feature 

Importance as a feature selection technique, and optimizing the hyperparameters of the RF algorithm significantly 

improved the model's performance in Scenario 2 compared to the overall results in Scenario 1. Following extensive 

experimentation in both Scenarios 1 and 2, we established a threshold to identify the most promising features in 

the dataset for constructing and training the RF-based intrusion classification model. These selected features were 

utilized in the training of the tree-based ensemble model. The performance of the RF-based intrusion classification 

model is promising and surpasses that of some recent and comparable studies in this security domain.  

5. Conclusions 

This study conducted an exploratory data analysis (EDA) to elucidate patterns within the selected EMHS dataset, 

thereby enhancing comprehension. The identified characteristics offered deeper insights into the pre-processing 

of the dataset's features. Subsequently, the issue of class imbalance observed in the dataset was addressed using 

the Synthetic Minority Over-sampling Technique (SMOTE). In addition, discriminative features were identified 

through feature importance within the Random Forest (RF) algorithm, and the hyperparameters of the RF-based 

intrusion classification model were iteratively optimized. The objective of these three-stage techniques was to 

ensure that the RF ensemble classifier achieved promising classification outcomes for intrusion detection within 

the data. Two scenarios were examined: one without and one with the aforementioned three stages. Experimental 

results demonstrated that employing SMOTE for class balancing, feature selection, and hyperparameter tuning 

significantly enhanced the performance of the RF-based intrusion detection model compared to the RF-based 

model without these techniques. It is concluded that the RF-based model can serve as an effective security measure 

against potential attacks in real-world Internet of Medical Things (IoMT) environments, given its promising 

results. It is posited that a secure IoMT network will better sustain technology-driven healthcare delivery in both 

developed and developing nations. 
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