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Abstract

The number of Internet of Things (IoT) devices is growing quickly, creating large networks that are attractive targets for
malware such as Mirai and Mozi. Most existing epidemic models assume homogeneous mixing, where every device has an
equal probability of contacting others, although real loT networks are characterized by heterogeneous connectivity in which
highly connected hub devices accelerate malware propagation. This study proposes a network-based SEIRS model that
incorporates connectivity-driven transmission dynamics by allowing the infection rate to depend on device degree. The model
is used to derive the basic reproduction number (Ro) and establish the local and global stability conditions of the malware-free
and endemic equilibria. Three intervention measures, namely patch deployment, network quarantine, and user-awareness
campaigns, are incorporated into an optimal control framework using Pontryagin's Minimum Principle to balance infection
reduction and intervention costs. The proposed model is evaluated using CICIoT2023 and CIC loT-DIAD 2024 traffic datasets,
complemented by network-topology information from N-BaloT, representing 105 IoT devices and 33 attack types. Simulation
results show that the combined optimal-control strategy reduces the peak number of infected devices by 78.4% compared with
the uncontrolled scenario and by 31.6% compared with a conventional SEIRS model that ignores network structure, while
reducing overall intervention costs by 42.3%. Sensitivity analysis identifies device connectivity as the dominant factor
influencing outbreak severity, highlighting the importance of network-aware segmentation and prioritized patching for
effective IoT malware containment.
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1. Introduction

The Internet of Things (IoT) has become an essential
part of modern digital infrastructure, connecting
billions of devices across various application domains.
The number of active IoT endpoints is expected to
exceed 29.4 billion by 2030 [1]. However, the
widespread adoption of IoT also introduces significant
security challenges. Many IoT devices, including
sensors, actuators, embedded controllers, and smart
appliances, operate with limited processing power,
memory, and energy resources. As a result,
implementing comprehensive security mechanisms on
these devices remains challenging. Such limitations
make [oT networks particularly vulnerable to malware

infections and subsequent propagation. Once
compromised, an IoT device may serve as an entry point
for attackers to access other network segments, steal
sensitive information, conduct distributed denial-of-
service (DDoS) attacks, or become part of a botnet
infrastructure [2]. The Mirai botnet (2016) remains the
canonical illustration of large-scale IoT compromise,
infecting over 600,000 devices within 20 hours and
orchestrating peak attack traffic exceeding 620 Gbps
[3]. More recent malware families, such as Mozi,
BotenaGo, Cyclops Blink, and Enemybot, have
introduced more advanced techniques for lateral
propagation and persistence, enabling them to
compromise additional devices and sustain their
presence within infected IoT networks [4]. As of
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August 2023, the cumulative global malware instance
count exceeded 1.07 billion specimens [5], [6],
underscoring that IoT security is not a peripheral
concern but a critical systems challenge. Mathematical
epidemiology offers a powerful lens through which
malware spread can be modelled, analyzed, and
controlled [7], [8]. Classical epidemiological models,
such as SIR and SEIR and their extended forms, have
also been used to investigate the spread of malware
across interconnected systems. [9] in wireless sensor
networks (WSNs) [10], cloud environments, and
heterogeneous computer networks [11-13], including
variants based on fractional-order derivatives that
capture memory effects arising from persistent device
vulnerabilities [14]. However, a fundamental limitation
of these approaches is the assumption of homogeneous
mixing: each node interacts with every other node with
equal probability. The structure of real-world IoT
networks is rarely homogeneous. Smart-home systems
typically use star-based connectivity, industrial
automation  environments often adopt mesh
configurations, and large-scale urban sensor networks
may follow scale-free degree distributions. Under these
conditions, nodes have different numbers of
connections, allowing highly connected devices,
commonly known as "super-spreaders,” to contribute
disproportionately  to  malware  transmission.
Consequently, network heterogeneity becomes an
important factor in determining the speed and extent of
malware propagation. [15]. Table 1 contrasts the
present study with six representative models along four
dimensions that determine practical applicability:
whether transmission is explicitly coupled to network
topology, whether an optimal-control intervention
policy is derived, whether the model is calibrated and
validated against real IoT attack traffic, and whether
global (rather than only local) stability is established
analytically. The comparison shows that network-aware
models such as SEIRS-NIMFA [16] and the scale-free
clustering model of Asadi et al. (2025) [17] capture
heterogeneous connectivity but stop short of deriving an
optimal intervention policy or validating against real
device traffic. Conversely, optimal-control-oriented
studies such as Jafar et al. (2024) [18] and Casado-Vara
et al. (2026) [19] design cost-effective interventions but
treat the network as homogeneously mixed, so they
cannot identify which devices should be prioritized for
intervention. Compartmental extensions such as the
SEQIRE model of Kumar et al. (2025) [20] add
operational states (quarantine, enhanced monitoring)
but likewise omit network topology and empirical
calibration on real traffic. To the best of our knowledge,
no existing model simultaneously combines network-
aware transmission, a provably globally stable
equilibrium  analysis, a multi-control optimal
intervention policy, and calibration against real-world
IoT attack datasets, the gap this paper addresses. This
paper addresses the identified research gaps through
four principal contributions that integrate advanced
modeling, theoretical analysis, and empirical
validation. First, a network-aware SEIRS model is
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developed by incorporating degree-stratification, where
transmission dynamics are explicitly coupled with node
connectivity (degree k). This approach enables the
model to capture super-spreader phenomena that are
typically overlooked in homogeneous mixing
assumptions. By reflecting the heterogeneity of real-
world IIoT networks, the model provides a more
realistic representation of malware propagation
dynamics [9].

Table 1. Comparative summary of representative network-epidemic

and optimal-control models for IoT malware propagation.

Model / Network- ~ Optimal  Real-data Global

study aware control validation  stability

Zhou et al. No Yes No Local

(2023) [14]

Quiroga- Yes No No None

Sanchez et

al. (2025)

[16]

Jafar et al. Partial Yes No Local

(2024) [18]

Asadi et al. Yes No No None

(2025) [17]

Kumar et al. No No No Local

(2025) [20]

Casado-Vara No Yes Partial None

et al. (2026)

[19]

This study Yes Yes Yes Local +
global

Second, the paper introduces a spectral characterization
of the basic reproduction number by linking it to the
structural properties of the network, particularly the
distribution of node connectivity. In this context, the
first and second moments of the degree distribution are
used to capture both the average connectivity and the
variability of connections across nodes. Based on this
formulation, rigorous threshold conditions are derived
to determine the stability of malware-free and endemic
equilibrium states. This analysis provides deeper
theoretical insight into the conditions under which
malware propagation will either fade out or persist
within the network. Third, an optimal control
framework is proposed using Pontryagin’s Maximum
Principle [21], [22], incorporating three time-dependent
intervention strategies: patching, quarantine, and
awareness. This formulation enables the systematic
evaluation of trade-offs between intervention costs and
epidemiological effectiveness, thereby supporting
decision-making for efficient cyber defense strategies
in IoT environments. Finally, the proposed model is
empirically validated using three benchmark datasets,
namely CICIoT2023, CIC IoT-DIAD 2024, and N-
BaloT. These datasets represent real-world IoT traffic
under various attack scenarios, allowing for
comprehensive calibration and validation of the model.

2. Methods
2.1 Datasets and Study Design

The empirical landscape of IoT malware research has
been shaped by several landmark datasets. N-BaloT
[23] captured botnet traffic from nine commercial IoT
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devices infected with Mirai and BASHLITE, enabling
network-based anomaly detection using deep
autoencoders. CICIoT2023 [24], produced by the
Canadian Institute for Cybersecurity at the University
of New Brunswick, compiled real-time traffic from 105
IoT devices under 33 attack types spanning DDoS,
reconnaissance, brute-force, and injection categories.
Its successor, CIC IoT-DIAD 2024 [25], introduced
dual-purpose flow-based and packet-based feature sets
supporting both anomaly detection and device
identification tasks. Table 2 summarizes the
comparative characteristics of the [oT Malware datasets
used in this study.

Table 2. Dataset [oT Malware

Dataset Year Devices Attack Types
N-BaloT 2018 9 2 Botnets
CICIoT2023 2023 105 33

CIC IoT-DIAD 2024 2024 Multiple Multiple

IoT Network
Consctruction

Network-based SEIRS

model development

Problem
Identification

H Performance Evaluation ’—’{
Interpretation and
Recomendation

Figure 1. Flowchart of research methodology

Optimal Control
Formulation

Data Acquisition

Matchematical
and Preprocessing

Analysis

Simulation and
Implementation

Analysis

Sensitivity ‘
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Figure 1 illustrates the overall research methodology
adopted in this study for developing and validating the
proposed network-based SEIRS model for IoT malware
propagation.

2.2 Network-Based SEIRS Model Formulation

The research begins with problem identification and
literature review, focusing on the limitations of
conventional homogeneous-mixing epidemic models in
representing heterogeneous loT environments. Let G =
(V, E) denote a graph representing an IoT network,
where the node set V = {vi, v2, ..., vn} corresponds to
IoT devices and the edge set E € V x V encodes direct
communication channels. Let A = [a;] be the adjacency
matrix with a; = 1 if devices i and j communicate, and
0 otherwise. The degree of node i is ki = X ajj, and p(A)
denotes the spectral radius (largest eigenvalue) of A.

Figure 2(a) each device at time t is assigned to one of
four compartments: Susceptible (S)—uninfected and
unprotected; Exposed (E)—infected but in a latency
period  (pre-infectious); Infected  (I)—actively
spreading malware; Recovered (R)—patched or
immunized, with temporary immunity. The SEIRS
structure reflects empirically observed waning
immunity in IoT devices: patches become ineffective as
firmware evolves, and attackers deploy evasion
techniques that re-expose previously remediated

(o + u)E

devices [16], [18].
O() =2 kP(k)
1;1: 0/ k)

. E s ) N > ()]
Susceptible Exposed Infected
S k E K Ik
\
' ky #b]' ' i control
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R
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Figure 2. (a) Network-based SEIRS model & (b) IoT Network Topology
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Figure 2(b) illustrates that devices are partitioned into
degree classes k € {1, 2, ..., kma} with relative
frequency  P(k) (degree  distribution).  This
heterogeneous mean-field (HMF) [26] framework
enables tractable analysis while retaining network-
topology information.

Let Sk(t), Ex(t), Ii(t), Ri(t) denote the fraction of nodes
in degree class k occupying each compartment at time
t, with Sy + Ex + Iy + Ry =1 for all k and t. The governing
system of ordinary differential equations (ODEs) are
shown in Equations 1-5.

dsi

= A - BkOOSk — Sk + R« (1
L= prOW®S — (@ + WE )
%ZO'Ek—(]/+M+6)Ik A3)
R — Y1 — (0 + WRe “4)

dat

where the connectivity-weighted force of infection ©(t)
is:

kP(

0(t) = I 2 I(®) (5)
Table 3. Model parameters, biological interpretation, and estimated
values

. . Estimated
Symbol Description Units Value
B Malware transmission  contacts™! - 0.08-0.25
rate per contact day™!
o Incubation-to-infectious day™! 0.12-0.48
transition rate
% Recovery (patching) rate day™! 0.05-0.30
® Immunity waning rate (re- day™! 0.01-0.10
susceptibility)
) Device decommissioning day™! 0.001-
rate due to infection 0.005
n Natural device departure day™! 0.002—
(obsolescence) rate 0.008
A New device enrollment devices - Calibrated
rate day! to uN

Table 3 presents the biological model parameters for
malware spread, including descriptions, units, and
estimated values for variables.

2.3 Basic Reproduction Number and Equilibrium
Stability

The basic reproduction number Ro quantifies the
average number of secondary infections generated by a
single infected device in an otherwise susceptible
network. Using the next-generation matrix (NGM)
approach [27] [8] applied to the heterogeneous
Equation 1-5.

B ()

Ro= toeino+iro

(6)
Equation 6 reveals the critical role of network
heterogeneity: the ratio (k?)/(k) (the mean excess
degree) amplifies Ro relative to the homogeneous case.
For scale-free networks (P(k) ~ k o with a < 3), (k?)
diverges as N — oo, implying Ro — oo regardless of
transmission rate—consistent with the absence of an
epidemic threshold in scale-free topologies. This has
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direct implications for IoT networks exhibiting hub-
and-spoke architectures.

The malware-free equilibrium (MFE) Eo = (1, 0, 0, 0) is
globally asymptotically stable when Ro < 1, and a
unique endemic equilibrium E* exists and is globally
stable when Ro > 1.

2.4 Optimal Control Formulation

Equations 1-4 are extended by incorporating three time-
varying control functions defined over the time interval
from t € [0, T]. These control functions include ui(t) €
[0, 1] which represents the patch deployment rate or the
fraction of infected or exposed devices receiving
firmware updates per unit time. Additionally, uz(t) € [0,
1] denotes the network quarantine intensity, defined as
the proportion of high-degree nodes (hubs) placed in
network isolation. Finally, us(t) € [0, 1] measures the
user-awareness campaign effectiveness, corresponding
to the probability that device operators implement
security hygiene, such as password changes and port
closures, per day.

The controlled system modifies Equations 1-3 as:

dSy

E=A—ﬁ(1—u3)k05k—#5k+ka (7)
%=,B(1 —u3)k 0 Sy — (0 + u+ uy)Ey ®)
S OB — (y +u? + p + Oy ©9)

The objective functional to be minimized is:

T
J(ug, up, uz) = J; 2 2

1,1, 1
Ay Zlk+AZZEk +EBlu1 + = Byus + = Bsus|dt
& k

(10)

In Equations 7-10, A1, A2 > 0 are weights on infected
and exposed populations, and Bi, B2, Bs > 0 are cost
coefficients penalizing control effort (quadratic costs
model diminishing returns of control intensity). The
control set is Q = {(w, uz, u3) : u; measurable, 0 < ui(t)
<1,t€[0,T]}.

Existence of an optimal control is guaranteed by
Filippov—Cesari [28] conditions: the state system is
continuously differentiable, the control space is convex
and closed, the objective integrand is convex in the
controls, and state solutions are bounded. Using
Pontryagin's Minimum Principle [21]The Hamiltonian
H is formulated, and the corresponding costate system
(adjoint equations) and optimality conditions are
derived, yielding the optimal controls u*;(t) = min(1,
max(0, G(t))) where G is obtained from 0H/0u; = 0.

2.5 Parameter Estimation and Network Construction

Parameter estimation is performed using three datasets:
CICIoT2023, CIC IoT-DIAD 2024, and N-BaloT. The
CICIoT2023 dataset [24] contains bidirectional
network-flow records with 87 features collected from
105 IoT devices, including smart cameras, thermostats,
smart locks, and medical monitoring devices. These
devices were exposed to 33 different attack types,
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covering DDoS, port scanning, brute-force attempts,
XSS injection, and botnet command-and-control
(C&C) activities. Hourly infection transition counts are
extracted from the network traffic data and used to
estimate the parameters B, o, y, and &. Parameter
estimation is carried out through nonlinear least-squares
fitting to minimize the discrepancy between the
observed infection dynamics and the trajectories
generated by the SEIRS compartmental model.

CIC IoT-DIAD 2024 [29], [30] complements
CICIoT2023 with packet-level features and device-
identification labels, enabling construction of device-
to-device communication graphs for estimating the
empirical degree distribution P(k) and the spectral
radius p(A).

N-BaloT [23] provides fine-grained statistical traffic
features from nine device categories under Mirai and
BASHLITE infections, used for cross-validation of
parameter estimates across different malware families.

Network graphs are constructed using NetMiner 4.4 on
the extracted communication matrices, with nodes
representing individual devices and edges drawn for
flows exceeding a minimum bandwidth threshold of 5
kbps sustained over at least 60 seconds. Graph statistics
(mean degree (k), wvariance Var(k), -clustering
coefficient, and spectral radius p(A)).

2.6 Global Stability Analysis

The malware-free equilibrium is E, = (S, 0,0, R;)

st=—2_=2-1
U+ w0 u
Linearization of Equations 1-4 around Eo yields a
Jacobian whose dominant eigenvalue sign s
determined by Ro — 1: Eo is locally asymptotically stable

if Ro < 1, and unstable if Ro > 1.

where (normalized).

Global stability is established via the Lyapunov
function as shown in Equation 11.

V=Y,Pk) [Ek + %Ik] (11)

In Equation 11, computing % along system trajectories
and applying Ro < 1 yields Z—: < 0 with equality only at

Eo, confirming global asymptotic stability of Eo when
Ro <1 (LaSalle's Invariance Principle).

75
70

6.0
50
40
30

20

10

0.0

N-BaloT (@ devices)
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When Ro > 1, a unique endemic equilibrium E* =
(Sk, Ex, I, Ry) exists with all components strictly
positive. Its global stability is proved using a composite
Lyapunov function inspired by Guo—Li—Shuai [31]:

W = 2 P(k) [sk—s;g—s;gln(j—)+Ek—E;g—

k
Epin () + cullic— 1)’ (12)
k
In Equation 12, cc > 0 are degree-class weights
determined by the algebraic properties of the contact

network. Z—V: < 0 with equality at E*, establishing

global asymptotic stability of the endemic equilibrium
when Ro > 1.

3. Results and Discussions

The CIC IoT-DIAD 2024 graph exhibits the highest
(k"2 )/(k) ratio (74.18), indicating the strongest hub
effects and the highest predicted Ro under identical
transmission parameters. N-BaloT's compact 9-node
fully connected graph provides a controlled baseline
with near-regular degree distribution.

Table 4. Network Statistics of loT Communication Graphs Extracted
from Benchmark Datasets.

Dataset Nodes Edges (k) (K?) p(A)
VI |E| (k)

CICIoT2 105 1,847 35.18 61.42 37.26
023
CIC IoT- 213 3,921 36.82 74.18 42.07
DIAD
2024
N-BaloT 9 36 8.00 9.83 8.47

Table 4 presents graph-theoretic properties of the IoT
communication networks reconstructed from the three
benchmark datasets. Using nonlinear least-squares
fitting of the SEIRS ODE system to hourly infection
counts extracted from CICIoT2023 flow records (attack
windows identified by DDoS and botnet traffic
signatures), the parameters were estimated as = 0.173
(95% CI: 0.151-0.195), ¢ = 0.284 day!, vy = 0.142
day™!, @ = 0.038 day', §=0.003 day', and |{'= 0.004
day~'. The fitting residuals exhibited an RMSE = 0.021
(normalized scale), indicating a good model fit.

CIC IoT-DIAD 2024 (213 devices)

Figure 3. Basic reproduction number Ro
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Figure 3, substituting these estimates and the
CICIoT2023 network statistics into equation (6) yields
Ro=4.72 (95% CI: 3.91-5.63), indicating that without
intervention, each infected device generates on average
4.72 secondary infections. For CIC IoT-DIAD 2024,
the higher (k?)/(k) ratio elevates Ro to 5.84.

Jurnal RESTI Vol. 10 No. 5 (2026)

Figure 4 illustrates the evolution of infected fraction
ZP)I(t) over 180 days (CICIoT2023) under four
scenarios: (i) no control, (ii) patch-only (u: active, uz =
us = 0), (iii) quarantine-only (uz active), and (iv) full
optimal control (ui*, u2*, us*). Full optimal control
reduces peak infection by 78.4% relative to
uncontrolled propagation.

= No control === Patch only (n,) === Quarantine only (1) === Optimal control (u.*u-*u-*)

Infected fraction | ()

Figure 4. Infected fraction I(t) over time under four intervention scenarios

Figure 5 present full optimal control achieves a 78.4%
reduction in peak infection density relative to the

s 11 patch deployment s . quarantine s y. awareness

105%

Control intensity

uncontrolled case, surpassing patch-only (35.6%) and
quarantine-only (38.7%) strategies.

Days

Figure 5. Optimal control functions u*(t) over the intervention horizon

Table 5 shows that, critically, total cost J under full
control (1,064.3) is 42.3% lower than the best single-

control scenario and 31.3% lower than the
homogeneous baseline [18], demonstrating the cost
advantage of network-aware multi-control
coordination.

Table 5. Epidemic outcomes and intervention costs across control

scenarios
- Peak Reduction FlnalA Total
Scenario 1(t) vs. No Endemic Cost J
Control I(0)

No control 0.623 — 0.418 —
Patch only (u1) 0.401 35.6% 0.247 1,843.2
Quarantine only  0.382 38.7% 0.231 1,692.4
(u2)
Awareness only  0.469 24.7% 0.314 1,271.8
(u3)
Full optimal  0.134 78.4% 0.048 1,064.3
control
(UI*,UZ*,UB*)
Best 0.196 68.5% 0.083 1,548.7
homogeneous

baseline [18]

Figure 6 presents PRCC (Partial rank correlation
coefficients) between Ro and each parameter (with
10,000 Latin Hypercube Sampling iterations),
confirming that the mean excess degree (k?)/(k) (PRCC
= 0.847) and transmission rate B (PRCC = 0.791) are
the dominant drivers of outbreak severity, followed by
immunity waning rate ® (PRCC = 0.614) and recovery
rate y (PRCC =-0.703). This finding directly motivates
network-level interventions (quarantine of high-degree
hubs) as the most cost-effective first-line defence.

The control effectiveness index (CEI), calculated as the
percentage reduction in peak infection relative to the
intervention cost, provides a basis for comparing the
efficiency of each control measure. Quarantine u.
achieves the highest CEI of 0.228, followed by
awareness campaigns us at 0.194 and patch deployment
u at 0.193. This ordering remains consistent across the
CICIoT2023 and N-BaloT calibrations, suggesting that
the proposed network-aware control strategy maintains
its effectiveness across different dataset configurations.
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This study demonstrates that network connectivity
structure, as captured by (k?)/(k), is a key factor
influencing the extent of IoT malware outbreaks. The
result provides a practical basis for improving network
architecture and  formulating more targeted
cybersecurity policies.

First, [oT deployments characterized by hub-and-spoke
topologies (as in smart-home gateway architectures) or
scale-free degree distributions (as in industrial IoT

{Nlk)
{ (transmission
w (waning]
o (incubation|
& (dacommission
b (obsolescence
¥ {recavery

-0.8 -0.6

-0.4 -0.2

M Peak reducti
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sensor meshes) face structurally elevated epidemic risk.
Our result that Ro scales with (k?)/(k) implies that
network segmentation—dividing the IoT graph into
smaller, sparser subgraphs—reduces the effective
spectral radius and lowers Ro below 1 even without any
change in device-level security. This provides a
quantitative justification for zero-trust IoT architectures
that minimize inter-device communication.

0.0
PRCC value

0.2 04 0.6

(@

(%) [N
105

80
60
40

20

No control Awareness only (uz)

Figure 6. (a) PRCC sensitivity of Ro to model parame

Second, the optimal control results demonstrate that
coordinated multi-pronged intervention decisively
outperforms any single-control strategy. The synergy
between patch deployment (accelerating E—R
transition), quarantine (interrupting I—S transmission
chains at hubs), and awareness campaigns (reducing [3)
arises from targeting different system bottlenecks
simultaneously. The 42.3% cost reduction compared to
the patch-only strategy is particularly notable, as
patching is frequently considered the gold standard IoT
security response.

Third, the waning immunity (re-susceptibility)
component modelled by parameter ® is shown to
sustain endemic cycles absent from SEIR models. Our
sensitivity analysis identifies @ as the third most
influential parameter (PRCC = 0.614), underscoring
that patch strategies must account for patch
effectiveness decay. This is consistent with empirical
observations from Mozi and BotenaGo campaigns,
where malware updates exploit firmware rollback
vulnerabilities in previously patched devices.

Several limitations should be acknowledged. The HMF
framework [26] assumes statistical equivalence of
nodes within each degree class, which may not hold in

d cost (% of patch-only)

Patch only {u:) Quarantine only (uz) Full optimal controi

(b)

ters & (b) Cost & effectiveness per intervention strategy

networks with strong community structure or degree-
degree correlations (assortativity). Our contact graph
construction from flow-level data may under-represent
short-duration  or  encrypted communications,
potentially underestimating (k?). This mean-field
approximation also assumes that infection risk depends
only on a device's average degree class rather than on
the identities of its specific neighbours; in networks
with strong community structure (for example,
manufacturer-specific device clusters) or pronounced
degree-degree correlations, this can over- or under-
estimate localized outbreak risk even when the
network-wide Ry estimate remains accurate. A priority
for future work is therefore to benchmark HMF-based
predictions  against  individual-based  network
simulations on the same CICIoT2023 and CIC IoT-
DIAD 2024 graphs, quantifying this approximation
error directly rather than relying on the qualitative
underestimation of the mean excess degree alone. The
model will also be extended to account for network
assortativity and stochastic infection dynamics (using
NIMFA-based [16] stochastic extensions), and multi-
malware competition dynamics. Furthermore, real-time
optimal control deployment requires online parameter
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estimation, which remains a direction for future work
using extended Kalman filtering.

4. Conclusions

This paper has introduced a network-based SEIRS
model for IoT malware propagation that explicitly
couples transmission dynamics to node-degree
distribution, derived a spectral closed-form expression
for the basic reproduction number Ro, and established
global stability conditions via Lyapunov analysis. A
three-control optimal intervention framework solved
via Pontryagin's Minimum Principle achieved a 78.4%
reduction in peak infection density and a 42.3%
reduction in total intervention cost relative to single-
control strategies.

Empirical evaluations using the CICI0T2023, CIC IoT-
DIAD 2024, and N-BaloT datasets highlight the
importance of network connectivity structure in
determining IoT malware outbreak severity. In
particular, the mean excess degree, expressed as
(k?)/(k), emerges as a key indicator of outbreak
dynamics. These findings have practical implications
for IoT network security, particularly in designing
network segmentation strategies, isolating highly
connected nodes, and prioritizing patch deployment
based on real-time risk assessments. By combining a
rigorous theoretical foundation with empirical
evaluation across multiple datasets, the proposed
framework offers cybersecurity engineers a decision-
support approach for proactive IoT malware risk
management.

Future research directions include: (i) extension to
heterogeneous multi-layer [oT networks combining
WiFi, Zigbee, and Bluetooth substrates; (ii) integration
of stochastic dynamics and uncertainty quantification;
(iii) real-time adaptive control using machine-learning-
augmented parameter estimation; and (iv) experimental
validation on live IoT testbeds.
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