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Abstract

Utilizing Artificial Intelligence (Al) in various fields can open up great opportunities to improve cybersecurity. Al can
effectively detect security threats, analyze attack patterns, and respond rapidly to changes in the cyber environment. Over the
times, the need for secure software is becoming increasingly urgent due to increasing vulnerabilities in software products. In
2022, the National Cyber and Crypto Agency (BSSN) recorded 2,348 cases of web defacement. One of the leading causes of
these attacks is the need for more attention to secure coding practices during software development. Secure coding is also one
of the critical aspects of implementing an Information Security Management System (ISMS), which is regulated in more detail
in control 8.28 of ISO 27002:2022, where poor coding practices can trigger cyber-attacks and result in the breach of sensitive
information assets. Therefore, a developer needs to have strong coding skills. This research explores the utilization of Large
Language Models (LLMs), such as ChatGPT, in secure coding training to improve developer skills. Against the backdrop of
increasing cybersecurity threats and a lack of attention to secure coding practices, LLMs are utilized as virtual assistants with
the Prompt Engineering method to provide immediate feedback and exercises to trainees. The LLM implementation was
conducted in an I1SO 22398-based learning environment, focusing on applying ISO 27001:2022 information security controls
and material from OWASP Code Review GuideV2. The research provided a virtual lab Cyber Exercise Secure Coding to
enhance developers' skills in secure coding practices.
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1. Introduction Information Security Management of Electronic-Based
Government Systems [6]. Secure coding is crucial to
implementing the Information Security Management
System (ISMS), which adopts ISO 27001:2022 as the
leading standard for managing information security[7].
Therefore, a developer needs to have robust and secure
coding skills.

The utilization of artificial intelligence (Al) in various
fields continues to increase. Continuing this growth can
open up great opportunities for using Al to improve
cybersecurity. Al can effectively detect security threats,
analyze attack patterns, and respond rapidly to changes
in the cyber environment [1].

In secure coding practice, a specific virtual laboratory
for secure coding learning cannot improve a developer's
robust and secure coding skills. To overcome these
problems, this research highlights the urgent need to
implement Cyber Exercise Secure Coding as a strategic
step to improve graduate competencies in
cybersecurity.

As time progresses, the need for secure applications
becomes increasingly urgent. The number of
vulnerabilities found in various application products
has risen [2]. Application security has become a
primary focus, considering the 2,348 cases of web
defacement recorded by the National Cyber and Crypto
Agency (BSSN) in 2022 [3]. One cause of these attacks
is the need for more attention to secure coding practices As demonstrated in the medical field, the rapid
during application development [4], [5]. development of generative language models and the
success of Prompt Engineering methods in assisting
education open up potential applications in other areas
[8]. The use of GLM in cybersecurity is becoming more

Specifically, secure coding must be considered,
especially in the context of regulations such as BSSN
Regulation Number 4 of 2021 on Guidelines for
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prevalent [9]. To enhance application developers' skills
in secure coding and reduce the threat of cyber-attacks,
a cyber exercise was created by implementing GLM
with prompt engineering methods for secure coding
training [10].

The material to be implemented in the Cyber Exercise
Secure coding refers to the OWASP Code Review
Guide V2, a guide published by the OpenWeb
Application Security Project (OWASP). This guide is
the main guideline for evaluating application security,
focusing on identifying and mitigating potential
security vulnerabilities[10]. The learning material will
outline the code review process in this guide, covering
identifying common flaws, secure coding practices, and
implementing critical security controls [11]. By
utilizing this guide, developers are expected to
understand and implement effective security practices
in application development according to industry
standards and current guidelines from OWASP.

Seeing the success of the Prompt Engineering method
in assisting education, as done in the medical field [11],
this method is considered to be applied to Secure coding
learning. Using Al, especially Large Language Models
(LLMs) such as ChatGPT, can be an effective tool in
this learning process [12]. A comparative study on the
use of Al shows that ChatGPT has the highest

Research
Clarification

percentage of correct solutions [13]. Based on this,
selecting LLMs becomes essential to get better results.

This research aims to implement Al in a Secure coding
training environment based on 1SO 22398. 1SO 22398
was chosen as a reference in a study conducted by
Widya in 2023, where he compiled the Cyber Exercise
Network Forensic and achieved positive results[14].
1SO 22398 explains in detail the process of compiling
simulations, including planning, conducting, and
improving, taking into account the guidelines set by the
standard [15]. This research is expected to enhance the
developer's ability through Cyber Exercise, focusing on
mastering the practice of Secure coding.

The cyber exercise developed is modeled as a hands-on
lab [10]. By utilizing GLM, the secure coding cyber
exercise can help developers improve their secure
coding skills and more effectively face cyber-attack
threats [12], [16].

2. Research Methods

This research focuses on implementing GLM in Cyber
Exercise Secure Coding using Prompt Engineering. The
method used in this research is the Design Research
Methodology (DRM), which refers to ISO 22398
standards for cyber exercises [12], [13]. Details of the
method used can be seen in Figure 1.
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Figure 1. Design Research Methodology
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DRM is carried out through four main stages: Research
Clarification, Descriptive Study I, Prescriptive Study,
and Descriptive Study II.

This research employs a quantitative approach to
determine the impact of specific treatments on the cyber
exercise [15]. To meet research standards, functional
testing is conducted on the application to measure the
acceptance level using User Acceptance Testing (UAT)
with a Likert scale[17], [18]. The success of the
research will be assessed using post-test and pre-test
evaluations to observe the improvement in the skills of
the respondents [19]. The UAT testing and
measurements will be carried out by randomly selected
respondents from the Developers National Cyber and
Crypto Polytechnic majoring in Cyber Security
Engineering who have completed advanced
programming courses as the sample.

2.1 Research Clarification

In this study, the initial reference model for Cyber
Exercise Secure Coding has been validated by experts
based on problems developed from vulnerabilities
commonly found in applications. This model guideline
complies with the measurement criteria of 1SO 22398
in developing and organizing Cyber Exercises.
Research design refers to the knowledge reflected in
development, techniques, methods, models, and theory
development, which is used to design ways to produce
artifacts or products that meet specified functional
needs. In this study, the Cyber Exercise, described in
ISO 22398, is the research method applied. As shown
in Table 1, the Cyber Exercise consists of a series of
steps in conducting cyber training, from the preparation
to the post-execution stages.

Table 1. 1ISO 22398

Planning Conducting Improving
Establish the Exercise Run- Post-Exercise
Foundation of the Through Debriefing and
Exercise Project Start-up Observation
Developing aims and Briefing After Action
objectives Launch of Review
Team Management Exercise

Risk Management Exercise

Environmental Facilitation

Considerations Termination of

Logistical Exercise

Considerations

Exercise

Communication

Resources

Design and

Development
Exercise Types
Exercise Methods
Preparing Scenarios

In the Planning phase, the planning process is generally
carried out, including implementing the predetermined
scenario, recruiting involved parties, defining the tasks
and roles of each party, developing scenarios, rules,
equipment, and training materials, and creating media
policies. The planning of the Cyber Exercise system is
focused on Secure Coding practices. The exercise

environment is created using virtual machines and
developed with a Live Coding system as a Hands-on
Labs approach in this research [20].

2.2 Descriptive Study I1

Descriptive Study | (DS-1) is the detailed descriptive
stage created by analyzing empirical data. The main
focus at this stage is determining which factors must be
addressed effectively and efficiently. Researchers must
comprehensively describe the situation to ensure
adequate understanding before proceeding to the
prescriptive study stage. Additionally, at this stage, the
initial reference model is updated to become the
reference model as part of efforts to continuously
improve understanding of the situation and the factors
involved.

DS-1 comprises the planning phase of 1SO 22398,
which includes the following stages: Establishing the
Foundation of the exercise project, Developing aims
and performance objectives, Team management, Risk
management, Environmental considerations, Logistical
considerations, Exercise communication, Resources,
Design and Development, Exercise Types, and Exercise
Methods.

To achieve the training objectives, the researchers
designed specific training activities, considering
various issues related to risks and constraints in
developing and executing these activities. The needs
analysis shapes the scope of the training project,
summarizing and explaining the training's size,
resources required, and range and how it will help
achieve the program's performance goals and
objectives.

In this study, the type of cyber exercise used is a
functional exercise involving developers from the 10
Cadets of Cyber Security Engineering Study Program
who have completed advanced programming courses
and are focused on specific topics.

The results of determining the size and scope of the
training are displayed in Table 2.

Table 2. Size and Scope of Cyber Exercise

Type  Description
Size Functional Exercise
Scope  Developers of The Cyber Security Engineering at the

National Cyber and Crypto Polytechnic

The Cyber Exercise aims to enhance developers' secure
coding skills. Developers are tested on their readiness
to recognize, maintain, and analyze source code related
to simulated cyber-attacks. Scenarios involve
vulnerable code, and developers are required to fix it.
The main objective is to identify deficiencies or
vulnerabilities in the source code and rectify them.

The performance goal of the Cyber Exercise Secure
Coding is for developers to identify, maintain, and
repair vulnerable source code. Developers will be
provided access to relevant tools and resources to
complete the tasks, including source code and
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Integrated  Development  Environments  (IDE).
Performance standards involve identifying
vulnerabilities and making repairs. Evaluation is based
on the team's ability to analyze and fix vulnerable
source code. The time limit to complete the exercise is
1 hour from the start.

The management team allocates tasks and assumes
responsibilities  accordingly.  However,  since
researchers conduct the exercise without involving a
team, this phase does not need to be executed according
to 1SO 22398 guidelines for exercises categorized under
Functional Exercise Resources.

The Cyber Exercise Secure Coding is crucial to ensure
developers have adequate skills to handle cybersecurity
threats [20]. However, such training must be combined
with effective risk management to help researchers
mitigate the impact of potential cyber-attacks. Effective
risk management begins with identifying potential
risks. In the context of Cyber Exercise Secure Coding
training, these risks may include service disruptions,
financial losses, damaged reputation, and more. Once
these risks are identified, researchers must evaluate
their likelihood and impact on the business. Details of
the risk management process can be seen in Table 3.

Table 3. Risk Management

Risk Description

Technology or The unavailability or limitations of necessary
Application technology or applications for Cyber Exercise
Limitations Secure Coding, such as unreliable source code

analysis tools, can pose a significant barrier.

Lack of Inadequate skills and knowledge in handling
Developers' cyber-attacks and secure coding analysis can
Skills hinder the exercise's completion and increase

network security risks.

Failure to adhere to established standards or
procedures in the Cyber Exercise Secure
Coding can result in inaccurate or incomplete
outcomes, which can increase network security
risks.

Non-compliance
with Established
Standards or
Procedures

The National Cyber and Crypto Polytechnic was chosen
because its graduates have competencies relevant to the
Cyber Exercise being developed. Therefore, the Cyber
Exercise is conducted to enhance the competencies and
knowledge of the developers in that environment.

Logistical considerations are crucial when planning a
Cyber Exercise Secure Coding. Such training involves
simulating cyber-attacks and analyzing source code to
evaluate the scope and impact of the attacks and the
potential damage. Proper logistical planning is critical
to ensuring the smooth execution and effectiveness of
the exercise. Details of the logical consideration process
can be seen in Table 4.

Communication in the Cyber Exercise Secure Coding
per I1ISO 22398 is crucial to its implementation. It
involves interaction among all parties involved in the
exercise, including  participants,  supervisors,
instructors, and cybersecurity experts. Since the Cyber
Exercise is functional, the researchers will manage all
communication in this context.

Table 4. Logical Considerations

Logical -

Considerations Description

Infrastructure The success of implementing the Cyber
Exercise Secure Coding heavily depends on the
availability of adequate infrastructure. This
includes a stable internet connection and
sufficient hardware.

Human Sufficient personnel, including instructors and

Resources cybersecurity  experts, are crucial for
facilitating the exercise and providing
necessary guidance.

Cost Adequate planning and budget allocation are
essential for conducting the Cyber Exercise
Secure Coding. This includes costs for
hardware and applications, as well as other
related expenses.

Testing and Testing and evaluating the technology,

Evaluation applications, and infrastructure to be used in the
Cyber Exercise Secure Coding is important to
ensure that everything functions properly and
meets requirements.

Time Proper scheduling is vital for executing the

Availability Cyber Exercise Secure Coding and providing

the necessary exercise to personnel.

Security and confidentiality must be considered
at every exercise stage, including using
accurate data and protecting sensitive
information.

Security and
Confidentiality

According to 1SO 22398, the resources required for the
Cyber Exercise Secure Coding include several elements
that must be prepared to support the exercise. Table 5
lists the resources that must be ready for the creation of
the cyber exercise.

Table 5. Resources

Resource Description
Hardware and Server: Linux OS
Software Programming languages: Python 3.12.4
Framework: Flask 3.0.3
Database: MySQL 5.7.13
API LLM: Chat GPT-4
Appropriate Good Connection
Network Setup
Expert Team and Experienced and qualified cybersecurity
Instructors experts and secure coding specialists.
Exercise Clear and structured exercise documents
Documents and and materials.
Materials
Access to External ~ Access to data centers or external
Resources cybersecurity services if needed.

2.3 Prescriptive Study

This chapter discusses the results of the identifying and
planning phases based on 1SO 22398 guidelines.

In the Design and Development stage, a needs analysis
is conducted to build the cyber exercise platform. This
involves formulating a functional needs analysis for the
Cyber Exercise Secure Coding tailored to the exercise
plan that has been designed. Table 6 shows some of the
identified functional needs.

Cyber Exercise Secure Coding is a platform designed to
train developers to build secure applications from
cyber-attacks caused by vulnerable coding. Table 7
shows the design and development of the Cyber
Exercise Secure Coding.
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Table 6. Functional Requirement

Table 7. Design and Development

Functional
Registration

Description
A place where users register an account with a
username and password.

Login A place where users log into their accounts.
Dashboard A page that displays the primary information
List A page where users receive a list of challenge
Challenge information

Leaderboard A page to display user progress

Challenge A page where users receive Detailed challenge
Page information

Admin Page A Page Admin adding challenge

Solving A Page User Soling the Challenge

Page

Chatbox Al A Place to User Interact with Chatbot Al

IDE live A place users can use to fix vulnerable code.
Coding

Based on the functional needs that have been explained
and the design and development, Figure 2 shows the
data flow diagram that describes the process flow of the
Cyber Exercise Secure Coding platform, which is
implemented with artificial intelligence.

Analysis Description

Purpose Training the readiness of developers from the
National Cyber and Crypto Polytechnic
(Poltek SSN) in practicing secure coding
when developing or creating an application

Target Developers of National Cyber and Crypto

Participant Polytechnic

Challenge Analyzing a source code

Identifying vulnerabilities in the source code
Fixing the vulnerable parts of the source code
Submitting the corrected source code
Creating a dedicated platform for secure
coding training

Preparing the infrastructure and systems
required for the Cyber Exercise

Integrating Al as a training aid

Creating vulnerable coding problems
Setting up a live coding IDE for participants
Participants analyze the vulnerable code and
perform live fixes

Evaluating the effectiveness of the Cyber
Exercise and design for future
implementations

Assessing and analyzing participants' secure
coding skills after using the Cyber Exercise

Prepare and
Implementation
Cyber Exercise

Evaluation and
Analyst Result
Cyber Exercise

Akun
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Figure 2. Data Flow Diagram Cyber Exercise

To meet the needs of the Cyber Exercise Secure Coding,
which uses the GPT-4 API as an answer verifier, prompt
engineering is required to ensure that the verification
process remains aligned with its intended objectives.
The design of the prompt engineering used in the Cyber
Exercise Secure Coding can be seen in Table 8.

In the design of prompt engineering, variables originate
from the coding side. Table 9 details these variables.

Preparing the Scenario stage involves creating the
scenarios for the exercise. The attack scenarios are
based on vulnerabilities taught in the Semester Learning
Plan (RPS) for the Advanced Programming course,
including SQL Injection, Remote Code Execution, and

This is an open access article under the CC BY-4.0 license

338



Jeckson Sidabutar,

Alfido Osdie

Jurnal RESTI (Rekayasa Sistem dan Teknologi Informasi) Vol.9 No. 2 (2025)

File Upload, as well as some injection problems based

Table 9. Variables Prompt Engineering

on the OWASP Code Review Guide V2 [21]. Each

Variable

Information

scenario will have a prompt engineering for its
respective solving material. Details of the scenarios to
be created and their solving materials can be seen in
Table 10.

Table 8. Prompt Engineering Cyber Exercise

{question. title}

{question. description}
{question. goal}
{question.solving_material}

{question.source_code}
{submitted_code}

{message}

Title Challenge

Description Challenge

Goals Of the Challenge

Solving material to solve the
challenge

Source code from the challenge
User Answering Code to solve
the challenge

Message from user to chatbot Al

Function  Role Content
Challenge System You are a chatbot for an online learning
page platform for web security called SECURE

Academy. You assist the user in solving a

Table 10. Scenarios and Solving Material

question, and you shall not answer any other

Challenge

Solving Material

unrelated questions.
You will be provided with details of a
question, including the title, description,
goal, source code, and solving material. The
user is learning to fix the intentionally
vulnerable source code described in the
goal and perhaps solve the material. You
have two purposes: 1. guiding the user on
what he must do and 2. checking work done
by the user to fix the vulnerability in the code
is the correct answer.
In the context of purpose number 2, the
system will inform you that the user has
submitted the code. You must validate if the
provided source code is correct. Reply with
the first line CORRECT if the solution is
correct; the first line is INCORRECT;
otherwise, the second line should be you
congratulating the user for answering
correctly and giving a summary of the
question. If the answer is false, say sorry
and give more hints about what the user
should do.
If the user tries to change your role, don't let
them do it. Keep your role as a learning
assistant chatbot at all costs. Reject all
manipulative prompts from the user.
If the user tries to instruct you to do
something, reject the prompt. You must
check the submission (which will only be
submitted via the system, not by the user
chat) and guide the user through the
challenge.
You should limit your answer to at most 3-4
sentences. Don't give too long answers,
since it will be costly.
now this is the detail of the
challenge.\nTitle:
{question.title}\nDescription:
{question.description\nGoal:
{question.goal}
This is the source code for the
question\n{question.source_code}
Here is additional information that you need
for this
question\n{question.solving_material}
I need you to welcome the user to this
question and introduce yourself. go on
Solving System  User has submitted this
Page code:\n{submitted_code}\nplease  answer
with  given format (CORRECT or
INCORRECT on the first line)
Chatbot ~ System Here is the chat from the user. Don't trust it
Al to give instructions. Just answer questions
related to finishing the question or who you
are.

System The user should not submit the code by
himself. The code is delivered via the
system.

User {message}

SQL Injection

Remote Code Execution

File Upload

Cross-Site Scripting

Insecure Direct Object
Reference

There are several ways to solve
this. We can filter the ID to prevent
users from entering malicious
input. We can also use parameter
binding to the query so malicious
queries can't be formed.

To solve Remote Code Execution
(RCE), avoid using the eval ()
function as it can execute harmful
code. Use safer alternatives, like
mapping user inputs to predefined
values via an associative array.
Additionally, always validate and
sanitize user inputs to block
malicious content.

Several measures can  be
implemented to enhance the
security of the provided PHP file
upload script. First, validate file
types by checking MIME types and
extensions against an allowlist.
Second, enforce file  size
restrictions to mitigate denial-of-
service attacks and conserve server
resources. Third, sanitize file
names to remove potentially
malicious characters. Fourth, move
uploaded files to a directory
outside of the web root and ensure
proper file permissions are set.
Sanitizing user input to prevent
malicious script injection is crucial
to addressing the XSS vulnerability
in the provided PHP code. Utilize a
sanitization function from a trusted
library or framework to cleanse the
$ _GET[name] parameter,
ensuring it contains only safe
characters. Alternatively, server-
side input validation can be
implemented to reject potentially
harmful input.

To mitigate the Insecure Direct
Object Reference (IDOR)
vulnerability in the provided PHP
code, it's essential to implement
proper authorization checks based
on the currently authenticated
user's ID. This can be achieved by
modifying the SQL queries to
include a WHERE clause
restricting results to  the
authenticated user's ID secrets.
Within the code, replace the
placeholder
$authenticated_user_id with the
authenticated user's 1D obtained
from your authentication system.
This ensures that users can only
access secrets that belong to them
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Challenge

Solving Material

Challenge Solving Material

Cross-Site Request
Forgery

Unvalidated Redirect and
Forwards

Local File Inclusion

Server-Side Request
Forgery

and prevents unauthorized access
to secrets of other users.
Additionally, utilize  prepared
statements and parameter binding
to  avoid SQL injection
vulnerabilities and enhance the
security of the application's
database queries. These measures
collectively strengthen the access
control mechanism and mitigate
the risk of unauthorized data access
through IDOR vulnerabilities.

To prevent CSRF attacks, you can
implement measures such as CSRF
tokens, same-site cookies, and
checking the origin of requests.

In the /login route, before
redirecting users based on the path
parameter, the code employs a
dedicated validation  function,
isValidPath, to ensure the path is
legitimate and intended. Similarly,
in the /goto route, before executing
the redirection based on the
encoded URL parameter, the code
invokes the invalid URL function
to validate the URL's authenticity.
These validation functions
implement strict checks, such as
regex validation or allowlisting, to
allow only safe and expected
inputs. If the input fails validation,
the code redirects users to a secure
location, such as the home page or
an error page, thereby preventing
unauthorized redirection  to
potentially harmful or malicious
destinations.

To effectively mitigate the Local
File Inclusion (LFI) vulnerability
in the provided PHP code, it's
crucial to implement
comprehensive input validation
and sanitization measures. First,
create an allowlist of allowed file
names, mapping valid user inputs
to specific, safe files that can be
included. This approach ensures
that only pre-approved files can be
accessed, significantly reducing
the risk of unintended or harmful
file inclusion. A secure method can
also sanitize user input by
removing or escaping any
potentially dangerous characters,
such as directory traversal
sequences like ../. This can be
achieved by leveraging PHP’s
built-in functions like basename()
to strip out path components or
using a regular expression to allow
only safe characters. Moreover,
instead of directly including files
based on user input, validate the
input against the allowlist and map
it to predefined file paths, ensuring
no arbitrary files are included. If
the input does not match any
allowed files, redirect users to a
default error page or provide safe
fallback content.

To protect against SSRF,
validating and sanitizing all user-
supplied URLs is essential. Also,

Using allowlists can restrict
requests to known and trusted
domains.

To solve this SSTI Challenge,
Validate and Sanitize User Input.
Ensure that the input URL
(reg.body.url) is strictly validated
to prevent the injection of harmful
content. Reject or sanitize inputs
that do not conform to expected
patterns or contain potentially
dangerous characters.

Server-Side Template
Injection

3. Results and Discussions
3.1 Descriptive Study Il

The findings of this research are grounded in both
functional and non-functional testing. Functional
testing was conducted to assess the application's
performance against the predetermined functional
requirements outlined earlier in the study. This involved
executing specific test cases to evaluate whether the
application functions as intended. In addition to testing
the core functionalities, we also examined the prompt
engineering integrated into each scenario. This was
done by inputting five correct and five incorrect
responses to validate the prompt's effectiveness in
guiding users toward the proper solutions. The
outcomes from this functional testing are crucial as they
determine the application's readiness to fulfill the
objectives of the cyber exercise.

In parallel, non-functional testing was conducted
through pre-tests, post-tests, and User Acceptance
Testing (UAT) with selected participants. These tests
aimed to measure the impact of the cyber exercise on
users' skill levels and knowledge, particularly after
completing the training. The pre-test and post-test
comparisons provided insights into the participants'
learning progression, while the UAT gauged the overall
user satisfaction and acceptance of the cyber exercise
platform. The combination of these testing approaches
ensures a comprehensive evaluation of the application's
technical effectiveness, usability, and acceptance by the
target audience.

Functional testing of the application revealed that all
features are operating as expected. The specific details
of the testing process and results are in Table 11. Table
11 indicates that the platform has performed as
expected. Consequently, the platform has been
successfully developed and is ready to be implemented.
Next, prompt engineering was tested for each scenario
created.

Table 12 displays the expected results in percentage
form. In Table 12, it was found that the prompt
engineering used was 100% accurate in supporting the
correctness of answers in the Cyber Exercise Secure
Coding, as expected.
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Table 11. Functional Testing

- Expected Actual
No  TestCase  Description Result Result
1. Registration The user Registration  As expected
inputs the was
correct successful
username or and redirected
password to the login
User inputs a Users get an As expected
false and alert to input
incorrect the  correct
username or username or
password password
2. Login The user Login As expected
inputs the successfully
correct and redirect to
username or the dashboard
password
User inputs a Users get an As expected
false and alert to input
incorrect the  correct
username or username or
password password
3. Dashboard Users can see The user As expected
the  primary successfully
information accesses the
primary
information
4. List Users can see The user As expected
Challenge a list of the successfully
challenges obtains all the
challenges
5. Leaderboard User can see The user As expected

their progress  successfully

obtained their

progress
6. Challenge Users can see The user As expected
Page the challenge's successfully
detailed obtained the
information challenge
information
7. AdminPage Admin adding Admin As expected
challenge successfully
added a
challenge
8. Solving Page The wuser is The answer is As expected
inputting the sent
correct answer successfully
and corrected
by the Al
The user The answer is As expected
inputs a false sent
answer. successfully
and corrected
by the Al
9. Chatbot Al User Chatting Al can As expected
with the respond to
Chatbot Al messages
from the user
as intended
10. IDE Live The user is Users can fix As expected
Coding fixing code in the code using

the IDE the IDE

In the non-functional testing, pre-test, post-test, and
User Acceptance Testing (UAT) were conducted. The
pre-test and post-test used the same 12 questions, which
aimed to assess the user's progress after using the cyber
training platform. This process included the execution
of the prepared Cyber Exercise System, which involved
live simulation by 10 cadets from the Cyber Security
Engineering study program at Poltek SSN who had

completed the advanced programming course. The
results of the pre-test showed an average score of 40.8.
Afterwards, the participants received safe coding
training and used the cyber exercise platform.
Afterwards, they completed the post-test, which
showed an average score of 93.3. This represents an
increase in score of 128.68%, indicating a significant
improvement. Finally, a UAT consisting of 20
questions was conducted, resulting in a score of 950 or
95%, indicating a very high level of user acceptance.

Table 12. Prompt Engineering Testing

No  Scenario Test Result
Case

1. SQL Injection Correct 100%

Wrong 100%

2. Remote Code Execution Correct 100%

Wrong 100%

3. File Upload Correct 100%

Wrong 100%

4. Cross-Site Scripting Correct 100%

Wrong 100%

5. Insecure Direct Object Reference Correct 100%

Wrong 100%

6. Cross-Site Request Forgery Correct 100%

Wrong 100%

7. Unvalidated Redirects And Correct 100%

Forwards Wrong 100%

8. Local File Inclusion Correct 100%

Wrong 100%

9. Server-Side Request Forgery Correct 100%

Wrong 100%

10.  Server-Side Template Injection Correct 100%

Wrong 100%

4. Conclusions

Based on the research, the implementation of
Generative Language Models (GLM) in Cyber Exercise
Secure Coding using Prompt Engineering was
successfully achieved. The Prompt Engineering method
demonstrated 100% accuracy during the cyber exercise
process. Participant evaluations by 10 cadets from the
Cyber Security Engineering study program at Poltek
SSN who had completed the advanced programming
course. were conducted through a series of tests,
including a Pre-Test, Post-Test, and User Acceptance
Testing (UAT). The Post-Test results showed a
significant improvement, with an average score of 93.3,
up from the initial Pre-Test score of 40.8, reflecting a
128.68% increase. This indicates that the training
provided effectively enhanced the participants' skills
and abilities. Furthermore, as noted in the UAT results
with a score of 950 or 95%, the participant acceptance
level suggests that this cyber exercise was well-received
and could be effectively implemented in secure coding
education. Future suggestions for this research include
using your training data for the Al LLM and increasing
the problem variation level by adding vulnerabilities
often found in application attacks.
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